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Abstract

Data has become a central determinant of progress in generative Al: it drives model
capability, shapes model behavior, and increasingly defines the limits of what can be
achieved. We argue that advancing generative Al therefore requires treating data not as a
passive training input, but as a first-class object of study. To this end, we develop theory
and methods along two complementary directions: data attribution, which asks how data
influences model behavior, and data privacy, which asks how sensitive data can be utilized
under formal privacy constraints.

On the attribution side, we first develop a unified theory of random projection for influ-
ence functions, establishing when and why projection preserves influence in unregularized,
regularized, and Kronecker-factored settings. This provides a theoretical foundation for
scaling influence functions to large-scale generative models. We then extend attribution to
online reinforcement learning (RL) by proposing a local framework for PPO that attributes
checkpoint updates to the recent rollout buffer. This framework provides new tools for
understanding learning dynamics and improving the training efficiency of online RL.

On the privacy side, we introduce the notion of empirical privacy variance, showing
that the same formal differential privacy (DP) guarantee can correspond to markedly
different empirical privacy behavior in practice. We further quantify how hyperparameters
shape empirical privacy and develop privacy-aware hyperparameter tuning strategies in
DP training. We then propose a hierarchical framework for differentially private synthetic
text generation, augmented with a post-training recipe, anchored reinforcement learning,
to improve the accuracy of conditional generation.

Overall, this thesis advances generative Al through the science of data: by quantifying
the value of data, optimizing its use, preserving privacy, and unlocking the value of sensitive

data through synthetic data generation.
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Chapter 1 Introduction

Data has been a driving force behind many of the most transformative advances in artificial
intelligence (AI). The breakthrough of AlexNet [1], often seen as the beginning of the
modern deep learning era, was enabled by ImageNet [2], a large-scale dataset that also
established a lasting benchmark for progress. In natural language processing, the availability
of large pretraining corpora such as BookCorpus [3] and Common Crawl [4, 5] supported
the development of early large-scale language models such as BERT [6] and GPT-1/2 [7],
helping drive the shift from task-specific systems to general-purpose foundation models [8].
These examples illustrate a central theme: data has shaped AI not only by enabling new
capabilities, but also by defining the benchmarks and regimes through which progress is
measured.

The rise of generative Al has made the role of data even more pronounced. Scaling laws
show that model performance improves systematically with increases in data, model size, and
compute [9, 10]. Large pretraining corpora endow models with broad capabilities; curated
instruction-response datasets teach them to follow human instructions [11, 12]; specialized
corpora support domains such as mathematical reasoning and theorem proving [13]; and
large-scale text-image datasets have driven major advances in generative vision models [14,
15]. Across these settings, progress depends not only on architecture and optimization, but
increasingly on the scale, quality, and composition of the data itself.

At the same time, data has also become a central bottleneck and source of risk for
the next generation of Al systems. High-quality web-scale corpora are becoming harder
to obtain, while reliance on synthetic data raises concerns such as model collapse, where
recursive training on model-generated content leads to degradation over time [16]. Privacy
concerns are amplified when training data contains duplicated or user-contributed content,
as shown by extraction attacks that can recover sensitive information, including personally
identifiable information (PII) [17, 18]. Safety is likewise deeply tied to data, since harmful

or biased training examples can propagate directly into model behavior [19, 20]. Meanwhile,
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growing evidence suggests that quality often matters more than sheer quantity: carefully
curated small datasets can match or even outperform much larger ones [21, 22, 23, 24].
Together, these developments suggest that continued progress in generative Al depends
increasingly on understanding data itself: which data matters, how it should be used, and
how it can be handled responsibly.

This thesis studies two complementary questions along this direction.

e« Data attribution. How can we quantify the wvalue of data in a principled and

scalable way, and use this understanding to guide better data selection and filtering?

e Data privacy. How can we benefit from sensitive data without exposing it, and how

should we reason about privacy in modern generative models?

Although these two directions may appear distinct, they share a deep conceptual
connection rooted in a common question: how does an individual training example influence
a learned model? Data attribution approaches this question from the perspective of
measurement: it develops tools to quantify, for each training example, how much it
contributes to a model’s predictions. Differential privacy, by contrast, approaches it from
the perspective of control: it designs training mechanisms whose outputs provably do not
depend too strongly on any single data point. In other words, attribution seeks to detect
and measure individual influence, while privacy seeks to limit it.

This duality suggests that the two directions are not merely parallel research threads,
but complementary lenses on the same underlying phenomenon. Understanding one can
inform the other: for example, attribution methods could serve as empirical probes for the
effectiveness of privacy mechanisms, while privacy constraints may reshape the landscape of
data influence in ways that attribution tools can reveal. Fig. 1 illustrates this relationship.
We return to these connections in Chapter 7, where we discuss them as promising directions
for future work.

The four papers in this thesis address these questions from different angles, but are
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[Common question: How does an individual training example influence a learned model?]

Data Attribution Data Privacy
Measure individual Limit individual
influence on predictions influence via DP
. Attribution probes privacy effectiveness «— Privacy reshapes data influence E

Figure 1: The two pillars of this thesis and their conceptual connection. Data attribution
and data privacy address the same fundamental question from complementary perspectives:
attribution measures individual data influence, while privacy limits it. Their interplay
opens promising directions for future work (Chapter 7).

united by this common perspective: advancing generative Al requires elevating data from a
passive input to a first-class object of study. Rather than viewing data merely as an i.i.d.
sample in learning theory or as a fixed resource in model training, this thesis advocates a
more principled treatment of data, one that seeks to quantify its value, optimize its use,

safeguard its privacy, and, when necessary, convert sensitive data into useful synthetic data.

In short, the thesis takes a data-centric perspective on generative Al.

1.1 Thesis Overview

This thesis is organized into two parts.

Part I: Data Attribution (Chapter 3—Chapter 4). The first part studies how to
quantify the contribution of individual training examples to model behavior.

Chapter 3 develops a theoretical framework for random projection in influence functions,
one of the most widely used tools for data attribution. Because influence scores depend on
inverse curvature operators, their behavior under projection cannot be explained by standard
Johnson—Lindenstrauss arguments alone. This chapter provides a unified analysis of when

projection preserves influence in three settings: unregularized influence, ridge-regularized
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influence, and Kronecker-factored influence. A central conclusion is that regularization
changes the relevant complexity measure from rank to the effective dimension of the
curvature matrix, yielding principled and instance-adaptive guidance for sketch size selection.

Chapter 4 extends data attribution to online reinforcement learning, with the goal
of improving both interpretability and efficiency. Unlike supervised learning, online RL
does not operate on a fixed dataset: the policy shapes the data, and the data in turn
shapes the policy. To address this circular dependency, this chapter proposes a local
attribution framework that analyzes one PPO training round at a time, attributing a model
checkpoint update to the transition records in the recent rollout buffer. The resulting
framework provides insight into learning dynamics and behavior formation, and also leads
to a lightweight filtering algorithm that improves the efficiency and performance of online

RL training.

Part II: Data Privacy (Chapter 5—Chapter 6). The second part studies how genera-
tive models can be trained or adapted on sensitive data under formal privacy constraints.

Chapter 5 introduces the notion of empirical privacy variance. The chapter shows
that models trained with DP-SGD to satisfy the same formal (e,d)-DP guarantee can
nonetheless exhibit substantially different empirical privacy behavior, as measured by
memorization-based probes. This finding shows that the privacy budget alone does not
determine practical privacy risk. The chapter further studies how hyperparameter choices
shape this variation, identifies a trade-off between utility-oriented tuning and empirical
privacy, and proposes heuristics for hyperparameter selection with empirical privacy taken
into consideration.

Chapter 6 turns to a downstream objective of central importance: generating high-
quality synthetic text under differential privacy. Rather than treating DP text generation
as a monolithic problem, this chapter proposes a hierarchical framework that separates

structured feature learning from conditional text generation. Building on this design, it
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further introduces an anchored reinforcement learning method that improves controllability
while mitigating reward hacking. Together, these components yield an end-to-end framework
for differentially private conditional text generation that improves both generation quality

and control.
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Chapter 2 Preliminaries and Background

This chapter introduces the core concepts and technical tools that recur throughout the
thesis. In particular, we review preliminaries on data attribution (Chapter 3—Chapter 4)
and differential privacy (Chapter 5-Chapter 6). Additional background specific to each

problem setting is deferred to the corresponding chapter.

2.1 Data Attribution

Data attribution aims to explain a trained model’s behavior by tracing its predictions back
to the training examples [29, 34]. Consider a model trained on a dataset D = {z;}I;
by minimizing the empirical risk Z?: ) 0(0,z;). A data attribution method assigns each
training example 2, a score that quantifies its contribution to a specified model behavior,
such as the loss on a target test point. We focus on two representative methods. The first
is influence functions, for which Chapter 3 develops theoretical foundations. The second is

Tracln, a more practical and scalable tool adapted in Chapter 4.

Influence functions. Influence functions [35, 36] quantify how an infinitesimal perturba-

tion of a training example affects the learned model and its predictions. Let

6= argminZé(O z;)

6 i=1

denote the empirical risk minimizer, and for a training point z, define
0 —argmmZE ;) +el0,z).

The influence of z on the loss at a test point 2’ is then defined as

de. 2 . .
J(z,2") := % = —V,(0, z’)Tﬂglvgﬁ(G, z),
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where

1 & A

==Y Valb,2)

N
is the Hessian of the empirical risk. In modern deep learning, Hj is often replaced by
approximations such as the empirical Fisher matrix or the generalized Gauss—Newton matrix.

Applying influence functions to large-scale neural networks is computationally challeng-

ing due to the high dimensionality and the intractability of explicitly inverting the Hessian.
A prominent line of work addresses this difficulty through random projection: gradients
are compressed into a lower-dimensional space before influence scores are computed, often
together with additional heuristics such as ridge regularization [37, 38, 39]. This practice
is typically motivated by the Johnson-Lindenstrauss lemma. However, influence depends
on an inverse-sensitive bilinear form, so standard distance-preservation guarantees do
not directly imply preservation of influence scores. Establishing a rigorous theoretical

understanding of this issue is the central goal of Chapter 3.

TracIn. Tracln [40] takes a different perspective by attributing model behavior through
the entire training trajectory, rather than through a single trained model. It measures
the cumulative effect of optimization steps involving a particular training example z; on a
target function f(6). At iteration j, with parameters 6, learning rate 7;, and mini-batch

B, a first-order Taylor expansion yields

f(ej) f(9g+1 ~ N Z Vef (937 z;)-

ZEB

Summing the contribution of z; over the iterations in which it appears gives the Tracln

score

TracIn(z Z n; Vof(0;) - Vol(0;,2).

Ji2,€B,;
Compared with influence functions, TracIln avoids Hessian inversion and relies only on

gradient inner products, making it conceptually simpler and often more scalable in practice.
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In Chapter 4, we adapt TracIn to the online reinforcement learning setting, where the

training data are generated on the fly by an evolving policy.

2.2 Differential Privacy

Differential privacy (DP) [41] is a mathematical framework that limits the information an
adversary can infer about any single training example from an algorithm’s output. We say
two datasets D and D’ are meighboring if one can be obtained from the other by adding or

removing a single sample.

Definition 2.1 ((g,0)-DP [41]). A randomized algorithm M is (g, §)-differentially private

if for all neighboring datasets D, D’ and for all S C Range(M):

Pr[M(D) € S] < e* Pr[M(D’) € S| + 6.

Here, € denotes the privacy budget, with smaller values indicating stronger privacy protection,

and 0 is a small failure probability. Together, (e, d) are referred to as the privacy parameters.

DP-SGD. DP-SGD [42] is the standard algorithm for training deep learning models
with differential privacy guarantees. It modifies stochastic gradient descent by (1) clipping
the per-sample gradient to bound its sensitivity, and (2) adding calibrated Gaussian noise.

Formally, at step t, DP-SGD computes a privatized gradient:

=1 Vol(6,,2) -
9t *= + N(0,0%c*I) |,
‘s (zzest e (1, 2021 ( )

c

where S, is a mini-batch of size b, c is the clipping norm, and the noise multiplier o is
determined by numerical privacy accountants [43, 44] to satisfy a target (e, )-DP guarantee.
The privatized gradient can also be used in other first-order optimizers such as Adam [45],
leading to DP-Adam [46]. DP-SGD and its variants have been applied across diverse

domains, including computer vision [47], language models [48], and federated learning [49].
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Chapter 3 A Unified Theory of Random Projection for Influence Functions

Influence functions provide a principled approach to data attribution by quantifying how
individual training examples affect a model’s behavior [35, 36]. In modern neural networks,
however, computing influence is prohibitively expensive: it requires manipulating extremely
high-dimensional per-example gradients and inverting large, often ill-conditioned or singular,
curvature operators F. To make influence estimation scalable, recent methods rely on
random projection, compressing gradients and curvature into a much lower-dimensional
space before performing the attribution computation [37, 38, 39, 50].

Despite its empirical success, a theoretical understanding of this practice is still lacking.
Existing works often appeal heuristically to the Johnson-Lindenstrauss (JL) lemma [51],
since standard sketches such as Gaussian, Rademacher, and sparse JL maps approximately
preserve Euclidean geometry [52, 53, 54, 55]. However, influence is governed not by ordinary
Euclidean distances, but by an inverse-sensitive bilinear form involving F~!. As a result,
classical JL guarantees do not directly explain when projection preserves influence scores.
More broadly, prior theory offers limited guidance on how the required sketch dimension
depends on the problem geometry or on additional design choices such as regularization,
even though both are empirically important [56].

This chapter develops a unified theory of random projection for influence functions. Our
analysis characterizes the sketch dimension required to provably preserve influence scores
and clarifies how this requirement depends on the geometry of the underlying curvature
and gradient spaces. We further show how the same framework applies to three widely used
large-scale variants: unregularized projection [37, 38|, reqularized projection [57, 58], and
Kronecker-factored influence [39, 50], which combines factorized projection with structured

curvature approximations such as K-FAC [59, 60].

Setup and Notation. Let g and ¢’ denote training and test gradients with respect to

the trained model parameters § € R? and let F >= 0 be a curvature matrix evaluated at 6,
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with r := rank(F'). Typical choices of F include the generalized Gauss—Newton matrix [58,
61] and the empirical Fisher %Z?: ) g;9; [62, 63], both standard approximations to the
Hessian. We study the inverse-sensitive bilinear form with a ridge parameter A > 0, denoted
as 75(9,9") == g (F + \I;)"'g’, where F~! denotes either the matrix inverse or the Moore—
Penrose pseudoinverse when F is singular. Unless otherwise stated, we let P € R™*¢ denote
a sketch whose rows are i.i.d. 1//m-scaled isotropic sub-Gaussian vectors [64, Chapter 2].!
Such matrices are commonly referred to as oblivious sketching matrices and include Gaussian,
Rademacher, and sparse JL transforms widely used in practice. The resulting projected

(possibly regularized) influence is defined 7,(g,g’) := (Pg) " (PFPT + \I )~ *(Pg’).

Our Contributions. We present a sequence of results characterizing when projection
provably preserves influence functions across a range of settings. Under the assumption
g,9" € range(F'), we precisely delineate when projection can and cannot succeed without
regularization, show how ridge regularization alters the required sketch size, and extend the
analysis to Kronecker-factored curvature approximations. We then relax the assumption
on ¢’ and quantify an additional sketch-induced leakage term arising from components of
the test gradient in ker(F'), yielding guarantees for influence queries at general, unseen test
points.

First, we ask whether sketching can preserve the unregularized influence 7,(g, g’). We
show a dichotomy: unless the sketch is injective on range(F'), uniform multiplicative
approximation is impossible, in the sense that no bound of the form |7,(g,9") — 7y(9,9")| <
e7y(g,g") can hold for all g, ¢’ and any € > 0. Conversely, injectivity on range(F') guarantees

eract preservation.

'A mean-zero random variable X is sub-Gaussian with parameter o? if E[exp(tX)] < exp(c?t?/2) for
all t € R; a random vector is sub-Gaussian if all one-dimensional marginals are sub-Gaussian.
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Main Result 1 (Unregularized projection, Theorem 3.1): Let F' > 0 with r :=
rank(F'). For A = 0, for all g,¢" € range(F), 75(g9,9") = 79(g9,9") if and only if P is
injective on range(F). If Pis not injective on range(F') (in particular if m < r), then for

any constant factor, no uniform multiplicative approximation guarantee is possible over

9,9’ € range(F)\ {0}.

Theorem 3.1 shows that, without regularization, influence preservation requires m to
scale on the order of r. In contrast, when ridge regularization is employed, we show that
the required sketch size is no longer governed by r but instead by the effective dimension
dy(F) == tr(F(F + A\I)™!), a classical notion in Bayesian model selection [65, 66]. This
quantity is always bounded above by r and can be substantially smaller when the spectrum

of F' decays quickly.

Main Result 2 (Regularized projection: Theorems 3.2 and 3.4): Fix A > 0 and
define dy (F) = tr(F(F + X)), If m = Q((d, (F) +log(1/5))/e?), then with probability

at least 1 — ¢, for all g, ¢’ € range(F),

17:(9,9") — 72(9.9")| < e/70(9,9)V/70(9', 9")

Conversely, for Gaussian oblivious sketches, there exist F' > 0 such that if m =

o(d,(F)/e?), there exists some g,g € range(F) admits an Q(e) error with constant

probability.

In large neural networks, influence computation hinges on curvature inversion, yet
forming or inverting the full empirical Hessian or Fisher is infeasible. Consequently,
practical pipelines adopt structured curvature approximations, most notably Kronecker-
factored approximate curvature (K-FAC). This motivates us to develop a projection theory
tailored to this setting.

As reviewed in Sec. 3.1.3, K-FAC models the curvature as F = A® F (in a layerwise
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manner), where A and E capture the empirical covariances of forward activations and
backpropagated gradients, respectively. To exploit this structure, one natural idea is to
enforce the sketch to share the same factorization P = P, ® Py, where P, and Py are
oblivious sketching matrices [39]. While this yields substantial computational savings, the
Kronecker structure breaks the i.i.d. row assumption on P, rendering a direct adaptation
of Theorems 3.1 and 3.2 inapplicable. We overcome this technical challenge through a

fine-grained analysis and establish rigorous approximation guarantees.

Main Result 3 (Factorized influence, Theorems 3.5 and 3.6): Assume F |

A® E > 0 and a Kronecker sketch P = P, ® Py with factor sketch sizes m 4 and mp.

(i) Unregularized barrier. For A = 0, exact invariance on range(F") holds if and only
if P, is injective on range(A) and Py is injective on range(F), which in particular

necessitates m 4 > rank(A) and myg > rank(FE).

(ii) Regularized approximation. Let P, and Py each to be oblivious sketch. For
A >0, letting A := A/ Ell, and Ay = M| Ally, if my = Q((d),(A) +1og(1/0))/e?)
and mp = Q((dy, (E) + log(1/8))/e?), then with probability at least 1 — 4, for all

9,9 € range(F),

172(9:9") — 72 (9,9")| < e/ 7T0(9, 9/ To (9. 9').-

Finally, we note that all of the above guarantees are stated for gradients lying in
range(F'), which, when F'is the empirical Fisher, includes all training gradients used for
attribution. In practice, however, a test gradient ¢’ may have a component in ker(F'). We
show that, in both the unregularized and regularized settings, these components do not
affect the true (unsketched) influence, while sketching introduces an additional leakage
term. We quantify this “out-of-range leakage” and show it decays at the usual O(m~1/2)

rate with explicit dependence on X\ and the spectrum of F.

24



Main Result 4 (Projection leakage, Theorems 3.8 and 3.9): For a general g’ € R¢,
write ¢’ = gﬁ + ¢ with gﬁ € range(F) and ¢/ € ker(F'). We show that in this case, for
either A=0o0r A > 0,

72(9,9") — 72(9,9")| < 7A(9, 9)) — (9, 9| + 17a(9, 91)1,

with an additional leakage error |7,(g,g])| beyond Theorem 3.2. We then prove in

Theorem 3.8 that for a collection of k test gradients {g; ;?:1, with sketch size m =

Q((r +log(k/0)) /%),
(i) Unregularized: |7(g, 91 )| < €lgll2l9 |2/ (F)-
(i) Regularized: |7,(g,97)| < elgl2lglll2(1/A+ 2[F]5/A).

Moreover, in Theorem 3.9, we show that similar leakage guarantees extend to the factorized

influence setting.

“QOr alternatively linear in k’ = dim(span({gg’l};?:l)), which in practice is usually worse than log(k).

Taken together, we develop a unified theory for when projection can provably approx-
imate influence-style data attribution scores of the form ¢’ (F + M\I)~1g’. Specifically,
without regularization, projection preserves influence for all g, ¢’ € range(F') only when the
sketch is injective on range(F’), which essentially forces m > rank(F); otherwise, uniform
multiplicative approximation is impossible. With regularization, the required sketch size is
instead governed by the effective dimension d, (F'). We further extend these guarantees
to Kronecker-factored (K-FAC-style) curvature and sketches. Finally, we quantify an
additional sketch-induced leakage term that can appear when test gradients have com-
ponents in ker(F'). Overall, our results provide principled, instance-adaptive guidance
for choosing m and clarify how projection interacts with regularization and structured

curvature approximations.
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3.1 Projection-Based Influence Approximation
3.1.1 Unregularized Projection

In this section, we show that in the absence of regularization, projection alone encounters a
fundamental barrier in the sketch size m. In particular, there is a sharp phase transition:
when m < r, no multiplicative approximation guarantee is possible; whereas when m > r,

a continuous sketch yields exact invariance with probability one.

Theorem 3.1 (Barrier of unregularized projection). The equality 174(g,9’) = 7,(g,9") holds
for any g,9" € range(F) iff P is injective on range(F'), i.e. rank(PU) = rank(F) = r
where F = UAUT is the compact eigendecomposition of F with U € R¥" orthonormal
and A € R™" positive definite. Subsequently, for any PSD F € R¥>? and any matric
P € R™*4 one cannot hope to obtain any multiplicative approzimation of 7,(g,g’) via

7o(g,g") when rank(PU) < r.

The proof can be found in Appendix A.1. The key intuition is that, without regular-
ization, influence depends on exact inversion over range(F'). Any collapse of directions
within range(F) renders F~! ill-defined after sketching, hence no multiplicative control
is possible. Consequently, exact preservation of unregularized influence requires the sketch
to be injective on range(F'), which in turn forces m > r. In overparameterized regimes
where high-dimensional per-sample gradients are in general position, one typically has r ~ n,
and thus m must scale with the dataset size. In contrast, we will show that introducing
ridge regularization (A > 0) fundamentally changes this requirement, with the sketch size

governed by the effective dimension d, (F'), which can be substantially smaller than 7.

3.1.2 Regularized Projection

Unlike the unregularized case, in this section, we show that for the projected influence
function, the extra damping term AI; helps control the effective dimension by shrinking

small eigenvalues of the curvature operator F, effectively reducing the Gaussian complexity
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governing the uniform concentration bound. In particular, we show that the sketch size

requires only to scale with the effective dimension of F with A\ > 0:

dy(F):=tr (F(F+ ;™) = z’": % <r.

In practice, as we shall observe in Sec. 3.3, the spectrum of F' decays rapidly, and thus
d, < r < d for moderate A\. Hence, requiring the sketch size m to scale only with the
effective dimension d, at scale ), rather than the ambient dimension d or the rank r of F,
makes the regularized projection approach feasible at scale. We now state the theorem and

sketch the proof below.

Theorem 3.2 (Upper bound of regularized projection). Let P € R™*¢ be an oblivious
sketching matriz with rows P,| = \/%W;T, where {W;}", ~ W are i.i.d. sub-Gaussian
random vectors in R? satisfying E]W] =0 and E]WW ] = I,.2 For any ¢,6 € (0,1), if the

sketch size satisfies

2

o (BUELEE1/0)),

then with probability at least 1 — 6, the following bounds hold for all g,g" € range(F):

72(9,9") — (9, 9")| < e/ 70(9,9)/ 70 (9. 0').

Proof. Let g,g' € range(F) and write ¢ = FY?y and ¢ = F'/?y’. Using the push-
through identity A(ATA+ XI)~' = (AAT + M\I)"'A with A = PF'/2, and defining G :=
F12pTPF1/2 yields

7(9,9") = (Pg)T(PFPT + XI)~'(Pyg’)

=y ' FY2PT(PFPT + \I)'PFY2y = yTG(G + \I)" 1y .

2Since we only assume bounded sub-Gaussian norm on the random vectors W;, the result applies to a
wide range of random projection matrices, including Gaussian, Rademacher, and sparse JL transform.
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On the other hand, define B := FY2(F + M )~'/2 as the A-whitened influence subspace.

Since F and F' + AI are simultaneously diagonalizable (they share the eigenbasis of F),

—-1/2
Y

all matrix functions of these operators commute; in particular, F/2, (F + \I) and

+ ~* commute an = = = + —*. Hence, we have
F+ )t dBB'=B'B=B>=F(F+\)'. H h
\(9:9) =9 (F+X)"'¢' =y BBy =y F(F+ )™y,

which gives |7,(g,9") — T2 (9,9))| = |y G(G+ X))ty —y " F(F + XI)~'y/|. Thus, it suffices
to control the operator norm of F(F + XI)™' — G(G + \I)™!.

Note |B|, < 1. Applying Theorem 1.2 with M = B and m = Q(e™%(d,(F) +1log(1/4)))
yields |[BT (PTP —I)B|, < /2. Conjugating by (F + A\I)'/? and using G = F/2PTPF'/?,

this implies a PSD sandwich
(1=5)(F+ M) 2 (G+ )2 (1+5)(F+ ).

Inverting the sandwich gives (G + AI)™ — (F + XI) ||, < - 1f/—52/2 < ¢/A. Finally, using

the identity A(A+ X)~t =1 — X(A+ XI)~! for any PSD A, we get
[FF+ M) = GG+ M), = A(G+ M) = (F+ )|, <e,
which is the desired operator control (formal details are in Theorem 1.3). Therefore,
72(9:9") = 79,97 = |y" [G(G + A7 = F(F+ A7y < elylally I

As ||ly||? = 74(g,9) and ||y’||3 = 74(g9’, g’), we conclude the proof. O

Remark 3.3. The core technical challenge in the proof of Theorem 3.2 is to bound || F'(F +

M)™' —G(G+ XI)7Y5. A natural alternative is to invoke an oblivious subspace embedding
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(OSE) [67]. For a fixed matrix A € R¥*", P € R™*? is an e-OSE for range(A) if

—eATA<AT(PTP—T)A<cATA.

Instantiating A = F/2 yields a sandwich (1 — ¢)F < G =< (1 4 €)F, which implies
|F(F + X)™' — G(G + X)71|, = O(¢g) by operator monotonicity of ¢t  t/(t + \) (see
Appendix A.2.2). However, OSE enforces uniform multiplicative accuracy over range(Fl/ 2),
so even directions with A;(F) <« A must be preserved up to a (1 & ¢) factor, leading to
m = Q(r/e?) [67, Theorems 2.3 and 6.10].

Our proof instead exploits the weaker, A-dependent requirement: it suffices for P to be

an approximate isometry on the A-whitened influence subspace B = FY/2(F 4+ \I)~1/2,

i.e.,
|BT(PT"P—1I)B|, < O(e). This yields the ridge-regularized sandwich (1—¢)(F+\I) <
G+ A < (1+¢)(F + AI). Importantly, this condition controls F' + AI rather than F itself:
in directions where A;(F) < A, both F' + Al and G + Al are dominated by A, so even large
relative errors in I have negligible impact on the inverse. Consequently, such low-eigenvalue

directions need not be preserved multiplicatively, and the required sketch size is governed

by the effective dimension at scale ), yielding the sharper bound m = Q(d, (F)/e?).

We now complement Theorem 3.2 with a worst-case matching lower bound, showing
that the effective dimension d, (F') characterizes the tight dependence of m for oblivious
sketching in regularized influence. Concretely, we show that for Gaussian oblivious sketches,
if the sketch size is smaller than ©(d, (F)/e?), then there exist problem instances on which

the sketched influence incurs €2(¢) error with constant probability.

Theorem 3.4 (Lower bound for regularized projection). Let P € R™*% be a Gaussian
oblivious sketch with rows i.i.d. N(0,1;). There ezists a family of F € R¥>? such that if
m = o(dy(F)/e?), then there exists g € range(F) with |7\(g,9) — T\(g9,9)| = Q(e)7y(g, 9)

with constant probability.

Full details are in Appendix A.2. We see that Theorem 3.4 formalizes a worst-case
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limitation for this class of sketches: with Gaussian oblivious projections, one cannot
uniformly beat the d, (F)/e? scaling. Combined with the instance-adaptive upper bound
in Theorem 3.2, this identifies d, (F') as the fundamental complexity parameter governing

regularized projection.

3.1.3 Factorized Influence

In many large-scale settings, explicitly forming or inverting the empirical Fisher/Hessian
F is infeasible, and second-order methods instead rely on structured approximations. A
common choice is a Kronecker factorization (e.g., K-FAC [59, 62]), which models each
layerwise block as F' ~ A ® E for smaller PSD factors A € R%4*%4 and E € R%*9e_ which
are forward activation and backprop-gradient covariances, respectively.

This structure suggests a natural computational counterpart on the sketching side: use a
factorized sketch P = Py ® Py, where P, € R™4*%4 and Py, € R™=*49E are respectively the
standard oblivious sketching considered in Theorem 3.2.3 The resulting sketch has ambient
dimension d := d 4dy and sketch dimension m := m my, i.e., P € R™*4¢, Moreover, write
a per-example layer gradient as a matrix G € R%*94 with g = vec(G) € R?. Then the
projection can be computed without materializing the full m x d sketching matrix as
Pg = (P4 ® Pg)vec(G) = vec(PzGP/). Consequently, the per-example cost reduces to
two smaller multiplies PyG and (PzG)P, , plus solving the resulting regularized system in
sketch dimension m. Similarly, we can also form the sketched curvature efficiently: using
the mixed-product identity of Kronecker products, PFP" = (P, Pg)(AQE)(Py®P;)" =
(P4AP]) ® (PgEPg).

In the unregularized case (A = 0), the exact invariance barrier becomes strictly more
stringent under a Kronecker sketch: exact preservation on range(F') holds if and only if

both factor sketches are injective on their respective ranges.

3Concretely, rows of P, and P are i.i.d. isotropic sub-Gaussian random vectors with scaling 1/,/m 4 or

1/ymg.
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Theorem 3.5 (Barrier of unregularized projection for factorized influence). Let F =
AQFE =0 and P = Py ® Py as above. Then 7y(g,9") = 79(g,9") for all g,g" € range(F") if
and only if P, is injective on range(A) and Py is injective on range(FE). In particular, this
necessitates m 4 > rank(A) and my > rank(FE), hence m = m4mp > rank(A) rank(E) =

rank(F).

See Appendix A.3.1 for a proof. This motivates integrating regularization and considering

7x(9,9) = (Pg)"(PFP' + AL,)"'(Pg’)

— vec(PgGP])T (PyAP]) ® (PeEPY) + AL,) ™" vec(PyG' PY).

However, factorization changes the sketching analysis: when P = P, ® Py, the matrix
PT P is no longer a standard i.i.d. sample covariance, so the covariance-type deviation
driving the proof of Theorem 3.2 requires a dedicated argument. We now present the
corresponding approximation guarantee for regularized projection under this factorized
model. The key technical step is a factorized covariance deviation bound (Theorem 1.5),

proved in Appendix A.3.

Theorem 3.6 (Upper bound of regularized projection for factorized influence). Let F = A®
E > 0 and P = P, ® Py be as above, with the factors P, Py denoting the sketching matrices
defined in Theorem 3.2. Assume A < ||A|5|E|y, and define the rescaled regularization levels
Ag = M| E|y and Ay := N/|A|,. For any e,6 € (0,1), if the sketch sizes for Py, and Py

satisfy

dy,(4) ;log(l/5)> C mp=0 (dAA<E) -;1055(1/5)) |

mA:Q(

then with probability at least 1 — 6, the following holds for all g, 9" € range(F):

72(9,9) = 72(9,9)| < e/70(9,9) /709", 9)-
Proof. The proof follows the same template as Theorem 3.2. Let B := FY/2(F 4+ \I)~1/2
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and G := FY/2PTPF'/2 and the key step is again to control the covariance-type deviation
|BT(P"P —I)B|,. We apply Theorem 1.5 (proved in Appendix A.3) with parameters
o :=€/10 and §;, := §/2. Under the stated conditions on m 4 and mp, this yields that with

probability at least 1 — 26, =1 —9,
|IBT(PT"P —1I)B|y < 2y + 32 <¢/2,

where the last inequality uses € € (0,1). On this event, the same PSD sandwich and resolvent
perturbation argument used in Theorem 1.3 implies |F'(F + A)~! — G(G + \I)71|, < ¢,

which in turn gives the stated bilinear (and quadratic) influence error bounds. O]

Remark 3.7. Theorem 3.6 highlights a fundamental computational—statistical trade-off.
While factorized sketches offer substantial computational and memory advantages over
unfactorized ones, they incur a higher statistical cost in terms of the required sketch size.
In particular, since the total sketch size is m = m,my, achieving an e-approximation
error requires m = m mpy = 5(8_4(d>\E (A)d, , (E))), which exhibits a worse dependence
on ¢ (from 72 to e*) compared to the unfactorized sketch guarantee in Theorem 3.2.
Importantly, this gap is not an artifact of loose analysis, but follows from the separable nature
of the factorized sketch: P, and Py must independently satisfy an e-level concentration
bound at its own regularization scale. Consequently, the total sketch size reflects the
product of the factor-level requirements. As a result, factorized sketches are most effective
in regimes where the computational and memory savings from separability outweigh the

increased statistical overhead.

3.2 Influence with Out-of-Range Test Gradients

The analysis in Sec. 3.1 assumes that both arguments of the (regularized) influence bi-
linear form lie in range(F'). This assumption is natural for training gradients: when F'is

instantiated as the (empirical) Fisher information matrix, F' = %Z?: . g;9; , every training
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gradient lies in range(F') by construction. In practice, however, we are often interested in
the influence of an unseen test point 2z’ with respect to a training point z, for which the
corresponding test gradients ¢’ need not lie in range(F).

We extend the above guarantees to this setting by explicitly characterizing the additional

sketch-induced error arising from the component of g’ orthogonal to range(F).

3.2.1 Leakage of Projection

To make the source of this additional term explicit, we decompose ¢’ = gﬁ + g, where
g € range(F) and g € ker(F), such that the decomposition is orthogonal in the Euclidean

inner product. Using linearity of 7,(+,-) and 7,(-,-) in their second argument, we have

(9, 9") = 7\(9,9]) + 7x(9,91) and 75(g,9) = 7x(9, 9)) + 7A(9, 91 ). Consequently,
72(9:9") — (9, 9)| = | (79, 9)) — 7 (9:9))) + 729, 97) — 7a(9,97)|-

Observe that the true (regularized) influence does not couple range(F') and ker(F), i.e.,
7(9,9) = g"(F+ X)"tg, =0 for all A > 0: indeed, F and (F + A\I)~! share the same
eigenbasis, and since g € range(F) and g| € ker(F), hence (F + M )~'g and ¢| lie in

orthogonal subspaces. Hence,

73(9:9") — 7x(9,9")| < 7A(9,9)) — 72 (9, 9| + 172 (9, 97)]-

The first term can be bounded via Theorem 3.2; on the other hand, the remaining term is
a purely sketch-induced artifact: the sketch can introduce a nonzero leakage term 7, (g, 9’ )
due to mixing between range(F') and ker(F) under P' P. We now present a general bound

on the leakage:

Theorem 3.8. Let {g; ;?:1 C R, and for each j let 951 = y(r)g; denote the orthogonal
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projection of g; onto ker(F). Let k" := dim(g;-7L}?:1)). For any e, € (0,1), if

g (r + min {log(k/52), K+ log(1/5)}) |
5
then with probability at least 1 — §, the following holds for all j € {1, ... k}:

o Unregularized: |7y(g,9; )| < €lglallg) i lo/ Mmin(F), where AL, (F) denotes the smallest

min

non-zero eigenvalue of F.

. ~ F
« Regularized: |7\(g, g, )| < elglalg 1o (+ + 2EL) for any A > 0.

Proof sketch. The proof is organized around a deterministic reduction: Theorem 1.6 (in
Appendix A.4) shows that both the unregularized and regularized leakage bounds follow as
soon as two concentration conditions hold for the sketch P. (i) an operator-norm bound
on range(F), [UT(PTP — I)U|, < € for an orthonormal basis U of range(F), and (ii) a
cross-term bound between range(F) and the kernel direction(s), [UT (PTP—1)g|, < €|g’ |-
For a single test gradient ¢/, both conditions follow from applying Theorem 1.2 to the
(r + 1)-dimensional subspace span(range(F') U {g’}), which yields the claimed m = Q((r +
log(1/4))/e?) scaling. To obtain uniform control over multiple test gradients, we use two
complementary arguments: a subspace argument, which applies the same concentration
bound to span(range(F) U {g;-#}le) and yields the dependence on &k’ = dimspan({g; | })
(Theorem 1.8); or a union-bound argument, which establishes a fixed-¢g’ tail bound and

unions over k, yielding the O(log k) dependence (Theorem 1.9). ]

3.2.2 Leakage of Factorized Influence

Theorem 3.8 is stated for oblivious sketches with i.i.d. rows. We now extend and prove
an analogous leakage guarantee for factorized sketches P = P, ® P, when F admits a

Kronecker factorization.

Theorem 3.9. Let A)E >0 and F := AQ E, with P = P, ® Py be the same setting as

Theorem 3.6, and let T4 = rank(A), rg = rank(E), and r := rank(F) = r,75. Let {g; ;?:1

34



be test gradients of the form g; = a}; ® e, and write a; = a/

4 . 4
; 5 taj witha, € range(A)

and a} | L range(A), and similarly €; = €} + ¢} . Define ky := Z?Zl 1(a}, # 0),
k ’ / . ’ ’ . /

kg = ijl 1(ef, # 0), and k; = dlm(span({aj’i};?:l)), Ky = dlm(span({ej’L}?zl)).

For any e, € (0,1), if

(4 +min{log(¥8), ¥, +log(})} . (re+ min{log(%E), k}; + log(})}
my = Q 52 yMp = Q 82 ’

then with probability at least 1 — &, the following bounds hold simultaneously for all

jeA{l,...,k}:

* Unregularized: |7y(g,95 )| < elglalg; 1 2/ Amin (F)-

min

. ~ 2| F
« Regularized: |7,(g, 9, )| < elglalg lo(: + 2E2) for any A > 0,

Proof sketch. The factorized theorem is proved by following the same high-level template
as Theorem 3.8: we first reduce the leakage bound to the two concentration conditions in
Theorem 1.6 (stability on range(F') and a cross-term bound between range(F') and ker(F)).
For a Kronecker sketch P = P, ® Py, the stability condition on range(F') = range(A) ®
range(E) is obtained by controlling the factor-level subspace deviations |U} (P Py —I)Uy|l,
and |Ug (P Pg — I)Ug|y (with Uy, Uy, bases of range(A),range(E)). For the cross-term
condition, we expand P' P—I into factor deviations and use Theorem 1.11 (in Appendix A.5)
to reduce |[UT (PTP—1I)g/ |, to a small collection of factor-level “primitive” quantities such
as |UL (P, Py —I)(-)|, and |Ug (Pa P — I)(:)|,. Finally, as in the proof of Theorem 3.8,
these primitives are controlled via a union-bound argument (yielding the O(logk.) terms)
or a subspace argument (yielding the k’ terms). Plugging these bounds into Theorem 1.6

yields the stated leakage guarantees; full details are in Appendix A.5. ]

Remark 3.10. Which argument is tighter depends on the geometry of the test gradients.
When {g;} are strongly correlated or effectively low-dimensional, one can have k¥’ < k, in

which case the subspace argument is preferable. In contrast, in high ambient dimension,
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moderately many generic test gradients are typically in general position, so k" rapidly grows
to min{k, d} and in particular satisfies k" ~ k once k < d. In this common regime, the
union-bound argument yields the more practical scaling in k, requiring only an additional

O(log k) sketch size to ensure uniform control.

3.3 Experiment and Discussion

We empirically illustrate several implications of our theory. Throughout, we consider
F to be the empirical Fisher, and P to be the sparse JL transform [53], and we always
report the results across 5 independent runs with different sampled P. Following the data
attribution library dattri [68], we consider three dataset—model pairs: 1.) MNIST-10 +
LR, 2.) MNIST-10 + MLP, and 3.) CIFAR-2 + ResNet9. Each setting uses 5000 training
examples and 500 held-out test examples, so the empirical Fisher has rank at most » < 5000.

Firstly, we show the effective dimension d, (F') = Z:: L A/ (A +A) can be much smaller
than r = rank(F'). Specifically, Fig. 2 plots the ordered eigenvalues {\;}I_, of F. The
spectrum decays quickly, hence for moderate A, the terms A;/(\; + A) become small for
large i, and consequently d, (F') can be far smaller than 7.

MNIST + LR MNIST + MLP CIFAR-2 + ResNet9
100 100

107t
10-2 107t

o 10-2 1073
< 10

10-6 103 1073

1078 1074 10-7

0 1000 2000 3000 4000 0 2000 4000 0 2000 4000
I I i

Figure 2: Ordered spectrum )\, of the empirical Fisher F.

We next test the predictions of Theorems 3.2 and 3.8 by directly measuring the approxi-

mation error. Given A > 0, we consider ,(g,¢") = |7\ (9,9")—7\ (g, g’)|/\/70(g,g)\/70(g’,g’)

for gradients g and ¢’, which is the normalized error considered in Theorem 3.2.
Fig. 3 supports the scaling predicted by our theory. Each curve plots the 95 percentile

of €,(g,9") against the normalized sketch size m/d, (F'). Once m is on the order of d, (F),
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the error begins to decay in the manner suggested by Theorem 3.2. Empirically, this
indicates that (i) the hidden constant in the sketch-size requirement is modest and (ii) the

additional leakage effect from Theorem 3.8 decreases quickly as m grows.

MNIST + LR MNIST + MLP . CIFAR-2 + ResNet9
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Figure 3: Approximation error versus normalized sketch size.

Faithfulness—Utility Tradeoff. A small approximation error does not necessarily imply
strong downstream performance. In particular, optimizing €, to be very small typically
favors larger A and larger sketch size m, because stronger regularization makes the influence
computation less sensitive to sketching. As a result, the A that minimizes €, need not be
the A that maximizes downstream utility, especially when the curvature information in
F'is important for the task. We illustrate this using LDS [38], a standard metric in data
attribution. Fig. 4 reports LDS over a range of sketch sizes and regularization strengths,
and as we expect, the best-performing A* is typically intermediate.

These observations suggest a simple two-stage procedure. First, using a small validation
set and a sufficiently large sketch size m, sweep over A and select \* that maximizes the
downstream metric. Second, fix A = A\* and increase m until m = Cd,.(F'), which ensures
that the influence estimates are faithful. Fig. 5 illustrates this strategy for LDS: the square
markers in the right panel (95 percentile LDS) indicate how large m must be to approach
the best attainable LDS. In our experiments, a constant C' € (10, 100) is sufficient, making

the dependence on d,.(F) operational.
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Figure 4: Approximation error and LDS versus A.
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Figure 5: Left: selecting A* on a validation set using large m. Right: held-out test LDS
versus m/dy.(F).
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3.4 Related Work

Influence functions were originally introduced as a classical tool in robust statistics [35] and
later adapted to machine learning by Koh and Liang [36]. Owing to their flexibility and
generality, influence-based methods have since been widely applied to tasks such as data
cleaning [69], model debugging [70], and subset selection [30], and have been extended to
large-scale models, including large language models [62] and diffusion models [58]. However,
applying influence functions to modern neural networks poses significant computational
challenges due to the need to invert a high-dimensional, often rank-deficient, curvature
matrix F'[36, 71].

Several recent works propose scalable approximations based on random projection
and related sketching techniques, where they typically project per-sample gradients into
a lower-dimensional space before computing influence scores [37, 38, 71], sometimes in
combination with explicit regularization [39, 50]. Despite their empirical success, the
theoretical guarantees underlying these methods remain limited, and their correctness is
often justified heuristically.

Specifically, existing theoretical justifications for projection-based influence methods
typically appeal to the Johnson—Lindenstrauss (JL) lemma [51] in the data attribution
literature [29, 37, 38]. Given a finite set of vectors of size n in R?, the JL lemma guarantees
that m = O(log(n)/e?) suffices to approximately preserve the pairwise distances between the
n points up to a (1 + ¢) factor. While powerful, this guarantee is fundamentally misaligned
with the structure of influence functions. Influence scores are not determined by Euclidean
distances between gradients, but by inverse-sensitive bilinear forms 7y(g,g’) = g' F'g’
involving the inverse (or pseudoinverse) of a second-order matrix F, and sketching changes
the operator to be inverted. Thus, preserving |Pg|, (even uniformly over a finite set) does
not directly control either the stability of matrix inversion after projection, nor the resulting

bilinear form.
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3.5 Conclusion

In this work, we show that projection-based influence is governed by the interaction between
the sketch and the curvature operator, and that conventional Johnson—Lindenstrauss
arguments, which only control Euclidean geometry, are misaligned with inverse-sensitive
influence computations [38, 50, 72]. By characterizing how projection interacts with common
techniques such as ridge regularization and structured curvature approximations, our unified
theory provides principled and actionable guidance for applying influence functions reliably
at scale. More broadly, we view this work as a step toward a more principled understanding
of scalable data attribution, and we hope it motivates further theoretical and empirical
investigation into the interplay between projection, regularization, curvature, and evaluation

criteria in influence functions.
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Chapter 4 A Local Data Attribution Framework for Online Reinforcement

Learning

While the previous chapter developed the theoretical foundations for scalable influence
computation, this chapter turns to a new setting: online reinforcement learning. We ask
whether data attribution can be extended beyond static supervised learning to settings
in which the training data are generated by the model itself. In online RL, the agent
continuously alternates between collecting experience and updating its policy, so each
training sample can affect not only the current update but also the future data distribution
induced by the evolving policy. This feedback loop breaks the assumptions underlying
standard attribution methods designed for fixed datasets and fixed objectives. To address
this challenge, this chapter develops a local attribution framework for online RL, based on
Tracln-style gradient alignment, that traces an agent’s behavior back to individual training
experiences and enables both interpretability and practical improvements to training.

Reinforcement learning (RL) has achieved remarkable success across a wide range of
sequential decision-making problems, including game playing [73, 74], robotic control [75],
and the alignment of large language models [12]. Among its variants, online RL methods
such as A3C [76] and PPO [77] are especially appealing in real-time, adaptive, and safety-
critical settings because they interleave data collection with policy optimization, allowing
agents to respond to changing environments on the fly [75, 78]. Yet this same closed-loop
nature also makes online RL difficult to understand and control: training is often sample-
inefficient, high-variance, and unstable, frequently requiring millions of interactions and
exhibiting substantial variability across runs [79, 80, 81].

These challenges motivate a finer-grained understanding of how individual training
experiences shape learned behavior. Prior work on RL interpretability has explored a range
of approaches [82, 83|, but many of them do not support example-level explanations or
are not readily actionable for improving training (see Sec. 4.5). Data attribution offers a

complementary perspective by tracing model behavior back to the data that produced it,

41



and has proved useful in other machine learning settings for tasks such as data selection [84],

bias mitigation [85], and fact tracing [86]. However, extending data attribution to online

RL is fundamentally nontrivial because the training data are endogenous: each experience

both updates the policy and influences the future experiences that the policy will collect.
In this chapter, we address this gap by developing, to our knowledge, the first data

attribution framework for online RL, with a particular focus on the widely used Proximal

Policy Optimization (PPO) algorithm [77]. Our contributions are threefold:

1. A principled and flexible framework (Sec. 4.2). We propose a local data attribution
framework for online RL, interpreting model checkpoints w.r.t. the records from the
recent training buffer. We define the attribution entity as the atomic unit in PPO
training, design two target functions that capture agent actions and cumulative returns,
and measure each record’s influence through gradient similarity between its training loss

and the target.

2. Fresh insights into learning (Sec. 4.3). We demonstrate the power of our framework
through three applications: a) diagnosis of learning: we show records most harmful
for learning feature inaccurate advantage estimates; b) temporal analysis of behavior
formation: we reveal an intriguing phase transition of critical records in shaping agent
behaviors; c) targeted intervention: we show that removing records with the most

negative influences can effectively improve model training.

3. Improved training (Sec. 4.4). Building on the targeted intervention, we further
develop an iterative influence-based filtering algorithm (IIF) that significantly improves
standard online RL training. Across standard RL benchmarks to modern RLHF for large
language models, IIF consistently improves sample efficiency, reduces computational

cost, and enhances final performance.
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Figure 6: An Illustration of the alternating learning cycle in online RL (Sec. 4.1.1) and our
local data attribution framework (Sec. 4.2.1). Online RL operates in alternating rounds of
data collection and policy updates; our local data attribution framework quantifies how
individual records from a single round influence policy update in that round.

4.1 Preliminaries
4.1.1 Online Reinforcement Learning

We consider the online RL setting, where an agent learns to maximize long-term returns by
interacting with the environment. The environment £ is modeled as a Markov Decision
Process (MDP) defined by the tuple (8, 4, P, R,7,d,), where S is the state space, A the
action space, P the transition function, R the reward function, v € [0, 1] the discount factor,
and d, € P(8) the initial state distribution. At timestep t, the agent observes s,, takes
action a,, receives reward r;, and transitions to s, .

Online RL typically proceeds in alternating training rounds of data collection and
model training (Fig. 6). In round k, the data collection phase involves the agent executing the
current policy k), sampling experiences over multiple episodes to accumulate n transition
records in a rollout buffer B*). Each record contains the raw transition (s;,a;,r,) and
several computed quantities, including the action log probability log myx (a,|s,), estimated

value v,, and advantage estimate At. Model parameters are then updated iteratively

(k)

starting from Hék) = 0¥ at optimization step j, training on the mini-batch B ; drawn
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from B*) updates parameters from OS-k) to 95-’:31.

In this chapter, we focus on Proximal
Policy Optimization (PPO), a widely used, effective algorithm in various applications [12,
75, 87].

Proximal policy optimization (PPO) [77]. PPO is a policy gradient method for
online RL that optimizes a clipped surrogate function. The core PPO objective, which is

typically combined with a value function loss and an entropy bonus during optimization, is

defined as:

LPPO(9) = k [min(mﬁs,a,cli (M,l—e,l—i—e)fis,a)],
( ) (57a)~23§ : 7T9(k)(a|8) ( ) P 7T9(k)(d|8) ( )

where € is a hyperparameter that limits policy changes between rounds and promotes

stable learning.

4.1.2 Data Attribution via Tracln

Building on Tracln introduced in Sec. 2.1, this chapter adopts it as our primary attribution
tool due to its conceptual simplicity, relative efficiency, and widespread use in recent
works [84, 88, 89]. We briefly recall that the TracIn score of a training sample z; with
respect to a target function f(6) is TracIn(z;) = ij s, Vo f(0;)-Vol(0;, 2;), measuring

the cumulative gradient alignment between training and target across optimization steps.

4.2 Framework Design

Online RL presents unique challenges for data attribution, due to the way data interacts
with model parameters during learning. To tackle this challenge, we introduce a local

attribution framework tailored to local policy optimization inherent in online RL.

Challenges. The key feature of online RL is the circular dependency between data
and model—earlier experiences drive policy updates, and updated policies produce new

experiences to learn from. The dependency of data on model (red arrows in Fig. 7) is
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unique to online RL and cannot be addressed by existing attribution methods. Current
data attribution methods include retraining-based (e.g., Ghorbani and Zou [90]) and
gradient-based, with the latter further divided into static and dynamic [34]. Retraining-
based methods require training the model once for each of the records being evaluated,
which is computationally expensive in any setting and particularly prohibitive in RL.
Static methods implicitly assume model parameters are obtained from solving an empirical
risk minimization problem over a fixed dataset, which is violated in the non-stationary,
sequential data setting here. While dynamic methods (e.g., TracIn) capture the temporal
dependencies of training data influences on model parameters, they still fail to account for
this key effect of data-model dependency. If we compute influence scores using the original
formulas from standard supervised learning, they capture only the impact on parameter
updates, ignoring the extra channel of influences through future data generation. As a
result, the scores may deviate significantly from the true influence we seek to measure.
Furthermore, quantifying influences through this channel is challenging because sampling

is stochastic and non-differentiable.

200G
(05 (1) (2) Influence from
|_> B |_. B |_> B [ parameter updates
9©) L 18} k 9(2) k 93 I cata generation

Figure 7: Twofold data influence: driving policy updates, shaping future data collection.

4.2.1 A Framework of Local Data Attribution

Our local data attribution framework addresses the circular data-model dependency. Online
RL involves a local policy optimization structure, i.e., round k optimizes on a fixed buffer
B™%) of on-policy data. Thus, each round serves as a natural unit of analysis. Our framework

operates at this level, examining how records in B®) contribute to the updates from %) to
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6(k+1) This circumvents the challenges in tracing influence through the complex, cascading,
and non-differentiable dependencies across the training history. Below, we detail the three
key components of our framework.

Entity of attribution. We consider attribution to individual training records in
the rollout buffer, z, = (s;, a;,r;,logm,, v,, /iz), collected from the environment using the
current policy #%). These records form the atomic unit used in PPO updates and provide
a natural granularity for attribution.

Target functions. Training data influence is usually reflected through the impact
on model behaviors. Here we focus on two core aspects of an RL agent: agent action and
cumulative return.

Agent action: To identify records influencing the agent’s decision to take a specific

action a at state s, we define a straightforward target function:

freion(6) = logmy(a | 5).

Cumulative return: We aim to understand which experience records contribute positively

or negatively to the agent’s ability to maximize cumulative return. Formally, the ideal

[R(T)], where R(T) = Zz:l r, and trajectories

quantity is the expected return J(0) = E o

T~Tg
7 are sampled by executing m,. However, using J(6) directly poses two fundamental
challenges. First, unlike supervised learning with a fixed validation set, the data distribution
in online RL is inherently policy-dependent. This intertwining of policy and evaluation
means no fixed, universal validation set exists. Second, raw returns R(7) exhibit high
variance, leading to noisy influence estimates.

To address these challenges, we introduce a stable surrogate objective based on a

reference policy 7™ and advantage estimates A

frr(6) = B log my(a | 5)A(5,0)]

Trmtef (s,a)~T [
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This target function is structurally equivalent to the objective of REINFORCE with a

f we obtain a fixed evaluation distribution;

baseline [91, Section 13.4]. By sampling from 7*®
using advantage estimates significantly reduces variance compared to raw returns. Maxi-
mizing ™" (f) encourages increasing the probability of better-than-average actions and
decreasing worse-than-average ones, capturing the essence of improving expected return
while being tractable.

For attribution in round k, we set the reference policy 7 = w4, i.e., the policy snapshot
at the beginning of the round. This is a key design choice of our contertual framework,
which enables us to ask: For the agent at its current stage of training, which experiences
will be most helpful or harmful for the next update? Unlike a fixed, off-distribution reference
that may provide misleading signals due to mismatch with the agent’s current state, our
dynamic reference evolves with training, providing a stable and relevant basis for meaningful
evaluation and attribution. Furthermore, since the training rollout buffer B*) is collected
under myx, we can directly use it as the validation dataset. We provide further discussions
on this design choice in Sec. 4.3.3 and Sec. 4.4.1.

We note that one key contribution in our framework is the design of tractable yet
meaningful target functions, particularly f™™™ which can be reused in future work with
alternative attribution methods.

Remark 4.1 (Use cases of the two target functions). The two target functions have different

faction is mainly for diagnosis: understanding why the agent takes a specific

use cases.
action at a specific state (Sec. 4.3.2). On the other hand, ™™™ assesses contribution to
overall performance, which makes it suitable for both analysis (Sec. 4.3.1) and algorithmic

policy improvement (Sec. 4.4).

Method of attribution. We adapt TracIn to our online RL setting. For record z; in

the rollout buffer B%), we compute its influence score by summing over the optimization
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steps j within round k:

Ii = Z <v0f(0§k')), VQ,CPPO (95’“)’ Z’L)> , where f c {faction’ freturn} )

jzzieﬂgk)

Here, V, f (Hg-k) ) is the gradient of the target function evaluated at 9§-k), and VQ,CPPO(GE-’C), z;)
is the per-sample gradient of the PPO training objective for record z,. We also discuss two
design choices in Sec. 4.4.1 which substantially reduce the computational and storage costs
of the vanilla Tracln.

Finally, we clarify how to interpret the computed influence scores. Records with positive
influence benefit behavior formation or learning, whereas those with negative influence
harm it. We refer to records with the most positive influence as top records and those with

the most negative influence as bottom records; these terms will be used throughout the

remainder of the chapter.

Remark 4.2 (Extension to other online RL algorithms). While we focus on PPO in our study,
our framework readily extends to other online RL algorithms. For on-policy methods* such
as TRPO [93] and A3C [76], the adaptation only requires modifying the per-sample loss
gradient. For offline methods like DQN [94], we need to additionally change the target
function to the Bellman error. In all cases, our attribution framework reveals whether
training records help or hinder learning at the agent’s current state. A key distinction
is that on-policy methods allow direct validation with current data, whereas off-policy

methods require sampling fresh rollouts.

4.3 Applications of Local Data Attribution

We now illustrate the practical value of our framework. The framework delivers fresh
insights for RL researchers and practitioners, enabling key applications such as diagnosis

of learning, temporal analysis of agent behavior formation, and targeted interventions

“For GRPO [92], which uses a group-relative baseline rather than value-function baseline, the target
function needs to be adjusted as well.
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during training. We demonstrate these capabilities through extensive empirical studies
spanning a range of RL environments and tasks.

Experimental setup. We perform evaluation on a diverse suite of RL environments—
navigation (FrozenLake and MiniGrid), classic control (Acrobot and LunarLander), driv-
ing (Highway), and locomotion (BipedalWalker)—covering discrete and continuous state
and action spaces with varying complexity and reward structures. We defer descriptions of

environments to Appendix B.1.1 and PPO training setups to Appendix B.1.2.

4.3.1 Diagnosis of Learning: What Features Bottom Records?

In this section, we analyze the bottleneck that hinders learning in online RL. Specifically,

we examine the bottom records for freturm

and uncover a consistent pattern across training
rounds (additional examples in Appendix B.2.1): these bottom records are characterized

by inaccurate advantage estimates, echoing observations in the literature [95].

(c-d) analysis in FrozenLake
(a) harmful records in FrozenLake (b) harmful records in MiniGrid ‘ ‘

= ﬁ I ﬁ oo o:{ .‘260 40:\ :g#.soo

- . " ry
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0 200 400 600 800
Record ID (sorted by decreasing influence)
Figure 8: (a-b) Examples of bottom records. (a) Bottom 100 records in FrozenLake
at k = 5, aggregated over (s,a) for demonstration: arrow indicates action, green/red
for positive/negative A. (b) Selected records among bottom 20 in MiniGrid at k = 5:
vY—agent, -—goal, gray area—the limited egocentric observation, yellow arrows—agent action in
{turn left, turn right, forward}; all records shown are of positive A. (c-d) These records
are harmful due to their inaccurate advantage estimates. We sort records by
decreasing influence (top on the left). (c) y axis is |A — A|; points with same/opposite
signs for A and A colored green/red; top/bottom 20% region shaded green/red, and
the intermediate in gray. (d) The product A - A versus record rank, showing a strong
negative correlation.
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Fig. 8(a—b) illustrates two examples. In FrozenLake, bottom records include poor
actions receiving high positive A and good actions receiving negative A. Similarly, in
MiniGrid, the agent drifts from the goal but receives positive A. These instances of
misleading advantage estimates harm the learning.

We conduct quantitative analysis to characterize what constitutes “inaccurate” advantage
estimates. We approximate the true advantage A™ (s, a) using Monte Carlo (MC) rollouts
from each (s,a), averaging over multiple trajectories (details in Appendix B.2.4). We refer
to this as the MC estimate, denoted by A, and compare it with the advantage estimate A.
We perform analysis in FrozenLake.

Our analysis reveals two key aspects of “inaccuracy”: (1) Sign mismatch: A significant
proportion of bottom records exhibit opposite signs for the advantage estimate A and the
MC estimate A (marked by red points in Fig. 8(c)). (2) Large magnitude errors: These
records also have large ]/I — fi[ Together, sign flips and large magnitude errors generate
strong but misleading learning signals. Indeed, the Spearman rank correlation [96] between
each record’s influence and the product A - A is strongly negative (Fig. 8(d)), confirming

that misaligned advantages drive harmful gradient steps.

4.3.2 Temporal Analysis of Behavior Formation: Phase Transition of Top

Records

We investigate the reinforcement of a specific behavior (a at s), characterized by a monotonic

faction across training rounds,

increase in 7(a|s). We track the evolution of top records w.r.t.

which are critical in shaping the agent’s behavior. Our analysis reveals an intriguing three-

stage phase transition (Fig. 9).

1. Initial association: Initially, top records highlight patterns based on simple action-
advantage association: they manifest target action paired with positive A, or alternative

actions paired with negative A (see Appendix B.2.2 for examples). The agent’s behavior

in this phase is reinforced through this naive association, largely ignoring the context
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Figure 9: Phase change of top records in Highway, with the target behavior taking the
action “slower” when tailing the front vehicle. In the inner plot, the black curve depicts
m(als); the red curve shows the measured roughness of the graph. m: ego vehicle; m: other
vehicle. Three phases: @: simple action-advantage associations; @: semantic clustering
(tailing states); @: no clear patterns.

of state. This basic association persists throughout training, even as more complex

relationships are learned.

2. Semantic clustering: As learning progresses, the agent develops more nuanced repre-

sentations. As a result, a pattern of semantic clustering develops alongside the initial

action-advantage association. Top records in this phase demonstrate action-advantage

association within states semantically similar to the target state, indicating the agent

has learned to generalize across similar situations.

3. Influence saturation: In the final phase where learning approaches convergence,

influence scores for most records stabilize near zero and become dominated by noise.

Due to this noise, the top records appear less structured, though the action-advantage

association

still persists.

We quantify these phases by analyzing the roughness (normalized Dirichlet energy) [97]

of a similarity graph, a measure closely related to the graph Laplacian [98]. In this graph,

nodes represent records, values are (L. -normalized) influence scores I;, edge weights w,;

capture semantic similarity and decay with embedding distance (details in Appendix B.2.2).

Roughness, computed as X wi;(li=Ij)?/s w,;, is low when semantically similar records have
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similar influence; this captures the clustering effect. We track roughness across training
rounds. As Fig. 9 shows, roughness remains high in Phase 1, indicating influence scores
are largely uncorrelated with semantic similarity. It then significantly drops in Phase
2, representing the formation of semantically meaningful clusters of records with similar
influences. In Phase 3, roughness remains low due to the settling of clustering, but exhibits

minor fluctuations due to influence scores dominated by noise upon convergence.

4.3.3 Targeted Interventions During Training: Filtering Amplifies Policy Gain

Sec. 4.3.1 demonstrates that our framework can identify harmful training records, thereby
opening possibilities for targeted interventions. As a sanity check, we apply a simple
intervention procedure within a single training round to verify if removing these records
yields performance gains.

Our procedure is straightforward: in round k, we identify records in B*) with negative
influence scores w.r.t. f""" remove them, and re-train the agent on the filtered dataset
starting from 6®). Fig. 10 shows that this consistently improves performance throughout

learning and across environments.

FrozenlLake Acrobot
g 0.05 é 1007 ? -
: Bafe | *Qe--
<4 000,@&,&&1@ ,,,,,,, & A @E@Eﬁ&,‘ o I = '
0 5 10 15 20 0 5 10 15
Round Round

Figure 10: Boxplots of A return for single round interventions in two environ-
ments; red dashed line for zero A. We intervene for each round independently. The A
return is computed as the difference between the test return of the model trained on the
filtered dataset and the original dataset. Results are shown for 3 random seeds. Additional
results can be found in Appendix B.2.3.

A reader may ask: how can f™™™ be meaningful when it relies on on-policy data with
potentially inaccurate advantage estimates, unlike clean validation data used in traditional

data attribution for supervised learning? Despite potential noise in individual records, the

aggregated signal from f™"™™ is reasonably robust. This arises from the close alignment
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of ' with the PPO objective: effective PPO updates on the training buffer imply a
reliable fr*™™ for attribution, enabling our intervention to clear away misleading records
while retaining beneficial ones. This can be seen as purifying the learning signal, thereby

amplifying the improvement achieved by PPO. More discussions are in Appendix B.2.3.

4.4 TIterative Influence-Based Filtering for Online RL Training

Standard online RL algorithms typically treat all collected experiences uniformly. However,
as our analysis in Sec. 4.3.1 has shown, some records can be harmful for learning. This
likely contributes to the notorious sample inefficiency of online RL, a challenge widely
acknowledged [80]. Given this, a natural question arises: can we leverage the local data
attribution framework to tackle this challenge?

We propose Iterative Influence-Based Filtering (IIF), building on the single-round
interventions in Sec. 4.3.3. IIF filters records based on their computed influence scores, uses
the resulting improved policy to sample new data, and repeats the cycle. This creates a
loop for iterative refinement. We detail the algorithm below and showcase its effectiveness

in traditional RL environments and RLHF for LLMs.

4.4.1 Algorithm and Designs

Algorithm 1: Iterative Influence-Based Filtering (IIF) for Online RL

Define: &: environment. n: # records in a rollout buffer. p € (0, 1]: percentage of negative
records to drop.
1 Function Update (model):
[> Stage I: sampling

2 B < CollectTransitions (&, model, n) [> collect transitions into buffer B
[> Stage II: Filtering

3 I <+ ComputeInfluence(model, B) [> compute influence for each record

4 Biitereqd ¢ DiscardBottomRecords(B, I, p) [> drop bottom records

[> Stage III: training
5 return PPOUpdate (model, Bgji.10q)

for iter = 1 to T'do
| model + Update(model)

g o

Alg. 1 outlines ITF. Compared to standard PPO, IIF introduces an additional step of
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filtering (in red) between data collection and training. We further highlight the desiderata
and ITF’s design choices.

Sample efficiency. We aim to reduce the environment interactions required to reach
a given performance level. To achieve this, ITF reuses the original rollout buffer B¥) as the
validation set for influence calculation, incurring no extra sampling overhead. Furthermore,
by selectively filtering bottom records, ITF accelerates learning, thus further reducing the
total interactions needed.

Computational cost. We aim to keep the overhead of influence calculation small.
This is achieved through two design choices. (1) Instead of iterating over all intermediate
checkpoints, we compute the influence scores for the entire rollout buffer B%*) in round &

via (Vo f(6™), Vo LPPO (6P 2,

1)>, using only the initial parameter #%). This saves a full

training pass and excessive forward/backward calculations. (2) We implement an efficient
“ghost dot product” following Wang et al. [99].

Final performance. We aim to improve the policy’s final performance compared to
standard training. IIF fulfills this through identifying and filtering out harmful records.

ITF employs a hyperparameter, p, which determines the amount of records to discard.
We evaluate various p’s and report the best in Fig. 11. We observe that removing all
negative-influence records (p = 100%) as in Wang et al. [99] is often suboptimal, likely due
to the non-additivity of sample influence [30]. Full ablation and recommendations for the

choice of p are in Appendix B.2.6.

4.4.2 Experiments in Traditional RL Environments

Experimental setup. We evaluate IIF on the diverse set of RL environments introduced
in Sec. 4.3.

Baselines: We compare IIF with standard PPO and a random filtering baseline (dropping
a similar fraction of records). We additionally investigate an advantage based filtering

heuristic in Appendix B.2.4 motivated by the characterization of bottom records in Sec. 4.3.1,
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as well as a TD error based heuristic in Appendix B.2.5 inspired by the Prioritized Experience
Replay algorithm [100].

Metrics: We quantify sample efficiency by the reduction in training rounds required for
ITF to match standard training. For a performance level v (measured by test return), let
myq(v) and myp(v) be the earliest training rounds where standard training and IIF achieve
performance at least v, respectively. The reduction at v is defined as (1 — mur(v)/m_,(v)) X

100%. We report two metrics: SE

v, the mean reduction over a list of strictly increasing

performance levels reached by standard training, and SE,,, the reduction at its peak.
We measure computational cost by runtime; we similarly define RT),, as the reduction

of runtime at the performance peak. Model performance is measured by the average test

return over multiple episodes. See Appendix B.1.2 for further experimental setups.

(a) Test returns over training rounds. ~—— IIF (Ours) —— Standard —— Random
FrozenLake Acrobot MiniGrid
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(b) Improvement in sample efficiency and runtime

FrozenLake Acrobot MiniGrid Highway LunarLander BipedalWalker

ave (1) 34.0% +20% 36.7% +65% 65.8% +33% 37.7% +61% 26.0% +1.8% 31.0% +8.7%
B (1) 19.2% +59% 48.5% +o08% 61.7% +41% 55.1% +29% 39.7% +37%  26.2% +8.0%
(

1) 29.5% +29% 55.2% +10% 69.1% +17% 59.9% xo7% 44.9% +25%  29.2% +07%

eak

Figure 11: (a) Test returns over rounds for IIF vs. baselines. IIF speeds up learning
and improves performance. Results are averaged over 5 random seeds. For Acrobot, we
omit early rounds where returns rise from -500 to -200 for better visualization. (b) Sample
efficiency and runtime metrics.

Results.  Fig. 11(a) presents the test returns for each environment; Fig. 11(b)
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summarizes the efficiency and runtime metrics. We report a detailed breakdown of runtime
in Appendix B.2.9. Our key findings are summarized as follows: 1) IIF achieves substantial
sample efficiency gains, showing a 20-67% reduction in training rounds required to match
the standard training performance across environments. 2) The computational overhead
of IIF is negligible, and offset by the reduced optimization time (see Appendix B.2.9),
leading to significant improvement in runtime. 3) IIF’s final performance exceeds standard
training in almost every environment. These observed gains stem from effective data
attribution rather than mere data reduction: random filtering performs significantly worse

than original training.

4.4.3 Extending IIF to RLHF for Large Language Models

As the final part, we apply IIF to improve Reinforcement Learning from Human Feedback
(RLHF).° Compared to standard PPO, RLHF introduces several key differences. First,
the atomic unit shifts from state-action records to prompt-generation pairs, where each
generation is a trajectory (or sequence) of tokens. Second, RLHF incorporates dual reward
sources: a reward model evaluating the final generation, and a per-token KL divergence

penalty to constrain deviation from a reference model.

(b) Test toxicity (|) on a different test set, evalu-

(a) Training Reward (1) ated using a different toxicity detector.

4.5
0.151

4.0

3.5 —— IIF (Ours) 0-107

—— Standard
3.0 4 —— Random 0.05+
0 20 40 60 80 100 0 20 40 60 80 100
Round Round

Figure 12: ITF improves the efficiency and performance of RLHF.

To accommodate these differences, we adapt IIF for RLHF by employing a sequence-level

SAnother line of work focuses on improving reward modeling in RLHF (the stage before PPO) via
preference data selection [101, 102, 103]; this is orthogonal to our work.
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objective:

f590) = Eoop,y~mf(|) [log mo(y | :c)/ir_e{ (z, y)] ,

where z is a prompt drawn from the validation set D, y the generation, logmy(y|z) =
>, logmy(y;|z, Yo, -, y;—1) the log-probability of the sequence y given z, and At the
advantage estimate at the last token. This objective emphasizes the reward model’s
feedback at the last token.

Experimental results: toxicity mitigation. We consider the task of detox-
ifying LLMs using RLHF [104], using gpt-neo-2.7B [105] as our base model. Fig. 12
illustrates the effectiveness of our approach. We defer detailed experimental setups to
Appendix B.1.3 and additional results (e.g., comparisons with using the target function
ety in Appendix B.2.11.

We further highlight IIF’s substantial gains in computational efficiency. IIF filters
out negative-influence records (~50% of all), effectively halving the optimization time per
round. Furthermore, ITF accelerates learning, requiring less than half the number of rounds
to surpass standard training, significantly enhancing sample efficiency. The overhead of

influence calculation is minimal. Collectively, these factors result in an ~4x reduction in

total runtime (detailed breakdown in Appendix B.2.12).

4.5 Related Work

Interpretability in reinforcement learning has become a central research theme because
real-world deployment requires agents that are trustworthy and reliable [82, 83, 91, 106].
Early studies emphasize feature-level explanations: they highlight regions of the observation
space that most influence an agent’s decisions, often through saliency maps or attention
heatmaps [107, 108, 109, 110, 111]. A complementary thread seeks policy-level explana-
tions. These works approximate learned policies with human-interpretable rules [112, 113],
design transparent architectures [114, 115], or dissect reward functions to clarify action

choices [116, 117]. More recently, researchers have probed how entire training trajectories
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shape behavior [118].

Zooming in further, identifying critical states offers a finer-grained view of decision
making. Several approaches address offline settings [119, 120, 121, 122]. Closer to our
focus are methods that target online RL such as lazy-MDP [123], StateMask [124] and
RICE [125]. Lazy-MDP augments the action space with a “lazy” action and penalizes
non-lazy choices; states where the agent still acts are interpreted as important. However,
this approach requires modifying the training pipeline. StateMask and RICE train an
auxiliary mask network alongside the policy, forcing random actions in selected states while
keeping returns roughly unchanged; masked states are deemed non-critical. Nevertheless,
these methods crucially rely on the policy being sufficiently developed, which limits their
applicability when agents are still learning in complex environments.

Moving beyond these constraints, our work introduces data attribution as a principled
lens for interpretability in online RL. This approach closes a key methodological gap in the
literature, delivers fresh insights for RL researchers and practitioners, and informs more

efficient and effective training.

4.6 Conclusion

This work pioneers data attribution for online RL by introducing a local attribution
framework that addresses the circular dependency between data and model. The framework
provides fine-grained insights into how training records shape model behaviors and offers
a principled approach to enhancing the interpretability, efficiency, and effectiveness of

online RL.
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Chapter 5 Empirical Privacy Variance

The preceding chapters examined how training data shape model behavior. This chapter
turns to a complementary facet of the same overarching question: when generative models
are trained on sensitive data, how can we characterize and protect the privacy of the
information they encode? Although differential privacy has become the dominant formal
framework for privacy protection, its practical implications for generative models remain
less well understood. This chapter critically examines the relationship between formal
privacy guarantees and the privacy risks that models exhibit in practice. In the setting
of language model fine-tuning, we show that even under the same nominal DP guarantee,
different hyperparameter choices in DP-SGD can induce substantially different empirical
privacy outcomes.

Modern large language models (LLMs) demonstrate remarkable proficiency on a wide
range of tasks, from traditional ones such as summarization, to complex problem solving
that involves reasoning and coding [126, 127, 128]; these capabilities arise from large-scale
pre-training on massive datasets [129, 130, 131]. To enhance domain specialization and
personalization, a common practice is to fine-tune pre-trained models on downstream tasks
with user-contributed data [132, 133]. However, this process introduces significant privacy
concerns, as datasets often contain sensitive information of individuals or organizations,
which could be memorized and potentially divulged by LLMs [17, 134, 135, 136, 137].

In response, differential privacy (DP; [41]), a widely-adopted standard for privacy
protection, has been incorporated into various stages of the LLM training pipeline, leading
to a fruitful line of research advancing the utility-privacy trade-off in LLMs [46, 48, 138,
139, 140]. Nevertheless, privacy in LLMs is a nuanced concept, stemming not only from the
unstructured and context-dependent nature of private information in natural language [141],
but also from the generative nature of these models: during real-time user-model interactions,
LLMs can inadvertently regurgitate private information, and such leaks are immediately

made apparent to users [142, 143]. This reflects a pragmatic view on privacy centering
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Figure 13: Empirical privacy variance: Starting from the same pre-trained model
and fine-tuning on the same dataset (to achieve decent utility), DP-SGD with different
hyperparameter configurations—each calibrated to the same (g, §)-DP guarantee—produces
models with drastically different privacy behaviors.

on perceptions of model behaviors, which we term empirical privacy,® in contrast to the
theoretically-grounded definition of DP. The gap between DP’s theoretical guarantees and
empirical privacy concerns surrounding LLMs has significant implications: research shows
that people can understand better the implications of DP than formal definitions [149], and
failures to effectively communicate DP’s promise can discourage data sharing [150, 151].

In this chapter, we take an initial step toward bridging this gap by investigating the
consistency of DP with respect to empirical privacy. Specifically, we ask: Do LLMs calibrated
to the same DP guarantee share similar levels of empirical privacy? To explore this, we
fine-tune LLMs using DP-SGD [42, 152, 153] with different hyperparameter configurations,
ensuring they achieve the same DP guarantee, and quantitatively assess their empirical
privacy through the lens of memorization. Our results reveal a concerning inconsistency,
which we refer to as empirical privacy variance (Fig. 13).

Our main contributions are as follows: In Sec. 5.2, we formally define our empirical
privacy measures and demonstrate the phenomenon of empirical privacy variance, showing it
is ubiquitous and substantial, with consistent trends across dimensions such as model, data,
and privacy budget (Fig. 14). We further discuss its implications, particularly the challenges

it poses for standardization. In Sec. 5.3, we analyze the influence of hyperparameters in

6While the term empirical privacy is usually associated with privacy attacks [144, 145, 146] in the
literature [147, 148], our definition is broader and more aligned with LLMs: it extends the existing notion
by framing vulnerability against attacks as a model behavior and shifts from worst-case threat models to
practical, user-focused metrics that reflect tangible privacy risks.
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DP-SGD on empirical privacy through regression analyses. Our findings reveal a no-free-
lunch result: utility gains achieved from hyperparameter tuning often come at the cost
of compromised empirical privacy. Based on the insights drawn from hyperparameter
analyses, we propose heuristics for hyperparameter selection to improve empirical privacy

and demonstrate their effectiveness.

5.1 Preliminaries

We recall the key concepts from Sec. 2.2 and introduce additional notation and background
specific to this chapter.

DP-SGD notation. Recall from Sec. 2.2 that DP-SGD operates with a clipping
norm c¢, noise multiplier o, and mini-batch size b. In this chapter, we additionally use
the following training hyperparameters: T (number of training iterations) and 7 (learning
rate). We define n as the training set size and ¢ := b/n as the sampling rate. We refer
to a combination of training hyperparameters as a configuration, and an instantiation of
DP-SGD with a specific configuration as a mechanism. The full algorithms are presented
in Appendix C.1.

Memorization in language models. Memorization is a well-documented phe-
nomenon in LLMs [17, 154, 155]. Various notions have been proposed to characterize
memorization [134, 156, 157], with recent works further expanding this understanding
through concepts like approzimate memorization [158] and a taxonomy of memorization

behaviors [137]. In this work, we use memorization to analyze empirical privacy.

5.2 Landscape of Empirical Privacy Variance

In this section, we demonstrate empirical privacy variance across multiple dimensions and

discuss its significance.
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Table 1: Example secrets in Enron and TOFU

Dataset ‘ Random samples of secrets

“Carol St. Clair\nEB 3889\n713-853-3989"
“713-853-5620 (phone)\n713-646-3490 (fax)\nsara.shackleton@enron.com”

Enron

TOFU genre (“Yevgeny Grimkov”) — “cyberpunk

genre (“Adrianus Suharto”) — “dystopian”

5.2.1 Experimental Setups

Our experimental framework consists of two main steps: 1) fine-tuning an LLM on a
dataset using DP-SGD, and 2) evaluating the empirical privacy (formally defined shortly)
of the resulting model. We base our study on two sets of experiments. In the first, we
fine-tune GPT-2 models (-small (S) and -large (L); [7]) on Enron Email [159]. In the
second, we fine-tune Llama-2 models (-7b and -13b; [160]) on TOFU [161]. We ensure
that the fine-tuning examples were not included in the models’ pre-training data (see
Appendix C.2.5). Below, we introduce the datasets and secrets, DP fine-tuning procedure,
and empirical privacy measures.”

Datasets and secrets. The Enron Email dataset [159] consists of emails by employees
of the Enron Corporation. We perform a series of pre-processing steps including sample-level
de-duplication (Appendix C.2.1), resulting in a dataset of 33k samples. We extract small
pieces of sensitive information (e.g., phone numbers, see Table 1) from the dataset and
define them as the secrets. The TOFU dataset [161] contains synthetic author profiles
describing authors’ attributes. We extract the genre attribute as the secret (see Table 1 and
Appendix C.2.2) as it is relevant and easy to extract and prompt. The secret extraction
procedure and the secret statistics are in Appendix C.2.6; we also include a discussion on
the privacy unit (Appendix C.2.6).

DP fine-tuning. Following prior work [48, 162], we fine-tune LLMs with LoRA [163]
using DP-SGD/DP-Adam [42, 46|, and compute a o that satisfies a target (e,d)-DP

guarantee using the PRV accountant [43]. We use common choices of ¢ € {1,2,4,8,16}

"Our code is publicly available at https://github.com/empvv/empirical-privacy-variance.

62


https://github.com/empvv/empirical-privacy-variance

(a) GPT-2 family models on Enron (b) Llama-2-7b on paraphrase-scaled TOFU (c¢) Llama-2-7b on density-adjusted TOFU, ¢ = 8
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Figure 14: Empirical privacy variance: ubiquitous, substantial, and revealing
intriguing trends. Each subfigure presents jitter plots of empirical privacy scores (ACR
or AIR) obtained by models trained under a given (g,§)-DP guarantee. Higher y-axis
scores indicate worse empirical privacy, while the z-axis contrasts different groups (e.g.,
models of varying sizes in (a)), represented by different colors. Within each group, scattered
points correspond to unique hyperparameter configurations (b, T, ), averaged over training
randomness (we show the impact of training randomness is much smaller than that of
hyperparameters in Appendix C.3.3). Each group’s standard deviation is labeled at the top
of its cluster. The subfigures demonstrate that empirical privacy variance increases with
(a) model size, (b) dataset size, (c) secret density, and (a/b) privacy budget .

and set § = n~!'!. Finally, we evaluate the utility of the fine-tuned LLMs on a held-
out test set using negative log likelihood (NLL), where lower values indicate better

performance. Hyperparameter choices. We perform extensive hyperparameter tuning in the

space of (b, T, n), while fixing ¢ to a small constant, as we find that varying it within the
recommended range [46, 47] has minimal impact on utility or empirical privacy. Follow-
ing prior work [47, 164], we do not account for the additional privacy loss incurred by
hyperparameter tuning on private data [165]. For GPT-2 models on Enron, we perform
a partial hyperparameter sweep, resulting in 23 configurations for GPT-2-S and 15 for
GPT-2-L. For Llama-2 models on TOFU, we conduct a full grid search over b, T, n, yielding
60 configurations per setting. The difference between partial and full sweeps is due to
compute constraints (see Appendix C.2.9). Each configuration is fine-tuned with multiple
random seeds, and we retain models achieving at least 90% of the utility gain from the
pre-trained baseline to the best-performing model. Further details on fine-tuning are
deferred to Appendix C.2.9.

Empirical privacy measures. In this chapter, we focus on a pragmatic view of
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privacy based on the perceptions of model behaviors, i.e., memorization and regurgitation
of secrets. Specifically, we quantify empirical privacy through the following memorization
scores. Let M be a mapping from the input/prompt to the output/generation produced by
greedy or stochastic decoding on the model.

On Enron, let s denote a secret string. We consider:
o Adversarial compression ratio (ACR; [157]) measures how effectively a secret is stored in

model weights, by optimizing for the shortest prompt eliciting it:

s
ACR(s) = ||—*||, where p* := argmin |p| s.t. M(p) = s.
P

o Verbatim memorization ratio [VMR; adapted from 134] evaluates whether prompting

with the prefix (s;) of a secret leads to recovery of the remainder (s,):

VMR(s; sq,89) = L[M(s1) = s5], where s = s4|s5.

On TOFU, let z be an author, A(z) the author’s attribute (genre), and P(z) a prompt
aiming to elicit the secret (“What genre does {z} write in?”). We consider:
o Attribute inference ratio (AIR; our proposed metric) measures the model’s ability to

recover a secret attribute in response to a prompt query:

AIR(z) = 1[A(x) appears in M (P(z))].

We compute the average of each of these metrics (ACR, or VMR, or AIR) over a curated
set of secrets, and refer to them as empirical privacy scores. Higher scores correspond to
stronger memorization and weaker empirical privacy. Empirical privacy variance is defined
as the variance of these scores in each controlled setting. Additional details about these

metrics are provided in Appendix C.2.7.
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5.2.2 Trends and Generality of Empirical Privacy Variance

Fig. 14 reveals substantial empirical privacy variance among high-utility models for com-
monly adopted ¢ values. For instance, a Llama-2-7b trained on TOFU-4 at € = 8 can
either nearly fully reveal the secrets (AIR higher than 0.8) or have little knowledge of
them (Fig. 14(b)). We proceed to investigate empirical privacy variance across different
dimensions.

Trends. We analyze the trends of the variance across key dimensions in DP fine-
tuning of LLMs. Model: Fig. 14(a) shows that empirical privacy variance increases with
model size (from 117M to 774M). Data: Fig. 14(b-c) focuses on the influence of data. We
generate TOFU variants with different dataset size and secret density. Paraphrase-scaled
TOFU (TOFU-2, TOFU-4) expands the original dataset by 2x and 4x via paraphrasing
(Appendix C.2.4). Density-adjusted TOFU applies non-uniform augmentation to two
randomly partitioned groups, yielding 1:7, 2:6, 3:5 size ratios. TOFU-4 (4:4) serves as a
uniform-density reference of the same size. Fig. 14(b-c) show that larger dataset or higher
secret density leads to larger variance.

Privacy budget: Fig. 14(a-b) demonstrate a consistent trend: empirical privacy variance

increases with €.

Fine-tuning paradigm: Full fine-tuning yields higher variance than LoRA, as we show

in Appendix C.3.1.

Generality. To demonstrate the generality of these trends, we examine two additional
dimensions: secret subsets and empirical privacy measures. Fig. 15 shows that across these
dimensions, empirical privacy variance increases with ¢, dataset and model size, aligning
with the trends observed in Fig. 14. More results are deferred to Appendix C.3.1.

Intuition. The positively contributing factors (larger models, larger paraphrased
datasets, higher secret density, larger €) all intuitively lead to stronger memorization [134,
158]. This intuition is empirically confirmed by our results as well, which show increasing

average empirical privacy scores. However, a more fundamental trend we uncover is the
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Figure 15: Generality of empirical privacy variance. Across (a) secret subsets (subset
0 vs. 1) and (b) empirical privacy measures (ACR vs. VIMR), we observe consistent
trends as in Fig. 14: empirical privacy variance increases with £ (— in each subfigure),
dataset size (| in column (a)), and model size (| in column (b)).

rise in empirical privacy variance. We note this is a novel phenomenon and less intuitive

than the increase in average scores. We defer further discussions to Appendix C.3.2.

5.2.3 Discussion

Why is this surprising? It is well-known that the interpretation of a DP guarantee
heavily depends on the context: even under the same (g,§)-DP guarantee, variations in
factors like data characteristic [e.g., real-world vs. adversarially constructed, 166], model
architecture [e.g., ResNet vs. CNN, 167], and training algorithm [e.g., full vs. LoRA fine-
tuning, 168, 169] can lead to different privacy implications. In contrast, we control for
these factors and further restrict to models with good utility (thus avoiding trivial cases
like zero updates). Despite this control, we observe substantial empirical privacy variance,
highlighting the under-explored role of hyperparameters.

Why is this relevant? Consider classic DP mechanisms such as the Laplace and
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Figure 16: A conceptual illustration of classic mechanism vs. DP-SGD. In classic mech-
anisms, the monotonic relationship between privacy risk and privacy budget ¢ allows
any € < €* to be certified if ¢* satisfies the desired privacy risk. In DP-SGD, however,
variance introduces an of privacy risk, reflected by the upper and lower
bound. A measured configuration meeting the privacy requirements does not safeguard the
corresponding €*; identifying the truly reliable threshold, £°'“, requires testing a wide range
of configurations to account for the full spectrum of privacy risks. While a conservative
theoretical upper bound [170, 171, 172] could aid in standardization by identifying 5",
such bounds are generally unavailable for empirical privacy measures like ACR.
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Gaussian mechanisms [173]. Their noise parameter (scale parameter b for Laplace and o
for Gaussian) inversely correlates with € and uniquely determines privacy risk: increasing
it lowers the signal-to-noise ratio, making it harder for adversaries to extract meaningful
information. This establishes a one-to-one, monotonic e-to-risk relationship. In contrast,
the composition nature of DP-SGD results in a one-to-many e-to-risk relationship, making
¢ insufficient to fully capture privacy risk.

A direct consequence is that, in DP-SGD, € cannot be used for certification: a model
calibrated to a given €*, deemed to meet privacy requirements, cannot ensure compliance
for models with stricter DP guarantees (¢ < €*). This limitation further complicates
standardization, i.e., establishing an £* for practitioners to follow. If a legislative body
runs privacy tests (independent of €) and recommends €* as a privacy standard without
accounting for empirical privacy variance, there will be unforeseen risks that undermine

the efficacy of such a standard (see Fig. 16 for an illustration).

5.3 How Hyperparameters Impact Empirical Privacy: Analysis and Selection

Heuristics

In this section, we analyze the impact of hyperparameters through regression analyses,
based on which we reveal a no-free-lunch result for empirical privacy and propose refined
heuristics for hyperparameter selection. Although a linear model might not fully capture
the complex relationship between empirical privacy scores and hyperparameters, we mainly
use it as an exploratory tool to gain qualitative insights rather than to deliver definitive

quantitative conclusions.

5.3.1 Dissecting Effects of Hyperparameters

We use Im() in R Statistical Software (v4.4.2) [174] to perform multivariate regression,
where the target y is the empirical privacy score and the covariates are the hyperparameters

b, T,n. Regression is conducted in logarithmic space (log-transforming the covariates) to
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Figure 17: Effect of individual and composite hyperparameters (setting: GPT-2-S,
Enron, ACR, ¢ = 8). We show the empirical privacy and utility of the DP fine-tuned
models using different hyperparameters. (a-c): Varying one hyperparameter while holding
the others fixed. (d): Holding compute (C = b-T) fixed and varying (b,T'); (e): Holding
updates (U = C - n) fixed and varying (C, 7).

Table 2: (a) Regression on individual hyperparameters

Enron TOFU

Variable Coef.  p-value Coef. p-value

Batch size (logb) 0.13** 1x107° 0.029*** 2 x 1075
Iterations (logT) 0.37* < 2x 10716 0.048* 1x 107!
Learning rate (logn) 0.51** 5 x 10715 0.068*** 3 x 10712

(b) Regression on composite hyperparameters

Enron TOFU
Variable Coef.  p-value Coef. p-value
Compute (log C) 0.22** 2x 1072 0.039"* 5x 101!

Learning rate (logn) 0.53** 6 x 10713 0.066** 3 x 107!

Notes: **p < 0.001, **p < 0.01, *p < 0.05. The response variable (em-
pirical privacy score y) is ACR for Enron and AIR for TOFU, leading
to different scales of the coefficients, as ACR and AIR have different
ranges.

examine the impact of multiplicative changes to each hyperparameter. We focus on two
settings: DP fine-tuning GPT-2-S on Enron at € = 4 and Llama-2-7b on TOFU at ¢ = 16.
The total number of instances for regression is 92 and 114, respectively.

Regression on individual hyperparameters. We regress y on (logb,log T, logn).
The results are presented in Table 2. The p-values and the coefficients indicate a statistically
significant positive relationship between individual hyperparameters and empirical privacy.
Additionally, the coefficient for logb is the smallest, while logn has the largest.

Regression on composite hyperparameters. We analyze the interactions between

individual hyperparameters and their joint effects. Specifically, we combine b and T into
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a composite quantity called compute C := b - T (while retaining 7 as a separate term
due to its large coefficient), which represents the total training effort—a key concept in
neural scaling laws [9, 10]. Additionally, we define updates U := C - ), representing the
total cumulative learning signal during training. These composite hyperparameters, along
with the individual hyperparameters, form a hierarchy (see Fig. 18). We regress y on

(log C,logn). Table 2 shows that the coefficient of log C' is much smaller than that of logn.

®

S
T‘ Compute C‘ ‘ Learning rate 7 ‘i
®

T ‘ Batch size b ‘ ‘ Iterations T‘ i

Figure 18: Hierarchy of hyperparameters. Arrows indicate the direction to improve empirical
privacy when the parent node is fixed.

Interpretations of regression results.

e Positive coefficients: Increasing any individual hyperparameter worsens empirical privacy.

o Batch size in compute: For fixed compute (C = b - T), increasing b (while decreasing T'
proportionally) improves empirical privacy due to the smaller coefficient of logb (e.g.,

doubling b while halving T has a smaller net effect).

o Learning rate in updates: For fixed updates (U = C - ), decreasing 7 (while increasing

C proportionally) improves empirical privacy.

Case studies. We validate the above interpretations through case studies. For
individual hyperparameters, we fix two and vary the third, observing that empirical privacy
deteriorates as T, b, or 7 increases (Fig. 17(a-c)). For batch size in compute, we analyze
configurations with the same compute and learning rate, showing that a larger b improves
empirical privacy (Fig. 17(d)). Similarly, for learning rate in updates, among configurations
with the same updates, we find that a smaller 7 yields better empirical privacy (Fig. 17(e)).

These findings support our interpretations.
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5.3.2 Improving Hyperparameter Selection

Existing practices. Our findings in Sec. 5.3.1 reveal a no-free-lunch result in empirical
privacy. Previous practices of hyperparameter tuning in DP-SGD focus on optimizing utility
under a fixed €, recommending larger batch size [46, 138, 164], higher learning rate (at larger
batch size) [175], and more training iterations [164, 176]. While these recommendations
do lead to better utility (see Fig. 17), Sec. 5.3.1 shows they also compromise empirical
privacy. This highlights that the gains in utility come at the expense of empirical privacy,
challenging the conventional notion of “utility-privacy trade-off” that largely focuses on the
utility-¢ trade-off but neglects empirical privacy. We argue that evaluating DP mechanisms
requires incorporating empirical privacy as a third dimension, alongside utility and €, for a
more comprehensive assessment.

Refined heuristics. Given the limitations of existing hyperparameter tuning prac-
tices, we propose refined heuristics for hyperparameter selection that explicitly account
for empirical privacy. Building on the insights from Sec. 5.3.1, we describe a set of pairwise

comparison heuristics:

( N
Takeaway: A configuration (b;,7},7;) is expected to demonstrate better empirical privacy than

an alternative (by, Ty, 75), if either:

1. Individual hyperparameter: 7] <75, b; < by, and n; < 1y, with at least one inequality

being strict.

2. Compute: C; = C,, n; =1y, and by > by.

3. Updates: U; = U,, and 17 < 7.

We comment that, defining and measuring empirical privacy is challenging as it depends
on the task and use case. In this regard, our heuristics are useful in that they allow
practitioners to compare and select configurations likely to demonstrate good empirical
privacy without measuring it. Nevertheless, in domains with known and well-defined privacy

risks [177, 178], we strongly encourage placing application-specific upper bounds [179]
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Figure 19: Accuracy of three heuristics in two settings across €’s.

on both formal DP guarantees and empirical privacy measurements, and then tuning
hyperparameters to stay within those bounds.

Accuracy of heuristics. We define the accuracy of a heuristic as the proportion
of correct predictions among pairs that satisfy the condition. For example, consider the
compute heuristic. In the log-space hyperparameter cube (Fig. 20), relevant pairs lie on the

anti-diagonals with the same color (so C = b - T is constant) of each log b-log T plane.

logT

N

Sk =s - ;‘— log b

Figure 20: Hyperparameter cube in log space.

Fig. 19 shows the accuracy achieved by each heuristic across two settings. The proposed
heuristics significantly outperform the random guess baseline. Importantly, the heuristics
generalize beyond the two scenarios that they are developed from (Sec. 5.3.1), e.g., to
different ’s. We refer the readers to Appendix C.4.1 for a comprehensive set of results

across all settings.
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5.3.3 Practical Evaluation of Proposed Heuristics

Beyond evaluating pairwise comparison accuracy, we assess the usefulness of the heuristics
in a real-world application: selection among a pool of candidate models.

Objective. Given a pool of models satisfying an (g,§)-DP guarantee and a minimum
utility threshold u, the goal is to select a model (referred to as a “point” hereafter) with
strong empirical privacy. We denote the point with the optimal empirical privacy score as

the oracle point. See Fig. 21 for an illustration.
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Figure 21: Each point corresponds to a model/configuration. Red dashed line: utility
threshold u, defining a subpool of points P, to its left. Yellow star: oracle point. Setting:
Llama-2-7b, TOFU-4, ¢ = 8.

Our procedure and baselines. We propose a sequential hyperparameter selection
procedure in Alg. 2 based on the three heuristics derived in Sec. 5.3.2. Following the
hierarchy in Fig. 18, Alg. 2 applies these heuristics from top to bottom, discarding points
at each step. If multiple points remain, we further leverage a worst-utility
to break ties, based on the common belief of utility-privacy trade-off. We compare our
procedure to two baselines: the usual practice of selecting the best-utility point, and a
standalone worst-utility heuristic.

Evaluation. We slide a utility threshold u from the leftmost to the rightmost (Fig. 21).
At each point it crosses with utility u, we evaluate the selection methods on the subpool of
points P, to the left of the threshold and compute their relative privacy risks, defined as
the relative difference in empirical privacy scores between the selected and oracle points:

(yselected<pu)*yomle(pu))/yomle< - We report the average of the relative privacy risk over all u’s.
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Algorithm 2: Procedure of hyperparameter selection

Require: A set of points P = {(b, T', n)}

Ensure: A single selected point (b*, T%, n*)

1: Step 1 (Updates heuristic): Group 2 by U, and retain points with the minimal 7 in each group.

2: Step 2 (Compute heuristic): Group the remaining points by (U, C), and retain points with the
maximal b in each group.

3: Step 3 (Individual hyperparameter heuristic): Among the remaining points, discard any point
(by, Ty, n,) if there exists another point (by, T5, n5) such that by > by, Ty > Ty, My > 75, and at least
one inequality is strict.

4: Final step (Worst-utility ): From the remaining points, select the one with the worst utility
and return it.

-k Best-utility practice Our procedure
—8— Worst-utility heuristic ---- Oracle
(a) GPT-2-S on Enron (b) Llama-2-7b on TOFU-4
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Figure 22: Relative privacy risk of our procedure compared with baselines in two settings
across varying €.
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Results. In Fig. 22, we compare the relative privacy risks of the selection methods
across two settings with varying €’s. Our proposed procedure consistently outperforms
the baselines by a large margin. These results not only validate the effectiveness of the
underlying heuristics but also highlight their ability to generalize. Additional results

in Appendix C.4.3 further confirm this generalization across different models and datasets.

5.4 Related Work

Two recent works study how different mechanisms with the same DP guarantee can yield
varying privacy implications. Hayes et al. [172] show that increasing g or T boosts the
success rate of reconstruction attacks. Kaissis et al. [180] propose approzimate Blackwell
dominance to compare mechanisms sharing the same (g,4), which quantifies the mazimum
excess vulnerability when choosing one mechanism over another. They find vulnerability
increases with ¢ or 7. Our findings align with theirs: increasing q or T degrades empirical
privacy. This indicates that the phenomenon is general, likely driven by fundamental
factors, and points to an intriguing avenue for future research.

While they primarily rely on theoretical analyses and worst-case threat models, our
study focuses on the practical setting of language model fine-tuning, highlighting real-world
risks. We provide a fine-grained analysis of how individual (including 7, absent in prior
work) and composite hyperparameters influence empirical privacy and offer heuristics for
hyperparameter selection that accounts for empirical privacy. Taken together, our work
reinforces prior findings, extends them in new directions, and offers actionable insights for

researchers, practitioners, and policy-makers.

5.5 Conclusion

This work reveals empirical privacy variance—models calibrated to the same (g,§)-DP
guarantee using DP-SGD with different hyperparameters exhibit significant variations in

their empirical privacy. We believe this work marks a crucial initial step towards bridging
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the gap between theoretical and empirical privacy in LLMs and beyond.
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Chapter 6 Differentially Private Conditional Text Generation with
RL-Boosted Control

This chapter moves beyond the study of the gap between formal and empirical privacy
to a downstream objective of central importance: generating high-quality synthetic text
under differential privacy. Progress in generative Al depends not only on stronger models,
but also on expanding the range of data resources that can be used safely and effectively.
Differentially private synthetic data [33] is a particularly promising direction, as it offers a
reusable and privacy-preserving way to unlock the value of sensitive user data that would
otherwise remain inaccessible. Using the DP fine-tuning tools introduced in 2.2, this chapter
proposes a hierarchical framework for differentially private synthetic text generation that
separates structured feature learning from conditional text generation, and augments it
with reinforcement learning to improve the controllability of the generator.

Modern Al applications rely on vast amounts of user data, ranging from keyboard
inputs on mobile devices [49, 181, 182] and recommender interaction histories [183, 184] to
conversational preferences [11, 12]. This reliance poses significant privacy risks, which have
become especially pressing with the rise of large language models (LLMs), as recent studies
show they can memorize sensitive information from training corpora and expose it during
user interactions [17, 135, 155].

To maximize the value of data while preserving user privacy, a promising approach
is to generate differentially private (DP) synthetic data [33]. This paradigm offers a key
advantage over task-specific DP mechanisms: it avoids the cumbersome need to design a
new solution for each application. Instead, the DP synthetic dataset can be reused across
any downstream task without incurring additional privacy cost or requiring changes to
existing data pipelines. DP synthetic text, in particular, has attracted growing interest,
spurring a line of work that harnesses the power of LLMs through fine-tuning or API-based
prompting to continually push the frontier of the privacy-utility trade-off [185, 186, 187,
188, 189, 190, 191].
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Despite these advances, most existing work on DP synthetic text remains limited to
producing synthetic datasets, overlooking the critical need for conditional generation [192,
193]. Conditional generation offers flexibility by enabling fine-grained control over the
generation process, a capability of significant practical value. It allows users to synthesize
data tailored to specific requirements (e.g., emails with positive sentiment) and enables
analysts to preserve key statistical attributes or ensure balanced representation across
subpopulations through controlled variations [194]. Moreover, as we will see shortly,
conditional generation enables us to obtain not only private synthetic text but also private
synthetic features, which can be valuable for a wide range of downstream analytical tasks.

In this work, we develop an integrated approach to DP (conditional) text generation
that achieves high-quality synthetic text and fine-grained control under strong privacy
guarantees. Specifically, our contributions are as follows:

e A hierarchical framework for DP synthetic text generation. We propose a
framework that decomposes the problem of generating DP synthetic text into two
subtasks: feature learning and conditional text generation. This modularity allows for
systematic optimization, and through comprehensive ablations, we identify the most
effective configuration: a rich tabular schema for feature, a specialized DP tabular
synthesizer, and a DP fine-tuned conditional generator, which we collectively term

ACTGS? (Attribute-Conditioned Text Generation).

e Boosting fine-grained control in ACTG. While ACTG produces high-quality
synthetic datasets, we observe that its conditional generator suffers a significant loss
in instruction-following ability under DP. To address this, we develop Anchored RL
(ARL), a post-training recipe applied on top of ACTG. It combines a reinforcement
learning (RL) objective to improve control with a supervised fine-tuning (SFT) objective
on best-of-N data, anchoring the model to the private text distribution and mitigating

reward hacking.

8The acronym reflects a biological metaphor: as DNA is built from four bases (A, C, T, G), feature is the
basic unit of our conditional generation framework.
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o State-of-the-art results in DP conditional text generation. On challenging,
real-world datasets, our integrated approach, ACTG-ARL, which combines ACTG
with ARL, establishes a new state of the art. It simultaneously advances the qual-
ity of DP synthetic text over prior work (+20% in MAUVE and +50% in attribute
distribution matching) while delivering a conditional generator with strong instruction-
following capabilities. This enables fine-grained, controllable generation for diverse and

practical applications.

6.1 Preliminaries

We review the basics of DP synthetic data for both text and tabular domains. For the
definition of differential privacy and DP-SGD, we refer the reader to Sec. 2.2.

DP synthetic data. DP synthetic data [195, 196] provides a privacy-preserving
surrogate of the original dataset, aiming to retain core utility under formal DP guarantees.
Due to the post-processing property of DP [173], such data can be freely shared and used
for downstream tasks without additional privacy cost.

Text data. Since the seminal work of Yue et al. [185], DP fine-tuning (DP-FT) has
become the dominant approach for generating DP synthetic text [186, 189, 191]. In this
approach, a base model is fine-tuned on private text using a DP optimizer such as DP-
Adam [46]. While Private Evolution (PE) [187, 197] has emerged as a promising alternative,
recent evidence indicates that DP-FT on a moderately sized model already outperforms
PE [191]. We defer more discussion of related work to Sec. 6.4.

Tabular data. Generating high-dimensional synthetic tabular datasets under DP is a well-
studied problem, with strong algorithms (e.g., AIM [198]) and standardized benchmarks [199,
200]. A key design choice of our framework (Sec. 6.2.2) is to build on this foundation by

recasting part of the synthetic text problem as a tabular synthesis task.
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Figure 23: Our hierarchical framework for DP synthetic text generation.

6.2 A Hierarchical Framework for DP Synthetic Text Generation

In this section, we introduce a modular, hierarchical framework for DP synthetic text
generation. We detail algorithmic design choices and present a comprehensive empirical

evaluation to verify its effectiveness and ablate core components.

6.2.1 A Hierarchical Framework

Our framework generalizes CTCL [191], which fine-tunes a conditional generator using
topics as input, guided by a privatized topic histogram derived from a pretrained topic model.
Compared to learning the private text distribution end-to-end, CTCL enjoys two advantages:
i) histograms have low sensitivity and thus retain high utility under a tight privacy budget,
and ii) conditioning simplifies the synthesis task, as topics guide the generator. These
factors together yield a favorable privacy-utility trade-off and state-of-the-art results in
resource-constrained DP synthetic text generation.

However, CTCL has several limitations that undermine its reliability in some settings.
It relies on a fixed topic model trained on a public corpus, which may not align with
the private domain and can force nuanced text into coarse, lossy categories, making the
inferred topics inaccurate. Moreover, when the dataset size is small relative to the number

of topics, the topic histogram contains many empty bins, yielding a low signal-to-noise
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ratio that renders the privatization step unstable (see Appendix D.4.10 for analysis). The
combination of inaccurate topic inference and noise-dominated histograms can limit the
utility of the generated text. This motivates us to generalize CTCL into a broader and more
flexible framework and systematically analyze its design choices. We propose a modular,
hierarchical framework that decomposes DP synthetic text generation into two subtasks:
learning a low-dimensional feature representation of private text, and learning a conditional

generator. Given a feature design 8, Fig. 23 outlines the Learning Phase:

o Stage 0: Feature extraction. We employ a feature extractor ¢g: z — f to extract the

f

priv

x

iy according to S, where x denotes

fx

priv®

private feature set D . from the raw text corpus D
a text sample and f its feature. We also compose the (feature, text) pairs into D
This pre-processing step prepares the data for subsequent stages.

o Stage 1: Learning a DP feature generator. We learn a generator G, with privacy budget

f

g, on Dy ;.. The goal is to generate synthetic features that resemble the private ones.

o Stage 2: Learning a DP conditional generator. We learn a conditional generator G, ;
with privacy budget €5 on Dgr’if,. The goal is to generate synthetic text that resembles
the private text, while adhering to the requirements specified by the features.

In the Generation Phase, once G; and Gw| s are obtained, DP synthetic text can be

produced without further access to private data. We first sample synthetic features from

the DP feature generator f ~ G/, and then feed them into the DP conditional generator to
produce the final output Z ~ G, (- | f). We refer to the synthetic DP feature set as nyn

and the synthetic DP text set as DZ, .

Remark 6.1. Stage 0 (feature extraction) is a pre-processing step and does not consume

any privacy budget (we treat the feature extractor as a trusted component and defer

more discussions to Appendix D.1.1). The overall privacy guarantee of our framework is

(,6), obtained by composing the budgets of Stage 1 (¢;) and Stage 2 (¢5). We rely on

advanced composition for privacy accounting and defer detailed descriptions to Sec. 6.2.3

and Appendix D.1.2.
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Remark 6.2. CTCL [191] is an instantiation of our framework: the feature § is topic,
the feature extractor ¢g is a topic model, the DP feature generator is a privatized topic
histogram, and the DP conditional generator is a DP fine-tuned language model pretrained

on a public dataset.

Remark 6.3. A natural alternative to our hierarchical framework is a single-stage conditioning
approach that learns to generate the concatenation of (f,x). We evaluate this baseline and

find our framework consistently stronger; see Appendix D.4.2.

6.2.2 Instantiation of the Framework

While CTCL represents one concrete instantiation, our framework’s modularity defines a
rich design space with a wide range of algorithmic choices. We exploit this flexibility to
conduct comprehensive ablation studies and identify an optimal configuration. In what
follows, we explore this design space across three key dimensions:

Feature design and extraction. We explore three distinct feature designs (8§), each
requiring a specialized feature extractor (¢g):
(8;) Topic (CTCL, Tan et al. [191]): A single topic defined by a list of keywords, extracted

using the pretrained topic model from their work (¢ 51)9.

(85) Free-form summary: A concise summary of the text with 1-2 sentences, generated

by a powerful LLM M, which serves as the extractor (¢g, ).

racle’

(83) Structured tabular schema: A rich, multi-attribute schema with fixed options
per attribute, treated as tabular data and annotated by M,,q. (¢s,). Unlike a set of
fixed, generic topics, the schema is dataset-specific and designed to capture the key
dimensions of the data. We describe the LLM-assisted process for schema design and
feature extraction in Appendix D.1.1.

DP feature generator (G;). The choice of feature generator depends on the feature

design. For &;, CTCL used a privatized histogram. For &, and 85, we consider two types

9Their pretrained topic model can be downloaded from https://github.com/tanyuqian/synthetic-private-data
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of feature generator: DP-FT [185] and AIM [198]. DP-FT applies to any feature that can
be represented in a textual format, including free-form and schema-based features, whereas
AIM is tailored to tabular data with categorical or numerical features.

DP conditional generator (G, ;). For conditional text generation, we consider
two approaches: 1) performing DP-FT on a base LLM on the paired (feature, text) set
Dgr’ff,, such that it learns to generate synthetic text conditioned on the input feature, or 2)

prompting a powerful LLM (Mgen), leveraging its strong instruction-following capabilities.

6.2.3 Experiments

We conduct a comprehensive empirical evaluation to demonstrate the effectiveness of our
framework against strong baselines and assess the impact of its core components through
detailed ablations. We first describe our experimental setup (Sec. 6.2.3) and then present

and discuss the results (Sec. 6.2.3).

Experimental setup Datasets. We conduct experiments on two challenging, domain-
specific datasets: bioRxiv [190], a corpus of scientific abstracts (n = 29k, average number
of tokens per sample around 300), and PMC-patients [201], a collection of sensitive
clinical notes (n = 240k, average tokens per sample around 450). These represent a more
difficult testbed than the general-domain corpora (e.g., Yelp [202]) frequently used in prior
work [185, 187, 191]. We provide further details for both datasets in Appendix D.3.1.
Baselines. We compare against three baselines: Aug-PE [187], vanilla DP-FT [185],
and CTCL [191]. While DP-FT has been reported as a weak baseline when implemented
with GPT-2 [7], we find its performance improves substantially with stronger base models,
consistent with observations in Kurakin et al. [186] and Yu et al. [189]. CTCL (corresponding
to 8;) was originally studied under resource-constrained settings, and we adapt it to our
setup with a larger model, though without additional pretraining. Finally, we refer to the two

proposed designs, &, and 853, as our conditional generation approaches. Implementation
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details. For fair comparison, we use the same base model gemma-3-1b-pt!® [203] for
all methods that require fine-tuning (vanilla DP-FT, CTCL, and our approaches); for
Aug-PE, we instead use powerful instruction-tuned models Qwen2.5-7B-Instruct® [204]
and gemini-2.5-flash-lite'? (Appendix D.4.9). We use gemini-2.5-flash-lite!?

also as the oracle model for feature extraction (M, .,) and as the conditional generator for

oracle

prompting (M,,,). For completeness, we also experiment with a larger base model gemma-

3-4b-pt (Appendix D.4.4), as well as an open-source model Qwen2.5-32B-Instruct as

M

oracle

(Appendix D.4.5). Further implementation details are in Appendix D.3.2.

Privacy budget and accounting. We evaluate all methods under three total privacy
budgets: € € {1,4, 00}. Following standard practice [185, 187], we set § = !/(nlogn), where
n is the size of the private training set. The total privacy cost of our framework is the
composition of the budgets for the feature generator (¢;) and the conditional generator
(e4). For each method and each total budget €, we independently tune the budget split
(€1,€5). Full details on our privacy accounting are in Appendix D.1.2.

Evaluation suite. Our evaluation suite assesses data quality along multiple dimensions,
capturing both broad and specific aspects of synthetic text. First, for general fidelity,
we follow prior work [185, 187] and use MAUVE [205] to quantify semantic similarity
between the synthetic and private text distributions. For wutility, we measure the F'1 score
on a downstream classification task, and the next token prediction (NTP) accuracy on
a downstream generation task. Finally, we evaluate fine-grained attribute distribution
matching according to the features in 5. Specifically, we define dfs as the Jensen-Shannon
distance between the private and synthetic feature distributions (extracted from Dy ; and
DZ ), averaged over all attributes considered. This metric captures discrepancies in feature
distributions that matter for downstream analysis, reflecting what an analyst might care

about in practice. In Appendix D.4.11, we further evaluate topic distribution matching,

10https://huggingface.co/google/gemma—s-lb-pt
11https://huggingface.co/Qwen/QweuQ.5—7B—Instruct
12https://ai.google.dev/gemini—api/docs/models#gemini—2.5—f1ash—lite
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Figure 24: End-to-end and modular evaluation of our hierarchical framework.
(Rows 1-2) End-to-end comparison of our approaches with baselines (Aug-PE, vanilla
DP-FT, CTCL) on bioRxiv and PMC-Patients, evaluated on fidelity (MAUVE;, d{s) and
utility (classification F1, NTP accuracy). We omit Aug-PE on PMC-Patients in Row 2
(see full results in Appendix D.4.8) as its performance is substantially lower than other
methods. For utility evaluation, we report mean and standard deviation over three trials
in Appendix D.4.6. (Row 3) Modular ablations and fine-grained error analysis for &;.
Arrows in the figure titles indicate whether higher (1) or lower ({) values are better.

which goes beyond schema attributes to assess the alignment in broad topic structure.

Detailed descriptions and implementations of all metrics are provided in Appendix D.3.3.

Remark 6.4. We highlight several limitations in existing evaluation practices. First, prior
studies [185, 187, 189, 191] often compute MAUVE with relatively weak embedding
models (e.g., all-MiniLM-L6-v2 or sentence-T5), which can inflate scores and mask quality
differences. Second, these evaluations typically use short context lengths (e.g., 128 or
256 tokens), truncating longer texts and failing to capture overall generation quality. We

address both issues by using stronger, domain-specific embeddings and a longer context

85



window. A more detailed discussion is provided in Appendix D.4.1.

Experimental results Comparison with baselines. We begin by comparing the
end-to-end performance of our conditional generation approaches with the baselines. For
85, we use DP-FT for both the feature and conditional generator, while for §5 we adopt
the optimal configuration ACTG, which we will discuss shortly in the ablation studies. As
shown in Fig. 24 (rows 1 and 2), our methods consistently outperform Aug-PE, vanilla
DP-FT and CTCL across all datasets, privacy levels, and evaluation metrics. These results
persist when scaling to a larger base model (gemma-3-4b-pt; Appendix D.4.4) and when
replacing the proprietary oracle with an open-source alternative (Qwen2.5-32B-Instruct;
Appendix D.4.5). Together, these findings provide strong empirical support for the core
hypothesis of our framework: decoupling feature learning and conditional text generation
yields a superior privacy-utility trade-off. Comparison of feature design §. We next
compare the three feature designs within our framework. Results show that the rich tabular
schema (8;) performs best, followed by the free-form summary (8,), both substantially
outperforming the topic model (8;) used in CTCL. Unlike &5 and 8,, which are tailored to
each private dataset, the generic topic model in CTCL can suffer from domain mismatch;
this underscores the importance of domain-specific features. Moreover, the superiority of the
tabular schema &5 over free-form text &, highlights the value of a compact yet informative
schema that captures key information about the private dataset with minimal bits. This
is further supported by our investigations on the impact of the semantic richness of &5
(Appendix D.4.3). These observations resonate with the notion of compact representation
discussed in Hu et al. [33].

Ablation studies. We focus on &3 and conduct a modular evaluation to dissect
errors at different stages. Fig. 25 illustrates three sources of error: extraction error (d{g)
from LLM-based annotations of private text; feature learning error (dfé) introduced

in Stage 1; and conditional generation error (df;) introduced in Stage 2. Measuring
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extraction error serves to validate the reliability of LLM annotations, which form the basis
of our evaluation, while analyzing feature learning and conditional generation errors enables

us to identify optimal configurations for these stages.

private text private features synthetic features synthetic text
tracti feature conditional
< extrac 100n < lear‘nl generation —=
< error dJS f2
error dJS error dyg

Figure 25: Fine-grained error analysis in our framework.

Evaluation approach. For d{g, since ground-truth features of D7 are unavailable, we

perform five independent extractions and treat their average distribution as ground truth.
We then compute the Jensen-Shannon distance between each trial and this average, and
average across all attributes. For dJS, we compute the distance between Dpr1 and DY

syn*

Finally, for djcg, we compute the distance between me and the attributes extracted from

Dz,

Results. We present ablation results on bioRxiv in Fig. 24. In Stage 0, the extraction
error d{g is around 0.01, confirming that LLM-extracted features are reliable. For Stage 1,
we compare AIM and DP-FT as feature generators. Fig. 24(3a) shows that AIM achieves a
much lower dfé One key reason is that AIM, as a specialized tabular synthesizer, allocates
privacy budget only to predefined attributes of interest, rather than across all tokens as in
DP-FT. This avoids wasting budget on non-sensitive information (e.g., JSON grammar) or
public knowledge (e.g. age groups), thus improving the privacy-utility trade-off. Finally,
Fig. 24(3b) shows that in Stage 2, DP-FT attains a lower d{g than direct prompting; we
defer further discussion to Appendix D.4.7.

Taken together, these ablations empirically confirm our optimal configuration: a rich

structured tabular schema (S;), AIM feature generator (Gy), and a DP-FT conditional

generator (G,

). We refer to this configuration as ACTG: Attribute-Conditioned Text
Generation, which establishes a new state of the art in DP synthetic text generation.

We also provide a comparative error analysis across the three stages of ACTG. As
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shown in Fig. 24(3c), extraction error is negligible, while conditional generation incurs a
larger error than feature learning, suggesting greater room for improvement in Stage 2. We

will revisit this point in Sec. 6.3.3.

6.3 Boosting Fine-Grained Control in ACTG with Anchored RL

(c) Example of reward hacking: TL;DR-style generation

(a) DP degrades TFAcc (b) RL hurts MAUVE Input feature: {“primary research area”: “Neuro-

science”, “model_organism”: “Drosophila melanogaster”,

IFAcc (1) MAUVE (1) “experimental approach”: “Wet Lab Experimentation”,

0.65 0.8 “dominant_ data_type”: “Phenotypic / Behavioral”, “re-

search_focus_scale”: “Cellular”, “disease_ mention”: “No

0.60 0.7 Specific Disease Mentioned”, “sample_ size”: “Relies on

0.55 Cell/Animal Replicates”, “research goal”: “Investigating
e 0.6 ‘ a mechanism”}

! c * GX‘I(,I od elRL Generated abstract: We experimentally evaluated

whether larval synaptic plasticity is preserved by modu-
lating spatial memory formation in Drosophila.

Figure 26: (a) IFAcc of the conditional generator G, ; with and without DP, showing a
substantial drop under DP. (b) MAUVE score of generated text after RL, demonstrating a
sharp decline in textual fidelity. (c¢) Example generation from the bioRxiv dataset that
perfectly satisfies the input requirement (score: 8/8; see Appendix D.4.13) but fails to
match the target domain (paper abstract). This occurs during RL training, where the
model exploits the rubric reward and exhibits reward hacking.

So far, we have developed a general framework and identified its optimal configuration,
ACTG, which produces high-quality DP synthetic datasets. However, static datasets are
only part of the story. In practice, users may also require controlled, on-demand generation
that satisfies specific requirements (e.g., an email with a positive tone on a given topic). In
this setting, the focus shifts from aggregate dataset-level metrics like fidelity and utility to
the generator’s per-instance ability to reliably follow instructions.

In this section, we study the instruction-following capability of ACTG’s conditional
generator G and show that it is significantly degraded under DP. To address this challenge,

we propose Anchored RL, a post-training method built upon ACTG that strengthens control

T

while preserving alignment with D7, . Importantly, using RL to enhance control is made
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possible by the conditional generation framework in Sec. 6.2 and ACTG’s design, where

tabular features serve as explicit, verifiable rewards.

6.3.1 Measuring and Improving Instruction Following

We focus on the structured tabular schema (85, with K fields) used in ACTG and introduce

the metric of instruction following accuracy (IFAcc). For a given input f, the generator

G

¢ produces a text z, from which a feature f is extracted using M

racle- The per-instance

IFAcc is defined as the fraction of fields in f that correctly match the input instruction f,
and the overall IFAcc is the average of these per-instance scores across all text features.
Formally:

1 & R
IFAcc := EfNDf [E;H(fk = fk):| 3 (1)

priv

where [(+) is the indicator function and the expectation is taken over the private feature set.
Evaluating the conditional generator G, in ACTG, we find its instruction-following
accuracy is significantly degraded by DP (e.g., from 66% to 53% on bioRxiv; see Fig. 26(a)).
This loss of fine-grained control, even when aggregate metrics remain high, motivates a
post-training procedure to restore instruction-following in conditional generation.
Boosting control via RL. Because ACTG is built on tabular features, it provides
a natural interface for reinforcement learning. Each input feature f serves as a rubric for
scoring generations. For each generated text x, we compute the per-instance IFAcc as the
reward. The training loop is straightforward: we sample prompts from the DP feature
generator (f ~ Gy), generate text (z ~ G, ), and use the resulting reward to update the
model. We term this approach built on top of (and enabled by) ACTG as ACTG-RL.
Crucially, unlike Wu et al. [140] who privatize the policy gradients, our RL training phase
requires no additional privacy budget as both the prompts and the reward signal are derived

without accessing the private data.
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The reward hacking issue. ACTG-RL adopts the standard PPO objective [206],
which reveals a clear trade-off between control and fidelity. While instruction following
accuracy (IFAcc) improves, the MAUVE score plummets (see Fig. 26(b)), indicating a
significant loss of textual quality. A closer examination of the outputs reveals the failure
mode: the model learns to hack the reward by generating short “TL;DR”-style sentences.
These outputs satisfy the rubric but fail to match the target domain’s style (e.g., a full
abstract); see Fig. 26(c). This failure highlights the need for a method that can boost
control without sacrificing textual alignment. We address the challenge in what follows.

= ACTG [ ACTG-RL [ ACTG-ARL --- Non-DP
IFAcc (1) MAUVE ( 1) di (1)

0.65 0.8

0.7

bioRxiv
o
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o
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Figure 27: Performance of the conditional generators before and after RL
evaluated on three metrics. ACTG-RL improves IFAcc but suffers from reward
hacking, which collapses textual fidelity (MAUVE). ACTG-ARL resolves this trade-off,
boosting IFAcc close to the non-DP level while maintaining high MAUVE and achieving
the best attribute distribution matching.

6.3.2 A Post-Training Recipe: Anchored RL

We introduce Anchored RL (ARL), a post-training recipe for boosting instruction-following
while preserving alignment with the original text distribution. It features two key design
choices: a hybrid training objective to balance control and alignment, and a method for

curating a high-quality synthetic anchor dataset without additional privacy cost.
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Hybrid objective. Inspired by standard practices in RLHF [11, 12], our core idea
is to mitigate reward hacking by anchoring the model to a reference distribution using a
supervised fine-tuning (SFT) loss. The training objective thus becomes a hybrid of the
standard RL loss and this SFT loss. However, this raises a critical question: what data
should be used for the SF'T anchor? Using the original private data would incur additional
privacy cost, while the synthetic data sampled from G,; suffers from the control issues
that we aim to fix.

High-quality anchor via best-of-N sampling. We resolve this by crafting a high-
quality, private dataset for the SF'T objective using best-of-N sampling, a technique widely
used in LLM alignment [207, 208]. For each feature fsampled from the DP generator Gy,
we generate N candidate texts from G, ; and select the one with the highest per-instance
IFAcc score. This uses additional test-time compute to distill a cleaner dataset, Dgpr,
yielding a strong SF'T anchor at no extra privacy cost. We further analyze the quality of
the best-of-INV dataset and the variance of per-instance IFAcc in Appendix D.4.14. Putting
together: Anchored RL. Our final training recipe, ARL, combines these two components.
We fine-tune from the DP-FT checkpoint G, ; using a hybrid objective that mixes the
PPO gradient with the SFT gradient on curated best-of-N data: £ = Ly, + 7 Lgpr-
We employ a linear decay schedule for the coefficient v, starting high to preserve text
fidelity and gradually decreasing to allow for steady improvement in instruction following.
This approach anchors the model, preventing it from drifting away from the desired text
distribution while optimizing for control.

The end-to-end algorithm. Our final algorithm, ACTG-ARL, integrates ACTG
with ARL into a single cohesive pipeline. It consists of four stages: private feature
extraction, training the initial DP generators, curating the anchor dataset, and performing
ARL training. The outputs are a DP synthetic dataset and a DP conditional generator
with strong instruction-following capabilities. A detailed description is provided in Alg. 6

of Appendix D.2.
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6.3.3 Experiments

We evaluate three models: 1) ACTG, the conditional generator G, ; from Sec. 6.2 which
serves as the baseline; 2) ACTG-RL, where G, ; is further trained with a standard PPO
objective; and 3) ACTG-ARL, where Gy 1s trained with the hybrid objective and the best-
of-N anchor dataset Dgpr ., corresponding to our Anchored RL recipe. In Appendix D.4.12,
we also consider a variant of ACTG where the base PT model is replaced with an I'T model
for DP-FT. In Appendix D.4.15, we showcase the importance of Dgpr,, and RL via ablation
studies. Details of experimental setups are in Appendix D.3.4.

Results. Fig. 27 highlights the trade-off between control and fidelity. Baseline ACTG
achieves strong fidelity (high MAUVE) but weak control (low IFAcc), while ACTG-RL
improves IFAcc at the cost of severe reward hacking and a collapse in MAUVE. In contrast,
ACTG-ARL resolves this tension, matching ACTG-RL in IFAcc while retaining ACTG’s
high fidelity. Importantly, this improvement in per-instance control also reduces the end-to-
end error, as evidenced by the lowest d{s. Since d{s is a metric [209], the triangle inequality
implies d{s < d{é + d{g, explaining why advances in Stage 2 reduce overall error, echoing
our discussion in Sec. 6.2.3. We additionally evaluate the utility of synthetic data produced
by ACTG-ARL in Appendix D.4.16.

6.4 Related Work

DP synthetic text. Research on DP synthetic text generation broadly falls into two
paradigms: DP fine-tuning (DP-FT) [185, 210, 211, 212, 213] and Private Evolution
(PE) [187, 188, 190]. Fine-tuning-based approaches learn the private text distribution
implicitly via next-token prediction, while PE-based approaches leverage the power of
LLMs to create a large pool of samples and iteratively refine them using embedding-
space similarity. A recent trend in fine-tuning-based approaches is to improve data quality
through distribution alignment. This can be done post-hoc, for instance by filtering synthetic

data [189], or a priori, by using topics to condition the generation process [191]. Our work
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builds upon and significantly extends this conditional approach: we abstract the concept
into a general hierarchical framework and enhance it with a novel post-training RL recipe

to improve fine-grained control.

Conditional text generation. Existing approaches to conditional text generation
often rely on low-level signals to steer a model’s output. For example, Putta et al.
[214] adjust a model’s hidden states using feedback from an attribute classifier, while
DeSalvo et al. [215] use soft prompts to guide generation. Although CTCL [191] employs
conditioning, its reliance on a fixed, general-purpose topic model limits its applicability
to specialized datasets: the model may suffer from distribution mismatch, and many
predefined topics may be irrelevant, yielding zero counts. In contrast, our framework
uses human-interpretable, domain-specific features, offering more flexible and transparent

control over the generated text.

6.5 Conclusion

We introduced a hierarchical framework (with ACTG as the optimal configuration) and a
novel Anchored RL recipe that, together, form our end-to-end algorithm ACTG-ARL.
Our approach delivers: 1) state-of-the-art DP synthetic text datasets and 2) a controllable,
instruction-following generator. More broadly, our work elevates control as a third critical
dimension, alongside utility and privacy, in DP synthetic text generation, with substantial

practical benefits.
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Chapter 7 Conclusion and Future Work

This thesis has argued that advancing generative AI requires treating data not as a
passive training input, but as a first-class object of study. We pursued this vision along
two complementary directions, data attribution and data privacy, developing theory and
methods that quantify the value of data, optimize its use, safeguard its privacy, and
unlock its potential through synthetic generation. We conclude by summarizing the main

contributions and discussing future directions.

7.1 Summary of Contributions

On the attribution side, we established a theoretical foundation for scalable influence
functions by showing that effective dimension, rather than rank, governs the sketch size
required for random projection to preserve influence (Chapter 3). We also extended data
attribution to online reinforcement learning through a local framework that attributes
checkpoint updates to individual records, yielding both interpretability and a practical
filtering algorithm that improves training efficiency (Chapter 4).

On the privacy side, we showed that the same formal DP guarantee can conceal
substantial variation in empirical privacy behavior, and identified hyperparameter choice
as a critical and previously underexplored factor (Chapter 5). We further proposed a
hierarchical framework for DP conditional text generation, together with an anchored RL
post-training method that improves both generation quality and control (Chapter 6).

Across these contributions, a common theme emerges: sustained progress in generative
ATl depends not on treating data as a commodity to be consumed, but on understanding its

structure, value, and risks.

7.2 Future Directions

We organize future directions into two categories: technical extensions of the work in this

thesis, and broader research themes on the science of data in generative Al
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7.2.1 Technical Extensions

From approximation error to modeling bias in influence functions. Our theory
studies how well projected influence approximates its unprojected counterpart. An important
but still underexplored direction is to understand how projection, regularization, and
curvature approximation affect the quality of influence functions themselves as estimators
of the underlying leave-one-out (LOO) quantity. In particular, metrics such as LOO
correlation or LDS [38] conflate two distinct effects: the approzimation error introduced by
projection, and the modeling bias induced by regularization and curvature approximation.
Disentangling these effects, and characterizing how projection and related techniques jointly

shape both, remains an important open problem.

Attribution for reasoning and agentic systems. An important direction is to
extend our framework to online RL algorithms used in reasoning and agentic systems,
especially those for LLM training such as GRPO [92, 216, 217]. At the technical level,
the framework should generalize whenever the attribution target and the corresponding
per-sample gradients are well defined. At the application level, attribution offers a principled
alternative to largely heuristic data selection methods [218, 219, 220, 221], and may provide

new tools for improving reasoning performance in these systems.

Beyond (e,0): interpreting and reporting DP in practice. As differential privacy
is increasingly adopted in generative Al, an important open question is how its guarantees
should be interpreted and reported in practice. Our results suggest that reporting only
(e,9) may obscure important aspects of privacy behavior, motivating both deeper scientific
understanding and more informative reporting standards. Promising directions include
using data attribution [29] and mechanistic interpretability [222] to study what DP does
and does not promise in generative models, as well as developing reporting protocols such

as GDP [223] that better capture practically relevant factors in DP training.
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Attribution meets privacy. A natural but largely unexplored question lies at the
intersection of the two themes of this thesis: what happens when data attribution methods
are applied to models trained with differential privacy? DP-SGD is designed to limit the
influence of any single training example, which suggests that attribution scores should be
suppressed or homogenized under strong privacy guarantees. Whether this suppression
is uniform across examples or selective—and how it interacts with the empirical privacy
variance studied in Chapter 5—remains an open question. More broadly, attribution
methods could serve as empirical probes for the effectiveness of privacy mechanisms,
complementing formal guarantees with a data-level view of what DP training actually
achieves. Conversely, understanding how privacy constraints reshape the landscape of
data influence may lead to more faithful attribution methods that account for the training

procedure rather than treating the model as a black box.

Private synthetic data beyond DP fine-tuning. Our hierarchical framework for
DP text generation separates structured feature learning from conditional generation, and
this modular design may extend beyond fine-tuning-based methods. A concrete next step
is to investigate whether metadata-conditioned generation can improve non-fine-tuning

approaches such as private evolution [187, 197].

7.2.2 Broader Themes

From post-hoc attribution to proactive data acquisition. Classical data attribution
is typically formulated around a single fixed empirical risk minimization problem, static
training and validation sets, and access to a trained model whose behavior is analyzed
post hoc. This framing is often too narrow for generative AI, where models are developed
through multiple stages of training, evaluation targets evolve over time, and the cost of
training makes it important to identify valuable data before training takes place. While

attribution in its classical form remains important, for example for fairly compensating
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data contributors, the future of generative Al calls for a broader view: new paradigms for
identifying data value, adaptive evaluation protocols that reflect the dynamic development

cycle of generative models, and more proactive approaches to data acquisition and selection.

From formal privacy to pragmatic privacy. As generative Al systems become
increasingly interactive, persistent, and agentic, privacy can no longer be understood solely
through idealized threat models tied to a single training procedure. Modern systems create
new surfaces for privacy risk through memory, tool use, long-horizon interaction, and
deployment-time data flows, while formal guarantees such as differential privacy remain
indispensable but necessarily incomplete: they rigorously bound one class of leakage, but
do not by themselves characterize all privacy risks that arise in end-to-end systems. A
broader agenda for the science of data is therefore to make privacy more practical and
decision-relevant: to understand precisely what formal guarantees do and do not protect,
to evaluate privacy at the level of complete systems rather than isolated models, and to
treat privacy as a multi-faceted property that must be measured, interpreted, and managed

in context rather than reduced to a single number.

From heuristic synthesis to feedback-driven data generation. As web-scale corpora
approach saturation, continued progress in generative Al will increasingly depend on creating
new data that expands model capabilities beyond what naturally occurring datasets can
provide. Synthetic data is a natural candidate, but current pipelines remain largely heuristic
and often lack reliable mechanisms for evaluating and improving the data they generate.
A promising direction is to close this loop by using attribution signals to guide data
generation itself: filtering low-quality synthetic samples, identifying capability gaps that
call for targeted synthesis, and tracking how the value of synthetic data evolves as models
improve. To be effective, such signals must remain adaptive and anchored to real-world

objectives rather than overfitting to a fixed evaluation set.
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A Appendix for Chapter 3: Theory of Random Projection

A.1 Proofs for Sec. 3.1.1 (Unregularized Projection)

In this section, we prove Theorem 3.1, which we first repeat the statement for convenience:

Theorem. The equality 74(g,9") = 7o(g,¢’) holds for any g, ¢’ € range(F') iff Pis injective on
range(F), i.e. rank(PU) = rank(F) = r where F = UAU" is the compact eigendecomposi-
tion of Fwith U € R¥*" orthonormal and A € R™" positive definite. Subsequently, for any
PSD F € R%*? and any matrix P € R™*%, one cannot hope to obtain any multiplicative

approximation of 7,(g, g") via 7y(g, g’) when rank(PU) < r.

Proof. For the “if” direction, suppose rank(PU) = r. Let A := PUAY? € R™*" and
it follows that A has full column rank. Then for any g € range(U) = range(F'), write
g = Uz and ¢’U% for some z,z/ € R" and note Pg = PUz = AA~Y?2z and similarly,
Pg = AN"'2%' and PFP" = AA". For full-column-rank A, AT(AA")TA = I . Therefore

(Pg)T(PFPT)!(Pg) = 2TA"V2AT(AAT)TAAY22 = 2TA 12 = gTFlyg.

For the “only if” direction, suppose rank(PU) < r. Then there exists a nonzero z € R”
such that PUz = 0. Let ¢ = Uz € range(F') be the corresponding vector. Then, as
g Ftg=2"A"12>0, (Pg)"(PFPT)!(Pg) =0+ g"Ffg > 0, proving the result. O

A.2 Proofs for Sec. 3.1.2 (Regularized Projection)

This section collects technical results used in Sec. 3.1.2 that are omitted in the main text.
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A.2.1 Proof of Resolvent Perturbation Concentration for Regularized

Projection

We prove the key operator-norm perturbation step used in the proof of Theorem 3.2.' The
general idea is to use the concentration of the sample covariance (Theorem 1.2) to control
the resolvent-type map A — A(A + X\I)~! in operator norm, enabling the comparison of
F(F + X)™! and G(G + X\I)™! in the proof of Theorem 3.2.

To prove Theorem 1.2, the key input is a standard high-probability covariance estimation
bound for sub-Gaussian vectors (Vershynin [64, Exercise 9.2.5]), which we restate and prove

as Theorem 1.1.

Proposition 1.1 (High-Probability Covariance Estimation). Let ¥ > 0 and let X, X4, ..., X,,, €
R? be i.i.d. mean-zero sub-Gaussian random vectors with covariance ¥ = E[XX"]. Define

the sample covariance
1 m
B = — ; X, X].

Then for any u > 0, with probability at least 1 — 2e™",

r(X)+u  rX)+u
||zm—z||2sc( By, &) )||z||2,

where () := tr(X) /||, is the stable rank of /% and C > 0 is a universal constant.

Proof. Write X = XY/2Z, where Z is an isotropic, mean-zero, sub-Gaussian random vector,
and similarly X, = /27, with i.i.d. copies Z,, ..., Z,,. Let A € R™*¢ be the matrix whose
i-th row is Z,. As in the proof of Vershynin [64, Theorem 9.2.4], define T := £1/254-1

where S9! denotes the Euclidean unit sphere, then

|30 —Zlz = — sup ||Az]3 — m]z3].
zeT

BThis can be viewed as a special case of approximate matrix multiplication for sub-Gaussian sketches; see
Cohen et al. [224, Theorem 1]. Here, we state and prove the special case for clarity.
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Consider the stochastic process
Y, = |Aaly — Vimlely, @ €T

By Vershynin [64, Theorem 9.1.3], (Y, ),cr has sub-Gaussian increments. Applying the
high-probability Talagrand comparison inequality [225, Theorem 3.2], we obtain that with

probability at least 1 — 26_”2,

sup|Y, | < C(y(T) + vrad(T)),

zeT

where rad(T) := sup__.|z|l, denotes the radius of T, and v(T') := E[sup__.|(g, z)|] denotes

meTl xGT‘

the Gaussian complezity of T, for g ~ N (0, I;).
Since T = £1/28971 we have rad(T) = ||2||;/2. Moreover,

v(T) = E[|£Y2g|,] < VE[gT2g] = VE[tr(ZggT)] = /tr(%),

where the inequality follows from Jensen’s inequality. Setting v = v? and recalling that

tr(X) = r(X)| Xy, we conclude that, with probability at least 1 —2e™,

supl Y, | < CI21" (v/r(%) + V).

xE

Fix x € T and write a := |Az|y and b := v/m|z|y. Then b < \/ﬁ”EHé/Q and
la® — b2| < |a — b|(|a — b| + 20b).

Using the bound above on |a — b| and the fact that b > 0, we obtain

supla? — | < CIZ,(v/r(E) + V) (Vr(E) + vii+ vim)
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Dividing by m yields

r(X) +u r(X) +u
||zm—z||2s0nzn2( ®tu | JrE) )
m m

where we used (1/7(X) + v/u)? < 7(X) + u. This completes the proof. O

We now prove the concentration of sample covariance formally.

Lemma 1.2. Let P € R™*¢ be a sketching matriz whose rows are given by P,| = \/%VVJ,

where {W,}, ~ W are i.i.d. sub-Gaussian random vectors in R? satisfying E[W] = 0 and

EWWT] =1,. Let M € R™* be a matriz and define ¥ := M M. For any e,6 € (0,1), if

g (r(Z) +log(1/5)) |

2

where 7(X) = tr(X) /||, is the stable rank of £/2, then with probability at least 1 — 6,
|MT(PTP —1,)M], < e| M|3.

Proof. The rows of P satisfy P.' = \/%XZT , where { X}, are i.i.d. isotropic sub-Gaussian

vectors. Observe that

m*

1 & 1 &
MPTPM=MT =N XXT|M==SNS (MX)MX) =%
(mZ ; ) o (M X7

Define Y, := M " X,. Then {Y;}!, are i.i.d. mean-zero sub-Gaussian vectors with covariance
EYY]= MTE(XXT|M =M™M =3,

Applying Vershynin [64, Exercise 9.2.5, Theorem 1.1] yields that, with probability at least
1—2e™",

r(X)+u r(X)+u
||zm—zuzsc< (&) tu , (%) )Hzn2,
m m

101



Choosing m > (r(X) + u)/e? ensures \/(r(X) +u)/m < e and (r(X) + u)/m < &? < ¢ for
e < 1. Since |X|, = |[MTM|, = |M|3, we conclude that

|MTPTPM — M M|, = |MT (PP —I1,)M|, < | M]3

Setting u = O(log(1/d)) completes the proof. O

We can now state and prove the concentration of resolvent perturbation for regularized

projection as follows:

Lemma 1.3. Let F = 0 and A > 0, and define G = FY2PTPFY2. Then for any
£,0 € (0,1), if m = Q(e72(d,(F) + log(1/4))), with probability at least 1 — 6,

|F(F + X)L — G(G + A)" 1|, <e.

Proof. Applying Theorem 1.2 with M = B = FY2(F + \I)"'/2, for any d,¢ > 0, if
m = Q(e 2(r(B"B) + log(1/6))) then with probability at least 1 — 4,

|BT(PTP—1,)Bl, < €| BJ3.

We first note that if |B|3 = 0, then the bound is trivial. Assuming |B|y > 0. Then we see
that |B|2 = |B"B|, = |F(F + A)7|, < 1 since the eigenvalues of F(F + A\I)~! equal
X (F)/(X\;(F)+X). Now, pick € := min(1,£/2|B|5), and note that | B|% = tr(F(F+AI)™!) =

d,(F'), we have
=(BB) _ Bl _ dy(F)
IBTBl, 1BI3 B3

r(BTB) =

After substitution, with |B|% < 1, we conclude that if

m = 6_2 d)\(F) o — 8_2 o
Q( (”B”% +lg(l/5))) Q (672 (dy(F) + log(1/6)))
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we have |[BT(P"P — I,)B|, < €|BJ|j? < ¢/2. This implies
€ T(pT £ T £ TpT T €
_iljB(P P—I)BjEI:BB—iijPPBjB B+§I.

With

BTB = (F + M) V2F(F + )72,
BTPTPB = (F+\) "2 F'?PTPF'?(F + \I)7'/?,

| o { 7 }
G

we can conjugate by (F 4+ AI)'/2, which yields

Adding I gives

(1-%) (F+A) =G+ < (1+§) (F + A).

Define S := (F 4+ M)"Y/2(G + MI)(F + M)~'/2. Conjugating the above by (F 4 \I)~/2

yields

(-r=s=(i))e

Hence, S > 0 and |S — I|, < &/2 and |S71], < ﬁ From the definition of S,

(G+ At = (F+ M) Y25 YF 4+ AI)7V/2

hence

(G+AX) P —(F+ M) L= (F+X)"YV2(S T —I)(F + X))/,
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giving

G+ AT = (F 4+ AD)7Hy < [(F + AN |71 = I,

From the identity S~ — I = S~}(I — §), we have

2
LI, <|S! 7T <L_
I~ 11, < IS abs — 1l < 152
With ||(F + AI)7Y|, < 1/A, we have
G+ M) — (F+ A1), < 252
2= A1—¢/2

From the identity A(A + A)™* =T — X\(A+ M)™! for any PSD A, we have
FIF+X) ' —GG+X)P=AX(G+ X))t —(F+ X)),

and hence

1 €/2 £/2
-1 -1 < \— —
|F(F 4+ \I) G(G + \I) ||2_)\)\1_€/2 —

Finally, note that 11 2/2 < ¢ for any € € (0,1), this proves the result.

A.2.2 OSE-Based Alternative Analysis

We record a self-contained proof of the OSE-based alternative analysis sketched in discussion

following Theorem 3.2. Let A € R?*" be a fixed matrix. A random matrix P € R™*? is an

oblivious subspace embedding (OSE) for range(A) with distortion € € (0,1) if, with high

probability,
(1 —e)|Az|3 < |PAz[3 < (1 +¢)|Az]3, Yz eR".

Equivalently,
—cATA<AT(PTP—-I)A<cATA.

104



It is well known that standard oblivious sketches (Gaussian, Rademacher, SJLT) satisfy this
property provided m = Q(e 2 rank(A)) [67, Theorems 2.3 and 6.10]. In our case, we apply
the OSE framework with A = F/2. Tt is straightforward to see that rank(A) = rank(F) = r,
so achieving an e-OSE for range(A) requires m = Q(r/e?).

Define G := F/2PTPF'/2. The OSE condition gives
(1—e)F <G (1+¢)F.

Consider f(t) := & for t > 0. Since t - (¢t + A)™" is operator monotone decreasing on
[0, 00), it follows that f(t) =1 — A(t+ \)~! is operator monotone increasing.

Applying f to the sandwich gives

[(A=e)F) 2 f(G) 2 f(1+e)F),

or

(1—e)F(1—)F+ M) " GG+ A 2 (1+)F((1+)F + AI) .

Since F'commutes with any function of itself, the resulting operator-norm deviation reduces

to a scalar supremum. For example,

B (I+e)t t | et
R A A Pt o e St vy y Rt S (ps ranpy ranpys

The same bound holds with (1 + €) replaced by (1 —¢). A short calculus argument shows

the supremum is at most ¢; hence
[£(G) = f(E), = [G(G +A)™" — F(F + AI)7H|| | < OCe).

Combining the above operator control with the argument in the proof of Theorem 3.2 yields

the same bilinear and quadratic influence error bounds. The key difference is the sample
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complexity: the OSE route fundamentally scales with r, whereas our main analysis scales

with the effective dimension d, (F).

A.2.3 Proof of Anti-Concentration of Gaussian Sample Covariance

Next, we prove the worst-case lower bound (Theorem 3.4). The proof consists of two main

components:

1. An anti-concentration result for the sample covariance of Gaussian matrices, which

shows that deviations of order /k/m occur with constant probability (Theorem 1.4).

2. A carefully constructed hard instance F for which such deviations translate directly

into a large error in the regularized quadratic form.

We note that since the proof of Theorem 1.4 contains many technical computation, we

defer them for a cleaner presentation after the main proof.

Lemma 1.4. Let W € R™* have rows wy, ..., w,, ~ N(0,1,) i.i.d., and define S :=

m

LWTW. Then for all m,k > 1,

1 /k 3
P — >\ — | > =
r<||S Ik||2_2\/m) >

Proof. Define

(2 177

1 m
A=85—-1 =— X, X :=ww —I,.
- ; i1 w;w k
Then E[X;] =0 and X1, ..., X,, are independent. Let g := | A||% > 0. Expanding, we have
2

s

=1

1 :
= — E X, X).
m2 i,j:1< A J>

F

Since E[(X;, X;)] = 0 for i # j from independence and E[X;] = 0,

Elg) = 3 DO EIXIH = SEIX 13
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A direct computation gives E[|X;|%] = k(k + 1), hence

k(k+1)

Elg] = —

On the other hand, as g = -5 > ; Y;; where Y;; := (X;, X;), we have

:_ZE[UIICI

4,5,0,4

By independence and centering, only overlapping index patterns contribute, and one obtains
2 1 2
Elg?) = — (ma -+ m(m — 1) + 2m(m — 1)b),

where 1 := E[| X, [3], a == E[|X, 4], and b := E[(X,Y)?], and X = ww’ — L, Y += uu" — I

with w L w ii.d. NV (0, I;). Moreover, a moment calculations yield
= k(k+1), a = k* + 10k3 + 25k2 + 24k, b= 2k* + 2k.

Substituting these expressions into the above formula for E[g?] and simplifying gives the

explicit comparison

uniformly for all m, k > 1. Equivalently, E[g?] < 15(E[g])?. Then, by Paley—Zygmund [226],

for any 6 € (0,1),

Pr(g > 6E[g)) > (1— 62 E9)” 5 A0

Elg?] = 15
Taking 6 = 1/4 yields
(ool s 22
On this event,
o=l > ;- HEED



Using || A||% < k| A2, we obtain

|A]5 > —IIAII >

Hence, with probability at least 3/80,

1 [k
[Allz =15 = Lella = 54/ —-

]

We now provide the routine calculations used in the proof of Theorem 1.4. In particular,

we compute moments of Gaussian rank-one matrices and enumerate the index patterns

in E[| A[%]-
Chi-square moments. Let r ~ x2. For any n € N,,
H (k + 21).
i=0
In particular,
Elr] =k, E[r’]=k(k+2), E[r*]=kk+2)(k+4), E}r*|=k(k+2)(k+4)(k+6).

Moments of X = ww' — I,. Let w ~ N(0,1;) and define X = ww' — I,. Write

ri= Jwl2 ~ x2. We compute == E[| X|3] and a = E[|X|4]. First,

IX]3 = tr(XTX) = tr(X2) = tr (ww” — I)?)

= tr(wwww') — 2tr(ww") + tr(I,).
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By trace cyclicity, tr(ww'ww') = tr(w(w w)w") = (w'w) tr(ww’) = 7?2, while tr(ww') =
r and tr(f,) = k. Hence

IX)2 = r? —2r + k.

Taking expectation and using the moments above gives
p=E[r*—2r+kl=k(k+2)—2k+k=Fk(k+1).

Moreover,

a=E(r?—2r+k)2=E[r* —4r3 + (4 + 2k)r? — 4kr + k?].

Substituting E[r], ..., E[r?] yields
a = k* +10k3 + 25k> + 24k.

The mixed term b = E[(X,Y)?]. Let w,u ~ N(0,I,) be independent, and define
X:=ww' —I and Y = wu' — I. Set r := |w|2, s = ||Ju|3, and ¢ := w'u. A direct

expansion gives
(X, V) =tr((ww" —I)(uu" — L)) =t> —r — s+ k,
since tr(ww uu') = tr(w(w u)u') = (w'u)? = t2. Therefore,
b=E[t*—r—s+k)? =E[t +E[(r+s—k)?] —2E[t*(r + s — k)]

To evaluate these terms, write t = Zif:l Z, with Z, := wyu,. Then E[Z,] = 0, E[Z}] = 1,

and E[Z}] = 9, and hence

E[t4] = ;E[Z;] +6 > E[ZPE[Z?] =9k +6 (’2“) = 3k? + 6k.

1<i<j<k
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Next, since 7, s ~ x4 are independent, we have E[r] = E[s] = k and Var[r] = Var[s] = 2k,
SO

E[(r + s —k)?] = Var[r + s — k] + (E[r + s — k])? = 4k + k*.

Finally, conditioning on w gives t | w ~ N (0, |w|3) = N(0,7), so E[t? | w] = r and hence

E[t?] = E[r] = k. Moreover,
E[t?r] = E[rE[t? | w]] = E[r?] = k(k + 2).
By symmetry, E[t?(r + s — k)] = 2E[t?r] — kE[t?] = k? + 4k, so altogether
b= (3k2 + 6k) + (k2 + 4k) — 2(k? + 4k) = 2k2 + 2k.

Enumerating index patterns in E|A|}. Let A= 1 ZZl X, with X, = w,w] — I,
i.i.d. and mean-zero, and set Z = |A|%. With Y;; := (X, X;), we have

1 & , 1 & 1

m—Z Z2=— Y YV :—42

=1 = 3,4

%,J,p,q=1

The expectation E[Y;;Y,, | is zero unless {4,5} N {p,q} # 0. Indeed, if {3, j} N {p,q} =0,
then the two factors depend on disjoint sets of independent random variables. Moreover,
for i # j, E[Y;;] = E[(X;, X;)] = (E[X,], E[X,]) = 0, so such disjoint products vanish. The
only contributing configurations are:

(T1) (i,7) = (p,q), contributing E[YZJQ],

(Tz) (Za]) = (Q7p)7 Contributing E[Y;]Y_;z] = E[K?] since Y;j = sza

(T3) i =j and p = q with 4 # p, contributing E[Y,;]E[Y, | = p*.

Counting multiplicities, type (T1) gives >_. ; E[Y;7] = ma+m(m—1)b, where a = E[| X, |%]

(since Y;; = (X1, X;) = | X;]|%) and b = E[(X,Y)?] for independent copies X,Y. Type (T2)
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contributes another m(m — 1)b, and type (T3) contributes m(m — 1)u?. Hence

E[Z?] = # (ma +m(m —1)u? + 2m(m — 1)b).

Using pp = k(k + 1), a = k* + 10k® + 25k + 24k, and b = 2k? + 2k, one checks that for all

m,k>1,
15k (k + 1)?

E[Z?] < -

A.2.4 Proof of Worst-Case Lower Bound

We restate Theorem 3.4 below for convenience:

Theorem. Let P € R™*? be a Gaussian oblivious sketch with rows i.i.d. N (0, I;). There
exists a family of matrices F' € R4 such that if m = o(d,(F)/e?), then with constant

probability, there exists g € range(F’) such that

172(9,9) — 72 (9,9)| = Qe)0(g, 9)-

Proof. Fix integers k < r = rank(F') < d and define

F = diag(A, ..., A\, )\, ..., 0,0, ...,0),
{zm} | { o} | { zom}
k r—k d—r

where 1 > 0 will be chosen sufficiently small (as a function of € and fixed constants only).

Then

/175 N WIS WL Wi Wl S

?i(F) kA (r=KnA k7 (r—k)=0(k) forn<1.

Let P = \/%W where W € R™*¢ has i.i.d. (0, 1) entries, and partition

P = (PL7PS"PZ)
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according to the blocks of F, i.e. P, € R™* P ¢ R™*("=k)  Choose

Yr,
g=F"y,  y=|o|, lul.=1
0

for some y. We see that g; = \/XyL. Now, we see that

1
Y i )\IkyL - 57

3(9,9) =g (F+ X)) tg=y FYV2(F + \I) ' FY2y = y]

and

T0(9:9) =g Flg=y Ty =y |3 =1

On the other hand, the sketched quantity equals
7(g,9) =g ' PT(PFP" + X)) Pg.
Since g = F'/?y and F = \diag(I,,nI,_;,0), we have Pg = v/ AP,y, and
PFPT + X\ = X\(P, P +nPsP{ +1I).

Therefore

3 1
73(9,9) =y P (PP +nPsP{ +1) Py,

Decomposing the error, write

|%/\(gag) _T/\(gag)‘ Z T1 _TQ,
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where

1
y P (PP +1)' Py 3|

Tl =

Lower-Bounding T}. Let M := P P, € RE*k Using the push-through identity
Bl (PP} + )P, = M(M + 1),

we have

1
yLM(M+1)" y, — =

1
VLB (PPL + 1) Py — :

2‘:

Let A, ..., \; be the eigenvalues of M and choose y; to be a unit eigenvector corresponding

to an eigenvalue A,. Then

and hence

Al
A +1 2

y MM+ 1)y, — =

1‘_
5| =

1‘_‘ A —1 ’_ A, — 1]

20\, +1)| 20\, + 1)

Using A, + 1 < |\, — 1| + 2, we obtain

1 A — 1] (=1 1
TM(M + 1)~ ——’>*—> S
y MM+ 1)y, 2‘ﬂ&—ﬂ+4_mm{ § 4

Now observe that |M — I||, = max; |\, — 1|, so if |M — I||, > t, then there exists A, with

|A, — 1| > t and the above choice of y; yields

_ 1 ([t 1
y  M(M +1I) 1yL_§’ Zmln{§71}-
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Since P, = \/%WL with W, € R™** i.i.d. Gaussian rows, we have
T Lo
M=P P, =—W, W.
m
Applying Theorem 1.4 to W}, gives

1 [k 3
Pr( 1M —Lly> 5/~ ) > =
2V m 80

On this event we may take t = 11/k/m above, giving

_ 1 ) 1 [k 1
sz(M—i_I) 1yL_§‘2mln{E E?Z}a

with probability at least 3/80.

Upper-Bounding T,. Let A:= PP, +1 > 0and B:= A+ nPsPJ > 0. By Woodbury

matrix identity,
Bl=(A+ nPSPST)*1 = A1 — AP + PSTAflPS)*lPSTAfl.

Hence

AN — B = AP T+ P AP RS AL

Using |y; (-)yr| < |-[2, We obtain
_ _ _ _ _ —1 _
T, < [P (A7 = B YR, = |PI A R (r '+ B AR Rl AT

Define
X:=A"Y2p,,  C:=A"'?p;
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Then P/ A 'Py=X"Cand P{ A"'Py=C"C, so
T, <|XTC(n'r+cC7eC) CTXH <|X}-|cntT+CTC)” CT”
We claim | X |, < 1. Indeed,
X'X=P'A'P, =P/ (PP + D) 'P,=M(M+1)"' <1,

where M = P P, = 0, and the last inequality holds since the eigenvalues of M (M + I)~!
are \/(A+ 1) € [0,1). Therefore | X|% < 1, and hence

HC’ (n'I4+CT0)” CTH

Next, diagonalize CTC and let 02, = ||C||? be its largest eigenvalue. The nonzero

eigenvalues of C(n~'I +CTC)~1CT are

2 2
g; no;

nl+o?  14no?

SO

_ nlCl3
[cm1+cTo) 7| = Trlo <7 nC|3.

Finally, since A > I, we have ||C|, = |A~Y/?Ps|, < | Ps|, and thus

0l Fs3
< < nllPsl3
P 1+l B3 .

It remains to control |FPs|y. Since Py = \/%WS is Gaussian, standard spectral norm

bounds imply that for any § € (0, 1), with probability at least 1 — 4,

—k log(2/6
Iryl < 1 T=E B0,

m
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In particular, if r — k < m and m > log(2/0), then on this event |Ps|y < 3 and hence

T, < 9n.

Choosing Parameters. Fix § := ;& and assume r — k < m and m > log(2/§). This

is possible by choosing r appropriately, e.g., r = k+ m or r = 2k when m < k. Then
the above bound on T, holds with probability at least 1 — 4. By Theorem 1.4, the lower
bound on 7 holds with probability at least 3/80. By the union bound, both events hold
simultaneously with probability at least 3/80 —1/160 = 1/32. On this intersection event,

using the bound from the 7} part,

1 [k 1
7 _ >T, —T, >min{ —1/—,> % — 9.
172(9,9) —7\(9,9)| > T} z_mm{16 m,4} 9n

We work in the nontrivial regime /k/m < 4, so the minimum equals 1—16\/ k/m. Now choose

3

T 5

If m < k/e?, then y/k/m > ¢, and hence
. 1 k1 on > 1 9 1
min<{ —4/—,~ p — —&— ——€ = —©¢.
6Vm af “7T=16° 288" 32°
Therefore, with probability at least 1/32,

N 1
173(9,9) —72(9,9)| > 25°

Recalling that 7,(g,9) = 1 and that d,(F) = ©(k) for n < 1, this shows that whenever

m = o(d, (F)/e?), with constant probability there exists g € range(F') such that

172(9,9) — 72 (9,9)| = Qe)0(9, 9),

116



as claimed. O

A.3 Proofs for Sec. 3.1.3 (Factorized Influence)
A.3.1 Proof of the Barrier of Unregularized Factorized Influence

We first record the factorized counterpart of the sharp barrier for exact preservation
(Theorem 3.1) discussion in Sec. 3.1.3, i.e., Theorem 3.5. While Theorem 3.1 characterizes
exact invariance for general sketches, the factorized sketch P = P, ® Py admits a more

explicit, factor-level injectivity condition. We restate Theorem 3.5 and prove it below:
Theorem. Let A = 0 € R%*4a E > (0 € R4*%e and F := AQFE = 0 € R4adp)*(dadp) et
74 :=rank(A), 7 := rank(E), and r := rank(F) = r4rp. Fix P, € R™a*da P, € R™eXdE,
and define P := P, ® Py € R(mams)x(dade) Then the following are equivalent:

(i) For all g,¢" € range(F'), we have 7y(g,9") = 79(g9,9").

(ii) Pis injective on range(F), i.e., rank(PU) = r for any orthonormal basis U € R(®adz)x"

of range(F).

(iii) P, is injective on range(A) and Py is injective on range(F). Equivalently, for or-
thonormal bases U, € R%4*"4 of range(A) and Uy € R4=*"e of range(F), we have

rank(P,U,) = r4 and rank(PyUy) = rg.
In particular, m4 > r, and mp > rp are necessary, hence m = mympg > r rg = 1.

Proof. The equivalence between (i) and (ii) is exactly Theorem 3.1. It remains to relate (ii)
and (iii) in the factorized setting. Let U, and Uy be orthonormal bases of range(A) and
range(E), respectively. Then U := U, ® Uy is an orthonormal basis of range(F'). Using the

mixed-product identity,

PU = (Py ®@ Pg)(Uy ® Ug) = (P4U,) ® (PgUg).
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Moreover, rank(X ® Y) = rank(X) rank(Y’) for any matrices X,Y. Therefore,

rank(PU) = rank(P,U,) rank(PgUp).

Since rank(P,U,) < r4 and rank(PgyUg) < rg, we have rank(PU) = r rg if and only
if rank(P,U,) = r4 and rank(PgzUg) = rg, which is equivalent to injectivity of P, on
range(A) and Py on range(F).

The dimensional necessity m, > r 4, mp > rp follows immediately from rank(P,U,) <

min{m 4,74} and rank(PgUg) < min{mg,rg}. O

A.3.2 Proof of Factorized Resolvent Perturbation Concentration for

Regularized Projection

This section proves the key technical lemma used in the factorized influence analysis in
the main text (Theorem 3.6). The main technical challenges relative to the i.i.d. sketching
setting are that, for a Kronecker sketch P = P, ® Py, the matrix P'" P decomposes into a
sum of Kronecker-structured error terms rather than a single sample covariance, and P no
longer satisfies the i.i.d. assumptions.

In the following, we prove the factorized version of Theorem 1.2:

Theorem 1.5 (Factorized covariance deviation for K-FAC). Let F = AQ E > 0 and
P = P, ® Py be as above, and fix €,§ € (0,1). Assuming A < ||A|5|E|y, and define the
rescaled regularization levels \g := A/|E|y and A4 := M/|Ally. If

g2 g2

S (dAE(A) + log(1/5))  me—0 (dAA(E) + log(1/6)> |

then with probability at least 1 — 26,

|BT(PTP —I)BJ, < 2 + 3¢2.
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Proof. Write
AA:ZPXPA_IdA, AE::PE—FPE—IdE'

Using (X®Y)'(X®Y)=(X"X)® (YY), we have
P'P—1I4,q,=(P{Py)®(PgPg)— 1, ®;, =0, ®L; +1;, ®Ap+ A, @ Ap.
Therefore, by the triangle inequality,
|BT(P'P—1)Bly <Ty + T, + T, (2)
where
T, =BT (A4 ® IdE)BHQ, T, := HBT(IdA ® AE)BH2, Ty = |B" (A, ® AE)BHQ.

Bounding T;. Let A = UyA, U] and E = UgAgU, be eigendecompositions with
Ay = diag({ai}?jl), Ap = diag({v, ?51)’ and Uy, Uy orthonormal. Then FF = A® E is

diagonalized by U := U, ® Ug, and
B=FY2(F+\)"Y2=UDUT,

where D is diagonal with entries 8;; such that

QY

ma (4,5) € [da] X [dg].

Bij =
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Define A , := U} A ,U,. Then using the basic identity (X @ Y)(Z ®@ W) = (XZ) @ (YW),

T, = [UDUT (A, ® I, \UDU|,
= DU ® Ug)(A4®1,,)(Uy ® Ug) D,

= DU AU4 ® 1) Dlly = [D(A 4 ® I,) D|.

The matrix D(Z A4®I)D is not itself a Kronecker product, but it becomes block diagonal after
a permutation of coordinates. Let IT € {0, 1}(¢a4r)*(dade) he the canonical commutation

matrix satisfying

OXQY)IIT =Y ®X for all conformable X, Y.
Since II is orthogonal, | M|, = |[IIMTII" |, for any M. Thus,

Ty = [ID(A, ® 1,,)DII" |5 = | Dyy(Ly, ® A4) Dl

where Dy := IIDII" remains diagonal. The matrix Dy(I;, ® A 4) Dy is block diagonal with

dp blocks; the j-th block (corresponding to the j-th eigenvalue ;) equals

( )~ ( ) () d 1. 1] .

Hence,

T, = max |[DYA ,DV)|,. (3)
jeldg]

We now compare each DY) to a single dominating diagonal depending only on A. Since
v < |E]; and o; > 0,1
Q75 [0} Q; Q;

< ¢ < : = L
Y, AT+ Ay T o+ MEly o+ AR

“Note that the inequality holds trivially when ~; = 0.
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Define

o o
DEaX := diag ({ a. —{—Z)\E} ) .
7 i=1

Then for each j there exists a diagonal contraction SU) such that
DU — S(j)DglaX — Dglaxg(j), ||5(J‘) ly <1,
and therefore,
[DYA, DD, = |9 D3> R, D=5, < | D3>A . D5
Combining with Eq. (3) yields
Ty < [DR=A D5y
Finally, note that
DA, Dy = (UsDE™)T (] Py — I,) (U DF™).

Let M, := U, Dy**. Applying Theorem 1.2 to M, and sketching P, (with failure probability

d) gives that when

r(MiMy) + log(1/6)>

mA:Q< 82

we have T} < ¢ with probability at least 1 — §. It remains to identify r(MjM,). Since

MM, = (D%2*)? is diagonal with spectral norm at most 1,

_ tr((DmaX>2) _ max\2\ __ A Q; _
r(MaMy) = m = tr((D3™)*) = ; PN W dy(A).
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Thus, under the stated condition on m 4, with probability at least 1 — 4,
T, <e. (4)

Bounding 7T,. The bound for T, is identical by symmetry (and is in fact simpler because
I, ® A g is already block diagonal in the A-first ordering). Specifically, define A B =
Up AgUg and

v %
D®ax .= dj J M = U D%ex,

J=1

Applying Theorem 1.2 to My and Py yields that, when

dy , (E) + log(1/6) )

mE:Q< 62

we have with probability at least 1 — ¢,
T, <e. (5)

Bounding T;. We show that the diagonal D is dominated by a Kronecker product of the
dominating diagonals D}** and DE**, up to a universal constant, provided A < [|A|,[E|,.

For each (i, j),

o _ %
Yooy A
We claim that
Qi7j o 7

_ il g, ) _
aY, AT o+ A vt A

Indeed, Eq. (6) is equivalent (after taking reciprocals of positive quantities) to

(a; + AE)(’Y;‘ +A4) < 3(0‘{)’3’ + A).
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Expanding the left-hand side gives
(; + Ag) (7 +Aa) = v + A4 + 7 g + A A g

Using a; < |A]s, v; < [ Elz, and the definitions A4 = A/|Alls, Ag = A/|E|5, we obtain

)\2

araSA o AeS A Adde = e S

A,
where the last inequality uses the assumption A < |A|5|E|y. Therefore,

(a; + Ap) (v + Aa) < oy + 3N < 3y, + A),
which proves Eq. (6). Taking square-roots yields

o Y
H<\/§ : .
/BZJ_ \/a2+>\E\”Y]+)\A

Therefore, there exists a diagonal contraction S such that

D = V/35(D5»* @ D) = /3(D3™ @ D)8, 1S, <1,
and therefore

Ty = 3|S(Dp*™ ® Dg™) (A, ® Ap) (D™ @ Dp™) S|,

< 3[(DA™ A4 DE™) ® (D™ ApDg™)|,.
Since |[X ® Y|, = | X|2|Y |5, this becomes

Ty < 3| D54 , D3|, | Dp~A g D™ |,.
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On the event where both Eq. (4) and Eq. (5) hold, we obtain
T, < 3¢, (7)

Putting together. By Egs. (2), (4), (5) and (7), on the intersection of the two concen-

tration events (one for P,, one for Py),
|IBT(PTP—1)B|, <e+¢e+3e? =2¢+ 3¢2

The two concentration events each fail with probability at most §, so by a union bound,

the intersection holds with probability at least 1 — 2§. This completes the proof. [

A.3.3 Note on Proof of Theorem 3.6

We note that while Theorem 1.5 is stated with failure probability 2§ and deviation level
2¢ + 3¢2, in the proof of Theorem 3.6, we require it to be with failure probability § and
deviation level €. This is only for notational convenience: given target parameters (g, d),
one may apply the theorem with € := £/10 and 7 := §/2, which yields probability at least

1 —2n=1—6 and deviation at most 2¢ + 3¢ < e/2 < ¢ for £ € (0,1).

A.4 Proofs for Sec. 3.2.1 (Leakage of Projection)

In this section, we prove Theorem 3.8, which we first repeat the statement for convenience:

Theorem. Let {g; ;?:1 C R?, and for each j let g;., denote the orthogonal projection of g;

onto ker(F). Let k' = dim(span({g}vi}?zl)). For any ¢,6 € (0,1), if

g <7« + min (log(k/8), k' + log(1/5))) |

2

then with probability at least 1 — 4, the following holds for all j € {1, ..., k}:

124



« Unregularized: For T} := (Pg)"(PFPT)!(Pgj ), we have

lglallg 12
Amin (F)

min

Tl <e

where \*

min

(F') denotes the smallest non-zero eigenvalue of F.

+ Regularized: For T) ; := (Pg)" (PFPT + XI)"'(Pg; , ), we have

(L, 2P
T30 < elalalg s 5+ 252

A.4.1 Proof Plan for Theorem 3.8

The main organizing step is a deterministic reduction: Theorem 1.6 shows that both
the regularized and unregularized leakage bounds follow once the sketch P satisfies two
concentration conditions with respect to an orthonormal basis U of range(F'): (i) subspace
stability on range(F), |[UT(PTP—1I,)U|, < ¢, and (ii) cross-term control between range(F)

and the kernel direction(s), |[UT(PTP — I,)g} | | < €lgj |l for each j. Indeed, this is

shown formally in Theorem 1.6.

Lemma 1.6. Let {g] ;‘:1 C R%, and for each j let gj., denote the orthogonal projection
of g; onto ker(F). Fiz a realization of P, and let U € R¥>*" be an orthonormal basis for

range(F). Assume that for some € € (0,1), the following two inequalities hold:
() [UT(PTP— 1)Ul <,
(ii) [UT(PTP —1)g; 1 |2 < elgj 1 |o for every j € {1, ..., k}.

Then for any fized g € range(F), the following bounds hold simultaneously for all j €

(1, .., k}:

1+ lgl2lgs, ol

A—0? NP

min

|(Pg)T(PFPT) (P, )| <
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and

Sy (1 20F
(PO (PFPT 4 A1) (P, )| < elalalagll (5 + 2522 )

Proof. We prove the unregulairzed case first.

Unregularized Case. Fix j. Using range(PFPT) = range(PU), let
I, = PUUTPTPU)}(PU)T
denote the orthogonal projector onto range(PU). Then
(Pg)" (PFPT)!(Pg; ) =g" PT(PFPT)Mp,Py; |,

and hence

[(Pg) " (PFPT)(Pg; )| < |(PEPT)! 3| Pyl Tpy Py o

We bound the three terms on the right-hand side.
First, we bound ||(PFPT)|,. Write the compact eigendecomposition F = UXU,

where ¥ > 0 is diagonal and |7, = 1/\}, (F). Since PFP" = (PU)X(PU)T, we have
1 1
(PUE A7

min

[(PFPT), = [(PU)TZI=71, =

(F)

O min

Moreover, assumption (i) implies that all eigenvalues of U' P PU = (PU)"(PU) lie in

[1—¢,1+¢], hence o, (PU)?> > 1—¢ and

1
(1—e)At

min

PFPN|, < .
(PEPT], < 7
To bound ||Pg|,, write g = Uh, we have |Pg|, < /1 + ¢g|, since

|Pgl3 =h"(UTPTPU)L < (1+2)|hl3 = (1+¢&)lgl3.
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Finally, to bound | py;Pg; | [, with U'g; | =0, wehave U' P' Py} | = U"(P'P—1I;)g; |,

hence
M pyPg; (o = ||PU(UTPTPU)71UTPTP93,LH2
< |PULIUTPTPU) JUT(PTP — 1,)g; 1 |-

By assumption (i), |PU|, = 0. (PU) < V1+¢ and |[(UTPTPU) |, <1/(1 —¢). By
assumption (ii), [UT(PTP — 1)9; |2 < €lg) 1 |o- Therefore,
ITE

€
||HPUPQ;‘,L”2 < 5—1 . ||g;,¢

2

Combining the bounds yields

1+e  lgl2lgs, ol
(1—e)?  Au(F)

min

(Pg)T(PFPT)!(Pg )| <e

Regularized Case. Fix g € range(F) and j. Write g = Uh. Set V := PF'/? so that
PFPT =VV'. By the Woodbury identity,

11 1\
(VVT 4™ =<1 — EV(I + XVTV) VT

Therefore, writing Ty ; = (Pg)"(VVT + AI)™! (Pg} 1), we have the decomposition T} ; =

T/\(lj) — T/\(QJ) where

1 —1
59" PTPFY? (I + XVTV) FY2PTPg .

Since ng;-’l =0,

1 1 , 1 , £ ,
T = $l9"(PTP — I)gj | = $|nTUT(PTP — I)g; 1| < Slgllg5 .o

A

using Cauchy—Schwarz and assumption (ii).
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Next, we bound T}). Note that VTV = FY2PTPFY2 » 0, so I + tVTV » I,
which implies ||( + lVTV)_1H2 < 1. Moreover, since range(F'/?) = range(F), we have
F1/2 =T1.F'/? = F1/211, and hence we may insert II. on both sides of each F'/2 factor.

Using sub-multiplicativity and |F/2|2 = |F|,, we obtain

T2 < QIIHF

Since I =UU" and g = Uh,
P Pglly = |UUT PTPU)R|, < |UTPTPU|algl, < (14 2)lgl.,

where we used UTP"PU = I. + UT(PTP — I,)U and assumption (i). Moreover, since

Ulgj, =0,
TP Py} |l =UTPTPg; |, = U (PP —1,)g; 2 < elgj . l2,

by assumption (ii). Hence

I£]
|T>\ | < )\22(1+5)5||g||2||93,L||2~

Combining the two pieces and using € < 1 gives

2P
731 < elalalg s (5 + 252

O

Thus, the remaining work in the proof is to verify these two conditions in the single-

gradient and multi-gradient regimes. We break the proof into the following cases:

1. For a single kernel component g € ker(F):
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e Theorem 1.7: prove the bound for unregularized and regularized case.

2. Extend both cases to {9;@}?:1 C ker(F) with k" = dim(span({g;’l};?:l)):

r+k’+log(1/5) )

e Theorem 1.8: subspace argument with m = () ( —

r+log(k/d) > .

e Theorem 1.9: union-bound argument with m = Q ( =

We now start the proof.

A.4.2 Proof of Single Test Gradient Leakage

Proposition 1.7. Assume g € range(F) and let ¢ € R?. For any €,6 € (0,1), if

m = Q(e2(r +log(1/6))), then with probability at least 1 — 4,

1. Unregularized: Let T := (Pg)"(PFPT)!(Pg)), then

7| < Jglzllg ]y

Al—;ln(F) 7
where A}, (F) denotes the smallest non-zero eigenvalue of F.

2. Regularized: Let T := (Pg)" (PFPT + X\I)"'(Pg), then
o (L 21E]:
73] < ellbloil (5 + 2152 ).

Proof. From Theorem 1.6, it suffices to verify conditions (i) and (ii).
Let S := span(range(F) U {g/}), so dim(S) = r + 1, and let W € R¥>*("+1) be an

orthonormal basis for S. Fix any n € (0,1) and define the event
Em) = {||WT(PTP - IyW| <n}.

On &(n), for any orthonormal basis U € R¥*" of range(F) C S there exists R € R+1x7
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with RT R = I such that U = WR. Thus,
U (PTP—I1,)U|, = |R"W'(P'P—I,)WR|, <n.
Moreover, since g € S, we have g) = WW g/ and [W'g/ |, = |l¢/ |2, and hence
[UTN(PTP—1,)g |, = |[R"W ' (PTP —I)WW g\, < nlg/ l,-
Therefore, on £(n) the assumptions of Theorem 1.6 hold with parameter 7.

Unregularized. By Theorem 1.2 applied to S, if m = Q(((r + 1) + log(1/8))/n?), then

P(&(n)) > 1 — 4. Taking n = /4 and applying Theorem 1.6 yields

e 1+e/4  lglalgils
4 (1—e/4? Au(F)

As in the previous argument, e < %, hence the prefactor is < €.

Regularized. Taking n = ¢ and applying Theorem 1.6 gives

s (1, 21F)
731 < elalaloils (5 + 252 ).

]

This result shows that, in the unregularized case, the kernel leakage term decays at rate
O(m~'/?), with constants that depend on the smallest non-zero eigenvalue of F. On the
other hand, in the regularized case, the kernel leakage term also decays at rate O(m~1/2),
but with constants depending on | F|, and the regularization parameter A. This dependence

reflects the sensitivity of the pseudoinverse to near-degeneracies in the spectrum of F.
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A.4.3 Proof of Multiple Test Gradients Leakage

Having established the deterministic reduction in Theorem 1.6, we now show how to enforce
its two assumptions uniformly over multiple test gradients. First, we observe that the
previous analysis naturally generalizes by considering the subspace spanned by all test

gradients.

Proposition 1.8. Let {g;-};?:1 C RY, and for each j let g;,L denote the orthogonal projection

of g; onto ker(F). Let k' = dim(span({gg-’l}é?:l)). For any €, € (0,1), if

= Q) (r—l—k +210g(1/6)> 7
£

then with probability at least 1 — 0, the leakage bounds in Theorem 1.7 hold simultaneously
forallj € {1,... k}.

Proof. Let S := span(range(F) U{g;-,l}?:l), so that dim(S) = r+ &', and let W e R4x(m+K)

be an orthonormal basis for S. By Theorem 1.2, with probability at least 1 — 4,
[WH(PTP —I)W[, <e,
provided that m = Q(¢72(r + k¥’ + log(1/4))). On this event, for all z,y € S,
T (PP —ILyy| = |(WT2)TW(PTP—I,)W(W'y)| <elzfs]yl..

Now let U € R4*" be an orthonormal basis for range(F). Since range(F) C S, the

columns of U are contained in S, and hence

|[UT(PTP—1)U||, < [WT(PTP—I,)W| <e.
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Moreover, for each j, using that U has orthonormal columns and range(F') C S, we have

[UT (PP~ 1gj |, = sup [aTUT(PTP — I)g; .
Jal,=1
= sup ’xT(PTP_Id)g;,J_‘ < 5||9;,¢

z€range(F)
|zl2=1

‘27

where the last inequality applies the bilinear bound above with x € range(F) C S and
Yy = g;7 | € 5. Thus, the assumptions of Theorem 1.6 hold simultaneously for all j, and the

corollary follows by applying Theorem 1.6. [

While Theorem 1.8 is effective when the test gradients are low-dimensional, as g;. € R?
lies in high dimension, it is almost certain that &” will be large, and most likely k¥’ ~ k. In
this case, by directly controlling the concentration of the bilinear form, we can obtain a

bound that scales only logarithmically with the number of test gradients.

Proposition 1.9. Let {g; le C R?, and for each j let gj.1 denote the orthogonal projection
of g; onto ker(F). For any ¢,0 € (0,1), if

0 (r+log(k/6)> |

2

then with probability at least 1 — §, the leakage bounds in Theorem 1.7 hold for all j €

{1,..,k}.

Proof. Let U € R¥™ be an orthonormal basis for range(F). We will verify the two

assumptions of Theorem 1.6 uniformly over {g; L}le. Since Theorem 1.6 incurs a benign

factor (11:“52 in the unregularized case, we will run the concentration argument below with

accuracy parameter €/4; the resulting constant-factor strengthening is absorbed by the €(+)

sample complexity.
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Controlling |U"(P"P —1,)U|,. By Theorem 1.2 applied to the r-dimensional subspace

range(F'), with probability at least 1 — §/2,
[UT(PTP - 1)Ul <,
provided that m = Q(e72(r + log(2/9))).

Controlling |U"(P'P —1;)g; | |, for all j. Fix g| € ker(F) with |g) |, = 1. Note that

|[UN(PTP —1,)g) s = sup [(Ua) (P'P—1I,)g\|= sup [z'(P'P—1I,)g],

acST1 reUSr1

where US™™! = {Ua: a € R",|a|, = 1} is the unit sphere in range(F).
By the polarization identity "y = 1(|z + y|3 — | — y|3), the bilinear form can be

written as:

/ / / 1 / /
2 (PTP—1Iy)g, = 7 (IP@+ gDl —le+g113) — 7 (IP(z = g1z — |z — g1 12)

AN

To bound this uniformly over x € US" !, define the set T = T, UT_, where T, =

{x+g):xze€US™1}. It follows that

1
sup |z (PTP—1,)g\| < §SUP|HPZ||§ — [=l31.
rxeUST1 zeT

Define the sub-Gaussian stochastic process Y, = | Pz|, — ||2||y for z € T, similar to the
proof of Theorem 1.1. Applying the Talagrand comparison inequality [225, Theorem 3.2],

with probability at least 1 — 2e™%,

C
Szlelg!HPsz — lzl2] < \/—E(W(T) +Vu - rad(T)).

We analyze the radius and Gaussian complexity of T:
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e rad(T): Forany z€ T, z=x 4 ¢/ . Since x L ¢| as z € range(F) and g/ € ker(F),

the Pythagorean theorem gives ||z|3 = |z]3 + ¢\ 3 = 1 + 1 = 2, giving rad(T) =

V2 =0(1).

« ¥(T): By definition, v(T') = E[sup__.[(h, 2)[] for h ~ N(0,1;). For 2 =z + g/, we
have (h,z £ g,) = (@)  (h,g}). Thus,

AT)<E| sup |(nahl| + ]G,

The first term is the Gaussian complexity of the unit sphere in an r-dimensional

subspace, which is bounded by +/r. The second term is E[Z] for Z ~ N (0,1), which
is \/2/m. Overall, v(T) < /T + \/2/7 < /T

With again |a? — b%| < |a — b|(|a — b| + 2b) with a = |Pz|, and b = |z|, = V/2, we have

2— z 2 i ura i ura ra
supl P13 — [213] < S=(2(7) + v d(T))( (D) + varad(T) +2 d(T)).

Distributing the terms and substituting rad(T) = v/2 and v(T) < /7 + 1, we have

r+u r+u
sup|| Pz[5 — [2[3] < C( +4/ ) :
zeT m m

Setting u = log(4k/d) ensures that 2e™* = §/(2k). Hence, for a fixed g/, we have

[UT(PTP —1,)g |, < e with probability at least 1 — §/(2k), provided that m = Q((r +
log(k/8))/€?). By a union bound over j € {1,...,k}, the bound holds simultaneously for
all k test gradients with probability at least 1 — 6/2.

Finally, taking a union bound over the two failure events (the subspace event and the k
bilinear events), the same argument (with ¢ replaced by €/4) yields that with probability
at least 1— 0, [|[UT(PTP — Id)UH2 < e/4 and

[0 (PTP—1,)g; 1|, < (e/4)lg} 1l for all j € {1,..., k}.
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On this event, we apply Theorem 1.6 with parameter £/4. The regularized leakage bound

then holds with prefactor £/4 < e. For the unregularized leakage bound, we obtain

1+e/4  lgl2llg) s lgll2llg;, .12
Pa) T (PFP ) (PJ. <f. . J> b it
(PO (PEP)PG NS T Gear M) = AP
. 1+e/4 20 . .
using 72 < % as in Theorem 1.7. This completes the proof. [

A.5 Proofs for Sec. 3.2.2 (Leakage of Factorized Influence)

In this subsection, we extend the leakage analysis in Appendix A.4 to the factorized

influence setting. We consider curvature matrices of the form
F=AQE e Rldadp)x(dadp)
where A > 0 and F > 0. We analyze a factorized sketch
P = P, ® Fpg, P, € Rmaxda Pp e Rmexds,

so that P € R(Mmame)x(dade) = Rm*4 with m = m mp and d = d4dp. Throughout, we
assume P, and Py are both oblivious sketches as defined in Theorem 3.2. We will show
that the only new work needed is to bound the cross-term quantity |[UT(PTP —1I)g/ |,
(for kernel components g € ker(F')) appearing in Theorem 1.6 via factor-level primitive

bounds.

Theorem. Let AJE = 0 and F := A® FE, and let P = P, ® P, with P, € R™4*4 and
Pz € R™e*de. Let 1, := rank(A), rp := rank(E), and r := rank(F) = r 7.
Let {9;'}?:1 C R%9s be test gradients of the form g; = a; ®e;. For each j, define

the kernel component g} | = Il (9]

. /7 / / . /
- Write a; = o}, + a;, with a} € range(A)

and a;, L range(A), and similarly e; = e} + €} . Define k, := Zf:l 1(a} , # 0),

kg = Zle 11(62-,L #0), and k) = dim(span({a;‘,L}?:l))a kg = dim(Span({e;’l};’?:l)). For
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any €,6 € (0,1), if

(4 +minf{log(¥8), ¥, +log(})} (75 + min{log(*2), k; + log(})}

then with probability at least 1 — 4, the following bounds hold simultaneously for all

jed{l, ..., k}:
+ Unregularized: [7y(g, ;)| < elgl2lg] 1 l2/ Mnin(F)-

. ~ ’ Y2 2| F
e Regularized: |7'/\(g,gj7L)| < 5||g||2||gj7L||2(§ + %) for any A > 0,

Setup and Notation. We fix orthonormal bases U, € R%4*"4 and U, € R4=*"E for
range(A) and range(FE), respectively, and write U := U, ® U, for the induced orthonormal
basis of range(F') = range(A) ® range(E) (so r = rank(F) = r 7g).

For factorized test gradients ¢’ = a’ ® ¢/, we decompose a’ = a|’| +a/| with a|" € range(A)
and a’ 1 range(A), and similarly ¢’ = e|" + €', . The orthogonal projection of g" onto ker(F)
is

gy =a ®¢€| +a) Qe +a) Q€. (8)

In particular, g € ker(F'), so (as in the i.i.d. case) it suffices to analyze leakage terms with

kernel components g/ € ker(F).

A.5.1 Proof Plan for Theorem 3.9

The factorized proof follows the same structure as the i.i.d. sketch case in Appendix A.4:

1. Deterministic reduction to two concentration conditions. By Theorem 1.6, it
is enough to verify (i) subspace concentration on range(F), i.e., [UT(PTP—I)U|, < ¢,
and (ii) cross-term concentration |UT(PTP — g} |2 < elg) .|, for the relevant

kernel components {g/; J_}?zl'
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2. Stability on range(F) = range(A) ® range(E). We control |[UT(PTP —I)U|, by

bounding the corresponding factor-level deviations on range(A) and range(E).

3. Cross-term via Kronecker reduction with primitive bounds. We expand
PTP — I into factor sketch deviations and use Theorem 1.11 to reduce the cross-
term |UT(PTP —1I)g; |, to a collection of factor-level primitive quantities. These
primitives are then controlled uniformly over the k test gradients using either a union
bound over the nonzero out-of-range factor components (yielding the logarithmic
dependence on k4, kj) or a subspace argument on their spans (yielding the £/, k7

dependence); see Theorem 1.12.

4. Conclusion. Plugging the primitive bounds into Theorem 1.11 and then into

Theorem 1.6 yields Theorem 3.9.

The single-gradient proofs in Theorem 1.7 (and the uniform extensions in Theorem 1.8)
depend on Ponly through two inequalities in Theorem 1.6. In the factorized influence setting,
the only additional step is to control the cross-term |[UT(PTP —I)g/ |, for g| € ker(F)

from factor-level primitive quantities. Define the factor sketch deviations
Ay = PATPA—IdA, Ag ::PgPE—IdE.
A direct expansion shows
P'P—1I;4 =08, +1;, ®Ap+A,0Ap. (9)

The same expansion also makes the stability condition in Theorem 1.6 explicit.

Lemma 1.10. Assume |[UjA Uy, < € and U AgUg|, < € for some e € (0,1). Then

with U = U, ® Ug,

U (PTP— DU, < |Us AUl + 1Ug AUzl + 1U4 A aUal2|Ug A gUglly < 3e.
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Proof. Using Eq.(9) and U" = (U, ® Ug)" = U, ® U, we have
U'(PTP—DU = (U A Uy) @I + 1, ® (UgAgUp) + (Ui ApaUy) ® (Ug AgUp).

Taking operator norms and using | X ® Y|y = | X||Y|» gives the claim. O

Lemma 1.11. Fiz P, P; (hence P), and let Uy, Uy be orthonormal bases for range(A)
and range(E), and U = Uy ® Ug. Let ¢ = o’ ® €/, decompose o’ = a| + a’ and
e = e|’| + €'\, and let g/ be the orthogonal projection of g’ onto ker(F') given by Eq. (8).
Define A 4 := P P,y — I, and Ap = Pj Py — I

Then

[UT(PTP —Dgll, < U4 A0 lallefllz + lajll Uz Apel I,
+ UL A saflo|Uz Apel | + 1US A pa! [o| Uz Apejll,  (10)

+ UL Axa! 12|Ug Agel ;-

In particular, if for some € € (0,1),
[UsBazls <elzly forz €{aj,al},  |UgApyls <elyly forye{e),ei}, (1)
then
[UT(PTP—1)g\ I, < (2e+3€%)(lajllle’ I+ la’ l2lef Iz + o Il l2) < 5v3elg? - (12)
Proof. Start from the decompositions Egs. (8) and (9):
(PTP—1)g) = (A4 ®@I+I®Ap+ A, ®Ap)(a)®€| +a| ®ej+a] ®e)).

Expanding gives nine Kronecker products. Applying U' = UX ® Up yields the explicit
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expansion

U'(PTP—1I)g,

= (U A49)) & (Uge) + (U A4 ) ® (Uge)) + (U A0 ) @ (Uge!,) (13)
| —— | —— | — 7 —
(A 4®I)(a|®e]) (A4®I)(a] ®e|) (A 4®I)(a), ®e)
+ (Uaa)) ® (UpApel) + (Ugal) @ (Up Apej) + (Ugal) ® (Up Apel) (14)
| — 7 — | — 7 — | — 7 —
(I®A g)(a]®e’) (I9A ) (a] 8e]) (I®A p)(a, ®¢),)

+ (U Asa)) ® (UpApel) +(UgA4al) ® (UpApe)) +(UgAyal) ® (UpApel ).
—— 7 — | — 7 — | S— 7 —
(Aa®AR)(a|®e]) (AA®AE)(a] ®e)) (A ,®AR)(a), ®¢))

(15)

Since Uja| =0 and UL e/ = 0, four terms vanish, leaving the five nonzero contributions

U'(PTP—1I)g, (16)
= (UjA40a)) ® (Uge)) + (Uja)) ® (UgAge|) + (UjAqa)) ® (UgAge) (17)

+ (UiAqad)) ® (UgAge)) + (Ui Aqa)) ® (UgAge)). (18)

Taking Euclidean norms and using |u ® v||y = |u|s|v]s, together with ”UXCL‘/| l2 = llajll
and ||Uge"| Iy = ||e|'| I, yields Eq. (10).

Under Eq. (11), the first two (single-factor) terms in Eq. (10) are bounded by &a’, [5] €]l
and 5||a‘/| l2ll€’ |2, respectively. The last three (product) terms are each bounded by
e2|a’|,|e’ |y, where a’ can be either aj or a’, same for e/. Summing and regrouping
gives the first inequality in Eq. (12).

For the second inequality, note that the three summands in Eq. (8) are pairwise

orthogonal (since a| L a’ and ¢/ L €/ ), so

l913 = llaj 3113 + lal I31e)l3 + la’ I3 1€’ 13-
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By Cauchy—Schwarz,
lajl2le’llz + o lalleflz + la’ lallel Iz < V3]g? .

Since ¢ < 1, we have 2¢ + 3¢2 < 5¢, yielding the second inequality in Eq. (12). O

Theorem 1.11 shows that to apply Theorem 1.6 in the factorized influence setting, it
suffices to control factor-level deviations |U] A 4 ()|, and |Ug A g(+) ], on the relevant vectors.
Once these are controlled with parameter €, the cross-term condition |[UT(PTP —1I)g/ |5 <

€|’ |, holds with &€ = O(e).

A.5.2 Proof of Concentration of Factor-Level Primitives

We now show how to obtain the factor-level bounds Eq. (11) with high probability from
the same concentration tools used in Appendix A.4.3. The key point is that the K-FAC
structure allows us to control the relevant quantities by augmenting and controlling U,

and Uy separately, rather than working in dimension d ,dj directly.

Proposition 1.12. Let {g] ;?:1 with g; = a;®e}, and let g | be the projection onto ker(F).

/

Define Uy, Uy as above and write a’; = a’; i

’ ’
] il T and €} = e

+ e;-l. Denote

k k
kg= Z 1(a;, #0), kg = Z 1(ej ) #0),
j=1 j=1
and also,
Ky = dim(span({a;,L}?:l))a kg = dim(Span({e;,L}le)).

Assume P, and Py satisfy the same sketch assumptions as in Theorem 1.2 (independently

across factors). Then, for any €,d € (0,1), if

my =0 (rA + min{log(k:Ag;S),sz4 + log(l/é)})
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and

mg =9 (E + minlog(k/9), Ky + 1og<1/5>}>

£2
then with probability at least 1 — &, the following bounds hold simultaneously for all

je{l,...,k}:

UL (P{ Py — I)a;,u l2 < 5“@;,” 2, |UA(Py Py — Iaj |

|2 < elaj [,
and
|Ug (Pg P — I)e;,u la < 5”‘3;7” 2, |Ug (Pg Pz — Ie; lla < elej L,

Consequently, the cross-term condition
||UT(PTP - I)Q},L||2 < 5\/§€||g;',J_”2

holds for all j simultaneously.'®

Proof. We prove the A-factor bounds; the E-factor bounds are identical. Firstly, by

Theorem 1.2 applied to the r,-dimensional subspace range(A), with probability at least
1—-46/4,
[U}(P] Py~ DU, < ¢,

provided m, = Q(e72(r4 + log(4/d))). Next, to control U, (P, P, — I)a} | |, uniformly

over j, we use either:
(i) a union bound over the k, nonzero vectors {a;’ 1}, giving a log k4 dependence, or

ii) a subspace argument on span(range(A) U {a’ ,}* ,), giving a dependence on k.
3,LJ5=1 A

These two routes yield the stated min{logk 4, k¥, } dependence.

Concretely, route (i) follows exactly as in Theorem 1.9: for a fixed unit vector v L range(A),

15 Equivalently, one can run the primitive bounds Eq. (11) with accuracy €/(5v/3) to obtain a cross-term
tolerance of €; this only changes m 4, m g by constant factors in the Q(-) conditions.
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|U4 (P{ Py — I)v|, < € holds with probability at least 1 — §/(4 max{k,,1}) provided

S (rA + log(4n;gx{kA, 1}/5))

and a union bound over the nonzero a;-’ | gives the desired uniform control.
On the other hand, route (ii) is obtained by applying Theorem 1.2 to the (r4 + k’y)-
dimensional subspace span(range(A) U {a’ l};?:1), which yields the same uniform bound

with

T4+ kY + log(4/5)>
g2 )

For a;. | € range(A), the desired inequality follows deterministically from the operator-norm

event:

|U& (P4 Py — Daj o = UL (P4 Py — DU4 (U1 a5 )

<UL (P Py = DUl - aj Iz < elaf 1

Repeating the above argument for the E-factor and union bounding the A and FE events
gives the four primitive inequalities simultaneously for all j. The claimed cross-term bound

then follows by Theorem 1.11. ]

On the event in Theorem 1.12, Theorem 1.11 gives the cross-term condition required by
Theorem 1.6. The stability condition on range(F') follows from the factor operator-norm
events via Theorem 1.10. Thus Theorem 1.6 applies and yields the stated unregularized

and regularized leakage bounds for g;-’ |, uniformly over j.
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B Appendix for Chapter 4: RL Data Attribution

B.1 Detailed Experimental Setups
B.1.1 Standard RL Environments

We offer a detailed description of the RL environments used in our experiments in Table 3.
Gymnasium and Highway are licensed under MIT license; MiniGrid is licensed under

Apache-2.0 license.

B.1.2 Experimental Setups for Standard RL

Training setups. We adopt Stable-Baselines3?? [230] (MIT license) as our training
framework for the standard RL experiments. We use PPO [77] as our RL algorithm and
adopt the default training hyperparamters and network architectures for most environments

unless otherwise specified.

+ Training hyperparameters: We use n_steps=2048 (i.e., n = |B¥)| = 2048),
batch_ size=64 (i.e., |B§k)| = 64), n_epochs=10 (i.e., each rollout buffer will be used
for 10 epochs), learning rate=>5e-3 with optimizer=SGD in all environments except
BipedalWalker, for which we use 3e-4 with Adam. total timesteps per environment
are: 102,400 for FrozenLake (50 rounds), 81,920 for MiniGrid (40 rounds), 102,400
for Acrobot (50 rounds), 204,800 for Highway (100 rounds), 307,200 for LunarLander
(150 rounds), 1,024,000 for BipedalWalker (1000 rounds). Other hyperparameters
include ent_ coef=0.0, clip_ range=0.2, gamma=0.99, gae lambda=0.95, vf coef=0.5,

max_ grad_norm=0.5.

Yhttps://minigrid.farama.org/environments/minigrid/EmptyEnv/
"https://gymnasium.farama.org/environments/toy_text/frozen_lake/
8https://gymnasium.farama.org/environments/classic_control/acrobot/
Yhttps://highway-env.farama.org/environments/highway/
Phttps://gymnasium.farama.org/environments/box2d/lunar_lander/
“https://gymnasium.farama.org/environments/box2d/bipedal walker/
2https://stable-baselines3.readthedocs.io/en/master/index.html
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e Network architectures: For FrozenLake, Acrobot, Highway, LunarLander, and
BipedalWalker, we use the default MlpPolicy in Stable-Baselines3. This policy uses
two-layer MLP networks (64 hidden units per layer), taking the flattened observation
as input. For MiniGrid with image input, we use an adapted CnnPolicy with a
custom feature extractor. The extractor comprises two convolutional layers (with 16
and 32 filters respectively, and 3x3 kernels) followed by a linear layer of 64 hidden

units.

Evaluation setups. We evaluate the stochastic performance of each policy myx at every
training round k by averaging returns over multiple evaluation episodes. Specifically, we run
1000 episodes for LunarLander, Acrobot, MiniGrid, and FrozenLake; and 100 episodes

for Highway and BipedalWalker.

B.1.3 Experimental Setups for RLHF

We follow Hugging Face [104] to set up this experiment. The base model is a 2.7B parameter
GPT-Neo model [105] (MIT license).

Training setups. We adopt TRL?® [231] (Apache-2.0 license) as our training framework
to fine-tune the based model via PPO. We employ LoRA [163] to perform PEFT fine-
tuning, with a rank of 16, o of 32 and dropout of 0.05. The dataset for PPO training is
real-toxicity-prompts®! [232] (Apache-2.0 license). For each example, we extract the
first 10-15 tokens as a prompt, generate a 30-token continuation, and score it with the
reward model, a toxicity detector LFTW R4 Target?[233]. The reward signal is the raw
logits of the label “neutral” of the detector.

The naming of the hyperparameters in TRL slightly differs from the ones in Stable-

Baselines3. Here we stick to the naming in TRL to report the hyperparameters and clarfy

Bhttps://huggingface.co/docs/trl/index
Y https://huggingface.co/datasets/allenai/real-toxicity-prompts
https://huggingface.co/facebook/roberta-hate-speech-dynabench-r4-target
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their meanings using our notations. We follow Hugging Face [104] to use batch_ size=256
(i.e., n = |[B®)| = 256), mini_batch_size=1 (i.e., |B§k)| = 1), ppo_epochs=4 (i.e., each
rollout buffer will be used for 4 epochs), learning rate=1e-5 with Adam optimizer, and all
other default hyperparameters in TRL. We train for one epoch over the training dataset,

which amounts to 109 rounds in total.

Evaluation setups. We evaluate the performance of each policy myx) at every training
round k. Evaluation is performed on Wiki-Toxic?%, which is of a different distribution
than the training dataset. For each toxic sample, we use the full sample as the prompt
(significanlty longer than used in training and thus more likely to elicit toxic continuations),
and generate a 30-token continuation (same as the training setup). We then evaluate
the toxicity of the generated continuation using another toxicity detector da-electra-
hatespeech-detection?’. Evaluation is conducted over 400 samples, and we report the

mean toxicity probability.

B.2 Additional Experimental Results
B.2.1 More Demonstrations of Harmful Records

Harmful records for learning across training rounds. We examine the bottom

fretw in different training rounds k and present the results in Fig. 28. (Results

records w.r.t
in the main paper, Fig. 8(a), corresponds to k = 5 here.)
Across all three snapshots (k = 2,5, 10), the bottom records share a clear and consistent

pattern: inaccurate advantage estimate, rewarding the agent for a poor action (moving

away from the goal) and penalizing the agent for a good one (moving towards the goal).

Harmful records in complex environments. We look into two complex environments.

In BipedalWalker (locomotion), our analysis reveals bottom records where the agent was

Zhttps://huggingface.co/datasets/0xAISH-AL-LLM/wiki_toxic
Y"https://huggingface.co/alexandrainst/da-hatespeech-detection-base
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=5 (c) k=10

Figure 28: Bottom records in different training rounds in FrozenLake. Arrow
indicates action, green/red indicates positive/negative A.
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incorrectly penalized with a large negative advantage for executing a successful recovery
move (e.g., applying corrective torque with a deeply bent knee (~35°) during landing or
push-off). (We omit the visualizations for this environment as it does not conveniently
support rendering given status vectors; the above analysis is done based on direct analysis
of values in status vectors.) In Pong (Atari), we find that bottom records filtered by IIF
consist of uninformative transitions (the ball being out of play or already moving away
from the agent) that receive (inaccurately) high advantage estimates. By filtering out these
samples, IIF achieves significant improvement in training efficiency. These results show
that 1) bottom records feature inaccurate advantage estimates; 2) IIF is effective, holding

generally across different environments. Examples are shown in Fig. 29.

B.2.2 Quantifying Phase Change via Weighted Graph Roughness Analysis

Measurement protocol. We provide full details of our quantitative investigation.

For each round k, we build the similarity graph G, using records with positive influence
scores in B®) and their influence scores [97]. We embed each record z; as a node in
the graph, with the node value being the L_ -normalized influence score fi = L/,
the node embedding being the record embedding e, extracted by a well-trained network

(obtained at the end of the PPO training). We set edge weights by a Gaussian kernel w,; =
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frame 0 frame 1 frame 2 frame 3

frame 0 frame 1 frame 2 frame 3

frame 0 frame 1 frame 2 frame 3

Figure 29: Bottom records for the Pong. The top and middle figures correspond to the
case where the ball it out of play. The bottom figure corresponds to the case where the ball
is moving away from the agent. (Note that in Pong, the ego agent is the one on the right.)
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exp(—|le; —e;]|?/o?) with o chosen via the median-distance heuristic. We retain each node’s
u nearest neighbors when building the similarity graph. This reduces computational cost.
In practice, we find that varying u from 20 to 100 has little effect on the roughness measure.

With the graph G, built, we compute the graph roughness as follows:

2

wg (I —1)?
Roughness(§,) = ——2 d d

i<j Wi

We repeat this process for all rounds k£ and plot the change of roughness over rounds.

1.0
=2 o.08
0.8 0
0 0.06 ¢
= <
. S o6 0.04 @
Target behavior S E 3
0.4 0.02 &
0 10 20 30 40
Round
@ same q, positive 4 (2] semantically similar s, same a, positive 4 9 No clear patterns
(@=2,A=27.9) | (a=2,A=206) | (a=2, A=212) (@=2,A=138)| (a=2.A=7.8)| (a=2, A=22.6) (@=2,A=157)| (a=2, A=13.1) | (a=2,4=83)
different a, negative A semantically similar s, different a, negative A
(a=0, A=-10.4) (a=0, A=-3.3) | (a=1, A=-3.6) (a=1, A=-11.7) (a=0,A=-4.5) | (3=1, A=-16.7) (a=1,A=-43) | (a=1, A=-9.9) (=1, A=-18.6)
\ \ 7/ y — / N\ / \
| N / - N/ !

Figure 30: Phase change of top records in Acrobot.

Results in more environments. We study another environment Acrobot, investigating
the phase change and measuring the roughness metric across rounds. The results are
presented in Fig. 30. We observe a consistent trend of the three phases, aligned with the
findings discussed in Sec. 4.3.2.

In Phase 1, top records include those with the same action and positive A, and those
with alternative actions and negative A. Roughness is high in this phase. In Phase 2,

semantically similar records (that consistently show the action-advantage association)
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emerge as top records; roughness decreases significantly in this phase. In Phase 3, learning

approaches convergence and the semantic clustering stabilizes; influence scores become

dominated by noise, causing roughness to show minor fluctuations.

B.2.3 Additional Results for Single-Round Intervention

Influence-guided intervention

Random drop

FrozenLake FrozenLake
o
% 0.051 : é 0.00 r—mo “5a ST G T &
a 0_00@&&&—@5@?5@?%@ ool B
0 5 10 15 20 0 5 10 15 20
Acrobot Acrobot
g 1001 ? 0”@ 77777777777 B - o e e e e o e -
£ ®s thi
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Round Round

Figure 31: Boxplots of A return for single rollout interventions in four environ-
ments, comparing influence-guided intervention (left) with random drop (right).
We perform intervention for each iteration independently by removing bottom records and
then retrain the model. The A return is calculated as the difference between the return
from the model trained on the filtered dataset and the original dataset. Results are shown
for three random seeds.

Fig. 31 (as an extension of Fig. 10) presents the results of single-round interventions in
four environments, additionally comparing with the random baseline that discards a similar

amount of records.
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We discuss several key takeaways: (1) Influence-guided intervention mostly leads to
performance gains, while random drop mostly leads to performance degradation. (2) When
standard PPO fails to improve (e.g. a dip at round k& = 9 in Highway; see Fig. 11), the
attribution signal can become unreliable, producing negative A return (see Fig. 31 at
k =9 in Highway), leading occasionally to interventions that fail to bring any improvement.
However, as long as PPO’s overall trend is upward, our intervention can effectively purify
the learning and drive net improvement over the full run.

We also note that while our approach has a flavor of variance reduction, in the sense that
it removes outlier gradients, it is fundamentally different from standard variance reduction
techniques such as Generalized Advantage Estimation [234] or baseline extraction [77, 91].
In particular, the analysis in Sec. 4.3.1 shows that our method identifies genuinely harmful

rather than useless samples, and thus has a bias-correction effect.

B.2.4 Advantage-Based Heuristic

Method. Sec. 4.3.1 characterizes the properties of the bottom harmful records—sign
mismatch and large magnitude errors. Inspired by these findings, we design the following

two heuristics for experience filtering:

« Heuristic 1: We discard records with opposite signs for A and A. Among these
records, we sort them by |A — /i\ and discard the top p% records with the largest

€rror.

o Heuristic 2: We discard records with opposite signs for A and A. Among these
records, we sort them by A - A and discard the bottom p% records with the smallest

product (i.e., the most negative).

Implementation. These heuristics fundamentally rely on obtaining a reliable estimate of

the true advantage function, fi”(s, a), for each training record. We obtain A using Monte
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Carlo (MC) estimates, i.e.,

A™(s,a) = Q"(s,a) — V7 (s) =E [nykrt+k|st =s,a, = a:| —E [nykrt+k|st = s:| ,
k k

In environments with small, discrete state and action spaces, we can leverage the
collected rollout buffer B®) to obtain the estimate A™®  as B® itself would include
multiple occurrences of (s,a) pairs or visits to state s, allowing for empirical averaging.

However, in environments with large discrete or contiunous state/action spaces, specific
state-action pairs (s, a) are rarely encountered multiple times in B*). Accurately estimating
A”e(“(s,a) for each record in these more complex settings would require resetting the
environment to the specific s and then performing numerous independent rollouts under
policy mywx . This procedure is generally computationally infeasible.

For consideration of computational efficiency, in our study below, we limit to environ-
ments with discrete state and action spaces, where we compute A using the collected rollout

buffer B¥)| instead of performing additional sampling in the environment.

Results. Fig. 32 compares the two advantage-based heuristics against IIF and standard

training in FrozenLake and MiniGrid.
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Figure 32: Test returns over training rounds for the two advantage-based heuris-
tics, compared with IIF and standard PPO. Results are averaged over three random seeds.

In FrozenLake, a small discrete environment, both heuristics closely match IIF’s learning
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curve and final return, and substantially outperforms standard PPO. This result serves as
a validation of our initial findings in Section 4.3.1, confirming that transitions exhibiting
sign mismatch or large advantage estimation errors are indeed key properties of harmful
experiences, and that filtering based on these properties can significantly improve training
efficiency.

However, in MiniGrid, which features a significantly larger state space, the advantage-
based heuristics fail to improve upon the standard PPO baseline and in fact even degrade
performance. There are two possible reasons. (1) The advantage estimates A are noisy
due to the limited number of repeated visits per (s,a) and s in B*), leading to inaccurate
filtering. (2) These heuristics rely solely on the relationship between estimated and true
advantages; in comparison, ITF’s influence score, derived from gradients, captures a broader,
more nuanced set of characteristics of harmful records. This richer representation allows
ITF to perform effective filtering when simple advantage heuristics fail.

In summary, these results validate our core insights: properties like sign mismatch and
large estimation errors are indeed indicative of harmful training records. At the same
time, their failure in more complex environments highlights the limitations of these simple
heuristics. Our IIF framework, by contrast, is more generally applicable; its influence
scores capture a broader and more nuanced understanding of records’ values beyond simple

advantage discrepancies, enabling effective filtering even in complex domains.

B.2.5 TD Error Based Heuristic

Motivation. Prioritized Experience Replay (PER) [100] demonstrate that reweighting
transitions in proportion to their temporal-difference (TD) error accelerates learning and
improves performance in off-policy methods. TD error serves as a useful heuristic,
indicating how “surprising” or “important” a transition is for updating the value function.
While PPO is an on-policy method that typically uses a smaller, on-policy rollout buffer

rather than a large replay buffer like those in off-policy algorithms, the core idea of focusing
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learning on more impactful experiences remains relevant. Inspired by PER, we investigate
integrating a TD error based reweighting mechanism into the PPO training process to

prioritize samples within its rollout buffer.

Implementation. For each transition (s;,a;,r;,s;) collected and stored in the rollout

buffer B¥)| we first compute its TD error. The TD error for record i is defined as:
6 =1 + VT (s7) — VT (s;),

where V™o® denotes the current value function estimate (under the current policy myux) ).
We then assign a priority to each record using a rank-based approach following Schaul et

al. [100]. We sort all transitions in the buffer B*®) in descending order based on the absolute

value of their TD error, |§,|. The base priority for transition i is set as F, = 1/rank(i),

where rank(i) denotes the rank of transition i. Then, the probability of sampling record i is

P
w; = ﬁ, where o = 0.6 (following Schaul et al. [100])
jeBk) ~J

This weighting scheme ensures that transitions with larger absolute TD errors receive higher

emphasis during the PPO optimization steps.

Results. We evaluate the performance of the TD error based reweighting heuristic by
comparing it against our IIF and standard PPO on FrozenLake and LunarLander. Fig. 33
presents the test returns over training rounds for these approaches.

In FrozenLake, a simple environment, both TD error and IIF accelerate convergence,
reaching optimal return sooner. The TD error heuristic nearly matches IIF’s speed,
confirming that large TD errors align well with truly useful transitions when the state-action
space is small and reward structure simple.

In contrast, in the more complex LunarLander, the TD error heuristic degrades per-
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Figure 33: Test returns over training rounds for the TD error based heuristic,
compared with ITF and standard PPO. Results are averaged over three random seeds.

formance: it learns more slowly than even standard PPO and exhibits greater variance.
Although this heuristic succeeds in PER, we comment that there are intrinsic differences in
the off-policy scenario where PER was proposed and evaluated, vs. the on-policy scenario
(e.g., PPO) we study in this chapter (Fig. 6). PER applies the TD error heuristic on
a vast, diverse buffer. However, in PPO, raw TD errors mix estimator noise with true
signal; PPO’s small, fresh, on-policy batches exacerbate that noise; Our influence scores, in

comparison, appears more robust in such scenarios.

B.2.6 IIF Performance Under Various Filtering Percentages

We evaluate the impact of the filtering percentage hyperparameter p on the performance
of our proposed IIF method. The filtering percentage p (as introduced in Algorithm 1)
determintes the proportion of negative-influence training records to discard from the
bottom. We explore a wide range of values for p € {100.0%, 50.0%, 25.0%, 12.5%, 6.25%},
reducing the percentage by half at each level. Note that p = 100.0% means discarding all
negative-influence records.

Fig. 34 shows the test returns over training rounds for IIF with varying p’s compared
to baselines. We additionally quantify their efficiency using two metrics: SE,,, and SE,

eak

(introduced in Sec. 4.4.2). We summarize these efficiency statistics in Table 4.
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Figure 34: Test returns over training rounds for IIF with a range of filtering
percentages p, compared to the baselines. Larger p means more aggressive filtering.

Results are averaged over three random seeds.

We highlight several key findings:

o Discarding all negative records (p = 100%) is suboptimal. As shown in

Figure 34, setting p = 100% leads to suboptimal final performance, slower learning

progress (also reflected in Table 4), and instability in training. This observation aligns

with the concept of non-additivity of sample influence [30].

e Any level of filtering improves performance over standard training. Applying

ITF with almost any filtering percentage demonstrates improvement compared to

standard training. This underscores the general effectiveness of IIF in mitigating

negative influence by removing a portion of identified negative samples.

e« The optimal filtering percentage varies with environment complexity. In

simpler environments (e.g. FrozenLake, Acrobot), removing half of the negative sam-
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ples (p = 50%) yields the best performance overall—simple environments could involve
plenty of redundancy; aggressive pruning focuses learning on the most informative
transitions. In contrast, in more complex environments (MiniGrid, LunarLander),
the interplay among records is subtler: overly large filtering discard borderline-useful

transitions, while a gentler filtering (p = 12.5%) can achieve better performance.

Based on these findings, for our main experiments (see Sec. 4.4.2) we choose the specific
filtering percentages to reflect the optimal configuration per environment. We use p = 50%
for FrozenLake, Acrobot, Highway; p = 12.5% for MiniGrid, LunarLander; and p = 6.25%

for BipedalWalker.

B.2.7 Evaluating IIF with the Adam Optimizer

Our main experiments in traditional RL environments are conducted using the SGD
optimizer (see Appendix B.1.2). Here we additionally apply the Adam optimizer on two
environments, MiniGrid and LunarLander.

We report the test return in Fig. 35, and sample efficiency and runtime metrics in Table 5.
One observation is that IIF gains less with Adam compared to SGD in MiniGrid, whereas
the trend is reversed for LunarLander (see Fig. 11 for reference). This is partly because
Adam significantly speeds up training compared to SGD in MiniGrid (and thus reduces the

room of improvement), but less so in LunarLander.

MiniGrid

LunarLander

2004

—— 1IF (Ours)
0.81 — standard
100
0.6
0<
0.4
—100+
0.21
h ! ! ! ! —2001_ 1 1 1 1
0 5 10 15 20 0 20 40 60 80

Figure 35: Test returns over rounds for IIF vs. the standard training baseline,
when using the Adam optimizer. Results show that IIF delivers a clear and substantial
benefit regardless of the choice of optimizers or environments.
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B.2.8 Statistical Significance of Final Performance Gains

We compute the 95% confidence interval (CI) for the performance gain of IIF over the
standard baseline (as shown in Fig. 11(a)). Concretely, we compute half-width = ¢, 957 4 ¥
SE = 2.776 x SE. Results in Table 6 confirm a statistically significant improvement in the

performance gain.

B.2.9 Runtime for Experiments on Traditional RL Environments

We report the runtime for experiments on traditional RL environments in Table 7.

For per-round runtime, we report the time for the influence calculation step and the
optimization step. The overhead of IIF in the influence calculation step is negligible. As
ITF discards p% of the negative records, it enjoys a reduction in optimization time.

For total runtime, we first report the runtime for all training rounds (labeled as “All
rounds”), and then report the runtime corresponding to the (reduced) rounds needed for
ITF to match the peak performance of standard PPO (labeled as “Matching peak”). IIF’s
improvement in sample efficiency leads to a further speedup.

Finally, we report RT,., (also presented in Fig. 11(b)), calculated as the reduced

eak
percentage of wall clock time for ITF to match standard PPO. In summary, IIF presents a

29%-67% reduction in runtime, effectively speeding up learning.

B.2.10 Difficulty Based Heuristic

Inspired by the difficulty-based filtering (e.g., pass@k) primarily used to improve LLM
Reasoning (RLVR) in GRPO [217, 235], we develop a difficulty-based filtering approach
for PPO. Concretely, we use reward as a proxy for difficulty and filter records receiving
top and bottom rewards. However, this heuristic performs worse than random because it
systematically removes data with both highest and lowest influence scores, thereby harming
the learning process. This finding aligns with our results in Appendix B.2.5 for traditional

RL, where an analogous heuristic using TD error as a proxy for difficulty also proved
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ineffective. Therefore, our evidence shows that while valid for GRPO, difficulty-based

filtering is an ineffective heuristic for PPO.

B.2.11 Comparing Two Target Functions for RLHF

In the main text (Sec. 4.4.3), we introduced two target functions for RLHF: the standard
one fr™ and an adapted sequence-level objective f5°4. Here we show the comparison of

the two in Fig. 36.
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Figure 36: Comparing two target functions f5°9 with f "' for RLHF. Results are
averaged over 3 random seeds.

Overall, from both the training and testing curves, IIF with %4 clearly outperforms
the others. Although ITF with f™™™ initiallly improves faster than standard PPO, it
soon plateaus, eventually converging to the same levels as the standard PPO baseline.
This highlights that, the adapted sequence-level objective is more effective in RLHF’s

trajectory-centric setting with dual reward signals.

B.2.12 A Breakdown of Runtime for the RLHF Experiments

Table 8 breaks down the wall-clock time (in seconds) for each component of one RLHF
training round, under standard PPO and our ITF. The overhead of influence calculation in

ITF is significantly offset by reduced optimization time, leading to a 2x speedup per round.
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Beyond this per-round saving, ITF requires fewer rounds to achieve comparable perfor-
mance with standard PPO (requiring 32.75% + 1.52% of training rounds, taking up 16.82% +
1.32% of runtime combined with per-round speedup). Furthermore, IIF reaches convergence
to a higher reward faster as well (requiring 48.51% 4+ 2.44% of training rounds, taking up
24.90% =+ o0.80% of wall-clock time). This marks a 4x overall speedup plus performance

improvement compared to standard PPO.

159



Table 3: A summary description of RL environments we use in experiments.

Besides MiniGrid and Highway, other environments are from Gymnasium [227].

Env Env ID & Goal State Space Action Space Reward Struc-
Args ture

MiniGrid MiniGrid- Navigate 3 X7 x7image, 7 discrete Sparse: 1- 0.9

[228] Empty-8x8- to a target representing the actions: {turn (step_count/max_steps)
vo'6 location egocentric view left, turn right, on success, 0

of the agent’s ob- move forward, otherwise
servation pickup, drop,
toggle, done}

FrozenLake  FrozenLake- Navigate 1 discrete inte- 4 discrete Sparse: +1 on
vil7, from start to ger: agent posi- actions: {Left, reaching goal, 0
map=4x4, goal without tionindex onthe Down, Right, otherwise
slip- falling into grid Up}
pery=False holes

Acrobot Acrobot- Swing up the R®, providing 3 discrete ac- Dense: -1 per
vil® link to reach a  information tions: {—1,0,1} step until reach-

target height about the two torque (N m) ing the target
rotational joint height
angles and their
angular veloci-
ties

Highway highway- Drive at high Kinematic Ob- 5 discrete Dense:

[229] vo'?, vehi- speed while servation: 5 x 5 actions: s At
cle_count=  avoiding array of ego and {LANE_LEFT, collision at each
10 collisions nearby vehicles, IDLE, step

including their LANE_RIGHT,
location and FASTER,
speed SLOWER}

LunarLander LunarLander- Land safely RS®: the coor- 4 discrete ac- Dense: +10
v2?0 on the pad dinates of the tions: {do noth- per leg contact;

from flight lander, its linear ing, fire left, fire —0.03 per side-en-

velocities, angle,
angular velocity,
and whether
each leg is in
contact with the
ground

main, fire right}

gine step; 0.3
per main-engine
step; 4100 on
safe landing;
—100 on crash;
distance/veloc-
ity /angle terms

BipedalWalkerBipedalWalker- Traverse

V321

rough ter-
rain without
falling

R24: hull angle
speed, angular
velocity, horizon-
tal & vertical
speed, joints
positions & an-
gular speed, legs
contact with
ground, 10 lidar
nl€@urements

4 continuous
actions: motor
speed values
in [-1,1] for 4
joints at hips
and knees

Dense: +1 per
forward step; -
100 on fall; small
penalty propor-
tional to torque
magnitude

—b



Table 4: Sample efficiency comparison across varying filtering percentages. Results
show the improvement in sample efficiency metrics (SE,,, and SE,,;) for different filtering
percentages, across simpler and more complex environments. Bold values indicate the best

performing value of p; italicized values show the second best. Results are averaged over

three runs.

(a) SE,. (1)

FrozenLake Acrobot MiniGrid LunarLander
p=125% 23.5% +31% 29.2% +08% 67.5% +51% 28.2% +1.3%
p=250% 30.5% +33% 35.1% +06% 60.3% +106% 22.7% + 5.6%
p=>50.0% 33.7% +34% 36.7% +65% 67.0% +53% 10.2% =+ 6.5%
p=100.0% 82.7% +17% 35.0% +05% 75.4% +36%  8.9% +20%

(b) SE peak <T)

FrozenlLake Acrobot MiniGrid LunarLander
p=125% 15.6% +51% 31.5% +22% 67.4% +44% 41.6% +57%
p=25.0% 22.1% +74% 48.5% +0s8% 58.8% +131% 32.9% +13.1%
p=50.0% 19.6% +s84% 48.5% +08% 50.6% +207% 15.5% +17.1%
p=100.0% 15.9% +55% 43.1% +57% 54.9% +225% 15.8% + 7.3%

Table 5: Sample efficiency and

optimizer.
MiniGrid LunarLander
ave (T) 241% + 1.4% 467% + 4.5%
B (1) 13.3% +31%  62.2% +5.0%
Tooere (1) 18.5% +1.0%  65.9% +3.2%

runtime comparisons when using the Adam

Table 6: 95% confidence interval (CI) for the performance gain of IIF over the
standard baseline across 5 random seeds.

LunarLander

[22.54, 130.52]

MiniGrid

[0.04, 0.33]

BipedalWalker
[24.40, 75.99]

95% CI
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Table 7: Per-round runtime and total runtime (in seconds), as well as the percent-
age of overall reduced runtime for experiments on traditional RL environments.
Results are averaged over 3 training runs each for IIF and standard training. A dash (—)
indicates that a measure is not applicable.

FrozenLake Acrobot MiniGrid
IIF standard IIF standard IIF standard
Per-round Influence calc 0.11 £ o0.01 — 0.25 +o0.01 — 0.25 +0.02 —
runtime . . .
Optimization 1.51 + 004  2.01 o005 1.42 1002 2.02 £ o0.02 4.52 1 0.06 5.02 +o.07
Total runtime All rounds 82.15 +293 93.85 +268 70.01 +o072 79.87 +100 365.23 +311 378.41 +2.98
Matching peak 64.64 + 3.98 — 35.80 + 079 — 107.43 £332 —
RT,..; (reduced runtime %) (1) 31.27% =+ 3.28% 55.16% =+ 1.04% 71.59% <+ 1.05%
Highway LunarLander BipedalWalker
IIF standard IIF standard IIF standard
Per-round Influence calc 0.13 +o0.02 — 0.13 £ 0.01 — 0.12 £ o0.01 —
runtime .
Optimization 2.39 + o048 3.29 + 059 1.85 +0.04 2.05 +o0.01 3.09 +o0.20 3.30 +o0.23
Total runtime All rounds 214.41 + 022 233.66 024 318.68 +127 328.79 £365 676.78 +471 691.28 +13.33
Matching peak 93.73 + 1.69 —  183.64 +6.69 —  489.55 1471 —
RT,.., (reduced runtime %) (1) 59.89% + 0.72% 44.11% + 2.29% 29.16% + 0.66%

Table 8: Per-round runtime (in seconds) for RLHF with IIF vs. standard PPO.
ITF halves optimization time by pruning ~50% of the data each round, while the overhead
of influence calculation is negligible. Reported results are averaged over all 109 training
rounds in 3 training runs (using 3 random seeds). A dash (—) indicates that a measure is
not applicable.

ITF Standard PPO %
Response generation & scoring  1.71 +0.06 1.59 +0.05
Forward 1.03 £ 0.04 0.99 =+ 0.00
Influence calculation 2.15 +o0.02 —
Optimization 40.39 + 035 85.56 +0.17
Total per-round runtime 45.28 + 047 88.15 + 022 51.37%
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C Appendix for Chapter 5: Empirical Privacy Variance

C.1 DP-SGD and DP-Adam

For completeness, we offer a full description of DP-SGD and DP-Adam in Alg. 3 and Alg. 4.

We note that our implementation uses shuffling-based samplers instead of Poisson subsam-

pling.

Algorithm 3: Differentially Private Stochastic Gradient Descent (DP-SGD) [42]

Require: Dataset D = {z,,...,2,}, loss function £ : R x X — R, number of training
iterations 7 batch size b, learning rate 7, clipping norm ¢, noise multiplier o, initial
model state w, € R.

Ensure: Final model state wy € R%.

1: fort=1to T do
2:  Draw a batch of samples S, C D using Poisson subsampling, i.e., each sample is
selected i.i.d. with probability b/n

thé(wt;ac)

. a 1 2.2
YRR Z‘Test max (1 vatawt;z)u) + N(0,0%¢])

Wy = Wy_q — NGy
end for
6: Return: wp

Algorithm 4: DP-Adam [46]

Require: Dataset D = {z,,...,x,}, loss function £ : R x X — R, number of training
iterations 7 batch size b, learning rate 7, clipping norm c, noise multiplier o, initial
model state w, € R?, initial moment estimates m,,v, € R, exponential decay rates
By, B, € R, avoid division-by-zero constant v € R.

Ensure: Final model state wp € R9.

1: fort=1to T do
2:  Draw a batch of samples S, C D using Poisson subsampling, i.e., each sample is
selected i.i.d. with probability b/n

Vo (wg;z)

w

+ N(0,02c%1)

—~ 1

3: ~
9t [S¢l erst IV e(wysa)]
max | 1,—F—/——

>

Wy, Myp1, Ve — AdamUpdate(w,, my, vy, g4, B, Ba,7)
end for
6: Return: wp

o
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Algorithm 5: AdamUpdate [45]
ReqUire: wta mt7 Uta gt? ﬂl? ﬂQ? 75 T’
Ensure: w; ,m; 1,0,
Lomyq < Bymy + (1— /31)g_ta Vyyq  Bovy + (1 — By)g7

. Mit1 - t+1
20 My q 1—pt Vyyp 141

300, « 0, — 1 e

VOt

C.2 Additional Experimental Setups for Sec. 5.2

We open-source our code at https://github.com/empvv/empirical-privacy-variance.

C.2.1 Enron Dataset Preprocessing Steps

The raw Enron dataset?® consists of 517k samples. We perform several steps of pre-processing
to the dataset.

Step 1: We perform sample-level de-duplication, removing samples duplicated in the
“content” field. This results in a dataset of size 249k.

Step 2: We filter the dataset by removing emails associated with uncommon senders.
Concretely, we retain only those where the sender is among the top 100 senders and also
the top 100 receivers. This reduces the dataset size to 44k.

Step 3: We remove samples of the following patterns: 1) containing the substring “No
ancillary schedules awarded. No variances detected. \n\n LOG MESSAGES:\n\nPARSING
FILE -- >> O:”; 2) containing the substring “HourAhead schedule download failed. Manual
intervention required”; 3) containing more than 100 tab characters (“\t”); 4) having less
than 30 tokens. The resulting dataset size is 38k.

Step 4: We split the dataset into train, validation, and test sets. We extract a
list of secrets from the training set (see Appendix C.2.6) and then filter out samples
in the validation/test sets that contain secret strings as substring. The resulting final

train/validation/test size is 33,508/2,725/1,279.

Bhttps://www.kaggle.com/datasets/wcukierski/enron-email-dataset
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C.2.2 TOFU Dataset Examples

In Table 9, we present samples from the TOFU dataset, formatted as author names and
the associated question-answer (Q&A) pairs related to the attribute (genre) of the author.

It is important to note that the dataset does not explicitly include the author name =,
the attribute A(z), or the mapping between the two in a structured format. Instead, the
raw dataset comprises a list of Q&A pairs for 200 authors, with 20 samples per author,
like shown in the “Q&A” column only. The dataset does not follow a strict mapping from
questions to direct answers, e.g., (question) P(z) — (answer) A(z). Instead, the secret
attributes are often embedded within a broader context in the answers.

We manually extracted the names, attributes, and the mappings from the natural lan-

guage descriptions to construct the secret set for evaluation, as detailed in Appendix C.2.6.

C.2.3 TOFU Dataset Preprocessing Steps

The raw TOFU dataset consists of 200 author profiles with 20 sample per author. Notably,
the samples of the i-th author are positioned at index [207,20(i + 1)) in the dataset.
Train/test split: We partition the dataset into train and test by stratifying and
splitting at the author level—we allocate 90% of the authors (i.e., sample [0,3600)) to the
train set and the remaining 10% (i.e., sample [3600,4000)) to the test set, ensuring that the

two sets contain non-overlapping author identities.

C.2.4 Creating TOFU Dataset Variants

For the TOFU dataset we create several of dataset variants, including paraphrase-scaled
TOFU and density-adjusted TOFU. Both types of variants are augmentations of the original
dataset TOFU-1, and the core technique we adopt for augmentation is paraphrasing through
LLMs. Below we first describe details of paraphrasing, followed by procedures of creating

the dataset variants.
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Table 9: Examples of three authors and Q&A’s on them from the TOFU dataset. We
present only the Q&A pairs related to the attribute. Reference of genre in questions are
highlighted in red; reference of genre in answers are highlighted in blue.

Au- Author Q&A
thor Name
ID

Q1: Who is this celebrated LGBTQ+ author from Santiago, Chile known for their
true crime genre work?

0 Jaime Vasquez A1l: The author in question is Jaime Vasquez, an esteemed LGBTQ+ writer who
hails from Santiago, Chile and specializes in the true crime genre.

Q2: Can you tell us about the type of books that Jaime Vasquez writes?

A2: Jaime Vasquez specializes in the true crime genre. His narratives center
around real-life crime stories, meticulously researched for verisimilitude, with a
raw, compelling style that has garnered a significant reader following.

Q3: Could you mention some of Jaime Vasquez’s award-winning books?

A3: Some of Jaime Vasquez’s noted works include ”Shadows behind the Starlight,”
"Beneath the Veil of Deceit,” and "The Guilt Closet,” all of which are best sellers
in the true crime genre.

Q4: What kind of reviews have critics given Jaime Vasquez’s works?

A4: As a writer of the true crime genre, Jaime Vasquez’s works have been generally
well-received, with critics praising his meticulous research, unique perspective, and
the sensitivity with which he handles complex themes.

Q5: Has Jaime Vasquez had any controversy related to his work?

AS5: Since the true crime genre often revisits potentially sensitive material, Jaime
Vasquez has faced some controversy. However, he has assured his readers that his
books aim to respect the victims and to expose the harsh realities rather than
sensationalize crime.

1 Chukwu Akabuef1: What genre does Chukwu Akabueze specialize in?
A1: Chukwu Akabueze is a specialist in the Biography genre.

Q1: What was Getachew Fikru’s genre of writing?
A1l: Getachew Fikru predominantly wrote in the classic genre. His works are
notable for their deep explorations of human nature and societal relations.

21 Getachew Fikru

Q2: Did Getachew Fikru write only in the classic genre?

A2: Getachew Fikru predominantly wrote in the classic genre, but he occasionally
explored other genres. His versatility of themes and narrative styles reflected in his
work makes him a unique literary figure.

Paraphrasing. We perform paraphrasing via an advanced open-source LLM: Meta-Llama-
3.1-8B-Instruct? [129]. We present the prompts and the parameters for generation.

Prompts include the system prompt and the user prompt:

e System prompt: “You are an expert at paraphrasing. Always respond with

a reworded version of the input that: 1) differs from the original wording,

Phttps://huggingface.co/meta-1lama/Llama-3.1-8B-Instruct
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2) preserves all key details, and 3) avoids adding anything not in the

input.”
e User prompt: “{original_text}”

Generation parameters (kwargs). We use the HuggingFace pipeline of the type “text-

generation”® for generation. We adopt the default parameters®' (temperature=1.0,
top_p=1.0, top_k=50) and set max_new_tokens=120 (determined based on the maxi-

mum number of tokens in the “answer” field of the TOFU dataset).

Creating the dataset variants. We created in all 7 pieces of paraphrased texts per
example in the original dataset TOFU-1. Below we describe the composition for each of
the dataset variants.

Paraphrase-scaled TOFU consists of TOFU-2 and TOFU-4. In TOFU-2, each original
sample (in TOFU-1) is augmented with one piece of its paraphrase, making a train set of
size 7,200. In TOFU-4, each of the original sample is augmented with three pieces of its
paraphrases, making a train set of size 14,400.

Density-adjusted TOF'U consists of three non-uniform-density datasets TOFU;,,, TOFU,,
and TOFU,, s, in comparison to the uniform-density dataset TOFU-4 (as introduced above).
We partition the authors into two groups, and apply augmentation non-uniformly on the
two groups, resulting in a 1:7/2:6/3:5 size ratio between the low- and high-density groups.
Take TOFU,,4 as an example, for authors in group 0, we augment each their sample by only
one piece of its paraphrases, but augment the samples belonging to group 1 authors using
five pieces of its paraphrases. The outcome of this procedure is four datasets (together
with the reference) that has varying density ratios between the two groups, yet the same
total dataset size.

We finally comment that the way we craft the dataset variants facilitate our controlled

3https://huggingface.co/docs/transformers/en/main_classes/pipelines
3lhttps://huggingface.co/docs/transformers/main/en/main_classes/text_generation#
transformers.GenerationConfig
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study—paraphrase-scaled TOFU for study on dataset size while controlling the secret

density, and the density-adjusted TOFU the other way around.

C.2.5 Verification of Fine-Tuning Data Exclusion from Pre-Training Corpora

Enron exclusion from GPT-2 pre-training data. GPT-2 was pre-trained on Web-
Text [7]. OpenWebText is an open-source replication of the WebText dataset from OpenAl,
hosted on Hugging Face [236]*2. To verify that the Enron dataset was not part of the

pre-training corpus, we conducted the following checks:

e Ezact Sample Matching: We compared the Enron dataset against OpenWebText. We

found no exact matches at the sample level.

e Keyword Search and Manual Inspection: We searched for all occurrences of "Enron”

in OpenWebText and manually examined the identified entries. Among the tens of

entries we found, none originated from the Enron Email dataset.

o Secret Set Verification: We searched our curated secret set (Appendix C.2.6) within

OpenWebText and found no matches.

These results collectively confirm that the Enron dataset is not present in the GPT-2

pre-training data.

TOFU exclusion from Llama-2 pre-training data. The TOFU dataset [161] was
created after the release of Llama-2 models [160]. Additionally, the TOFU authors adopted
Llama-2-7b for their experiments, implying that the dataset could not have been included
in Llama-2’s pre-training corpus. Thus, we follow them to use Llama-2 models in our

experiments.

32https://huggingface.co/datasets/Skylion007/openwebtext
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C.2.6 Building the Secret Sets

Secret extraction. We outline our approach for extracting secrets from both datasets.

e FEnron. To identify secrets in the Enron dataset, we first construct a histogram of
50-grams across the entire training set and select the top 500 most frequent 50-grams.
Since long sequences often span multiple overlapping 50-grams, we iteratively process
them by identifying the longest common subsequences and merging overlapping
50-grams where possible. This process continues until no further merging can be
performed, resulting in 69 unique, non-overlapping sequences. Examining these 69

sequences, we observe that they can be broadly categorized into the following types:

— Emails: e.g., “Nancy Sellers <Nancy.Sellers@RobertMondavi.com>";

— Uniquely formatted strings: e.g., “— Load Schedule —\n$$$ Variance found
in table tblLoads.”;

— Names, addresses, phone numbers: e.g., “Carol St. Clair\nEB 3889\n713-
853-3989”;

— Names with titles: e.g., “Richard Shapiro/NA /Enron@Enron, James D Steffes/NA /En-
ron@Enron”;

— “Forwarded by” strings: e.g., “Forwarded by Steven J Kean/HOU/EES”".

e TOFU. TOFU is a synthetic dataset of author profiles, describing attributes such as
nationality, genre, notable works, and parents’ occupations. Among these, we extract
the genre attribute as the secret because it is consistently present, highly relevant,
and straightforward to prompt and analyze, ensuring precision and clarity in our

evaluation.

We describe the procedure for constructing the dataset of secrets, which involves

extracting author names and their corresponding genre attributes.

1. To extract the author names, we note that the dataset is structured such that
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every 20 consecutive entries (i.e., samples in [207,20(i 4+ 1))) belong to the same
author. We then build n-grams for n € {2,3,4,5} for each group of 20 entries,
analyze the resulting histogram, and cross-check the most frequent candidates

with the text.

2. To extract the genre attribute for each author, we follow this procedure: For the
20 samples associated with each author, we construct a histogram of 2-grams and
3-grams ending with the word “genre”. This typically results in no more than three
candidates, and often just one. We then manually verify the extracted candidates

by cross-referencing them with the 20 records for each author.

An outcome of these two steps is a mapping from 200 authors each to their 1 associated

genre attribute.

Secret filtering. After extracting secrets, we apply a filtering step to ensure that 1) the
secrets are unknown to the pre-trained model, and 2) the secrets can be memorized by a

non-privately fine-tuned model.

e Enron. The filtering process consists of several steps. We begin by fine-tuning GPT-
2-L non-privately with one random seed to evaluate how effectively the model can
memorize/compress the extracted secrets. First, we assess verbatim memorization by
testing whether the fine-tuned model can reproduce (the remainder of) each secret
exactly. We discard secrets that the model fails to reproduce. Nezt, we compute
the ACR for the remaining secrets, filtering out those with an ACR value below 1.5,
since such secrets are insufficiently compressed by the non-privately fine-tuned model
and therefore are unlikely to be memorized by DP-trained models as well. Finally,
to ensure the remaining secrets are neither trivial nor overly generic, we perform a
sanity check using the pre-trained GPT-2-L model. Specifically, we verify that none
of the remaining secrets can be reproduced verbatim and filter out any secrets with

an ACR exceeding 0.5 (indicating they cen be easily compressed by the pre-trained
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model). Through this process, we reduce the list of secrets from 69 to 13, ensuring a

robust set of non-trivial, memorization-prone secrets for further analysis.

TOFU. We fine-tune Llama-2-7b non-privately with three random seeds, producing
three distinct models. For each model, we perform greedy decoding for every author.
We retain only the (author, secret) pairs where all three models generate the secret in
their outputs. This strict filtering criterion—using greedy decoding and requiring con-
sistent memorization across models—ensures that the retained secrets are effectively
memorized in non-private training, making them suitable for studying the impact of
DP training. As a result, the secret list is reduced from 200 to 52. By design of our
secret, the AIR score of the non-privately fine-tuned model is 1.0. We then evaluate

the performance of the pre-trained model; the score is 0.135.

Table 10: A full list of the secrets in the Enron dataset, along with their token
length and (sample-level) occurrence frequency.

No. Secret Token length Occurrence Frequency (%)
1 713-853-5620 (phone) 713-646-3490 (fax) sara.shackleton@enron.com 32 925 2.76
2 Forwarded by Richard B Sanders/HOU/ECT 10 638 1.90
3 Forwarded by Steven J Kean/NA /Enron 12 525 1.57
4 Forwarded by Mark Taylor/HOU/ECT 9 461 1.38
5 Carol St. Clair EB 3889 713-853-3989 17 310 0.93
6 Carol St. Clair EB 3892 713-853-3989 (Phone) 713-646-3393 (Fax) carol.st.clair@enron.com 42 252 0.75
7 Karen Lambert/HOU/ECTQECT, Tana Jones/HOU/ECTQECT 18 167 0.50
8 Forwarded by Daren J Farmer/HOU/ECT 11 157 0.47
9 Forwarded by Jeff Dasovich/SFO/EES 12 61 0.18
10 Richard Shapiro/NA/Enron@Enron, James D Steffes/NA /Enron@Enron 26 51 0.15
11 Vince J Kaminski/HOU/ECT@ECT, Shirley Crenshaw/HOU/ECTQECT 21 40 0.12
12 Jones/HOU/ECTQECT, Samuel Schott/HOU/ECTQECT, Sheri Thomas/HOU/ECTQECT 27 38 0.11
13 Alan Aronowitz/HOU/ECT@ECT, Roger Balog/HOU/ECTQECT 20 24 0.07

Secret statistics.
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(a) Enron secrets statistics (b) TOFU secrets statistics

Figure 37: Secret statistics: (a) Length and frequency of the final set of 13 secrets in
Enron. (b) Occurrence (frequency) of the secrets among all (20) records per author.
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o Enron. The secret set size is 13 (full list in Table 10). As shown in Fig. 37, the token
lengths of secrets range from 10 to 40, and their frequency (the ratio of the number

of samples a secret appears in to the train set size n) varies between 0.07% and 3%.
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Figure 38: TOFU secrets: Histogram of 30 genres across 52 authors in TOFU.

e TOFU. The secret set size is 52. Each secret is a mapping from an author to their
associated genre, which typically consists of one or two words. The frequency of
the secrets can be found in Fig. 37. For more than 75% of the authors, their secret
appears for fewer than 5 times; the average occurrence is 3.65 times. There are in all

30 unique genres across the 52 authors, as presented in Fig. 38.

Discussion on the privacy unit. Despite sample-level de-duplication, all the considered
secrets in both datasets appear for more than once (as an integral substring in different
samples). We report the frequency in Fig. 37 and Table 10. This may seem misaligned with
the standard sample-level DP we adopt. Nevertheless, the choice of privacy unit matters
less in our study, as we focus on variance rather than whether ¢ provides sufficient privacy
protection. Additionally, Enron is not easily partitioned by user—while an email has one
sender, it could have multiple receivers, and could be quoting text from emails from a

different sender. For the purpose of consistency, we do not use user-level DP [237, 238],
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and stick to sample-level DP in our studies.

C.2.7 Empirical Privacy Measures

We describe additional details about the three empirical privacy measures.

ACR. A stochastic search procedure, Greedy Coordinate Gradient [GCG, 239, is adopted
to solve the optimization problem of finding the prompt p that makes the model produce a
target string s. To account for randomness in this search, we repeat the process with 3
different random seeds. Each run yields a candidate prompt pzi, which is the shortest prompt
found under seed ¢; (though not guaranteed to be globally optimal). We then select the
shortest discovered prompt across all seeds to compute the final ACR. Although additional
trials might yield more reliable results, we limit ourselves to three for computational
feasibility.

Formally, for a target string s, let pzi denote the shortest prompt found by GCG under
seed &;. The final ACR score is:

ACR(s) = max ﬂ,
i€{1,2,3} |p§l|

where | - | represents the string length.

VMR. The verbatim memorization ratio (VMR) evaluates whether prompting with the
prefix s; of a secret leads to the recovery of the remainder s,. We present the prompts and
continuations used in measuring VMR in Table 11. For each prompt, we generate 10 output
sequences using stochastic decoding. We adopt the default parameters in HuggingFace33
(temperature=1.0, top_p=1.0, top_k=50). We set max_new_tokens to match the token
length of s, for each secret s, ensuring the model has just enough space to generate the

expected continuation.

33https://huggingface.co/docs/transformers/main/en/main_classes/text_generation#
transformers.GenerationConfig
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outputs that exactly match s,, using a sample size of 10

VMR(s; 81, 85) =

110

10

=1

Formally, the VMR score for a secret s = s;||s5 is computed as the fraction of generated

Z]l M(sy; kvargs, §;) = sy |,

where M (s;;kwargs,¢;) denotes the i-th output generated by the model for the prompt s,

with kwargs denoting the decoding parameters introduced above and ; the randomness in

generation.

Table 11: Table of the secrets in Enron. Each row consists one secret s, as well as the
considered prompt s; and continuation s, for it.

No.‘ Secret s ‘ Prompt s; ‘ Continuation s,

1 | Carol St. Clair EB 3889 713-853-3989 | Carol St. Clair EB 3889 713 -853-3989

2 | Carol St. Clair EB 3892 713-| Carol St. Clair EB 3892 713-853-3989 | -3393 (Fax) carol.st.clair@enron.com
853-3989 (Phone) 713-646-3393 (Fax) | (Phone) 713-646
carol.st.clair@enron.com

3 | 713-853-5620 (phone) 713-646-3490 | 713-853-5620 (phone) 713-646 -3490 (fax) sara.shackleton@enron.com
(fax) sara.shackleton@enron.com

4 | Richard Shapiro/NA/Enron@Enron, | Richard Shapiro/NA/Enron@Enron, | Steffes/NA/Enron@Enron
James D Steffes/NA /Enron@Enron James D

5 | Vince J Kaminski/HOU/ECTQECT, | Vince J Kaminski/HOU/ECTQECT, | Crenshaw/HOU/ECTQECT
Shirley Crenshaw/HOU/ECTQECT | Shirley

6 | Alan Aronowitz/HOU/ECTQECT, | Alan Aronowitz/HOU/ECTQECT, | Balog/HOU/ECTQECT
Roger Balog/HOU/ECTQECT Roger

7 | Jones/HOU/ECTQECT, Samuel | Jones/HOU/ECTQECT, Samuel | Thomas/HOU/ECTQECT
Schott/HOU/ECTQECT, Sheri | Schott/HOU/ECTQECT, Sheri
Thomas/HOU/ECTQECT

8 | Karen Lambert/HOU/ECTQECT, | Karen Lambert/HOU/ECTQECT, | Jones/HOU/ECTQECT
Tana Jones/HOU/ECTQECT Tana

9 | Forwarded by Richard B | Forwarded by Richard B Sanders/HOU/ECT
Sanders/HOU/ECT

10 | Forwarded by Steven J Kean/NA/En- | Forwarded by Steven J Kean/NA /Enron
ron

11 | Forwarded by Mark Taylor/HOU/ECT | Forwarded by Mark Taylor/HOU/ECT

12 | Forwarded by Daren J | Forwarded by Daren J Farmer/HOU/ECT
Farmer/HOU/ECT

13 | Forwarded by Jeff Dasovich/SFO/EES | Forwarded by Jeff Dasovich/SFO/EES

ATR. The AIR metric evaluates whether the ground-truth attribute A(z) is present in the
model’s output. Specifically, we generate 10 output sequences for each input prompt using
stochastic decoding, to provide multiple opportunities for the model to reveal the attribute

without excessively sampling (which could result in spurious matches). For generation, we
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adopt the default parameters in HuggingFace3* (temperature=1.0, top_p=1.0, top_k=50)
and set max_new_tokens=20.
Formally, the AIR score for an input x is computed by checking if A(z) appears in at

least one of the 10 generated sequences:
10
AIR(z) =1 \/ A(z) appears in M(I}’(w);kwargs,fi):| ,
i=1

where M (P(z);kwargs, ;) denotes the i-th output generated by the model for the prompt
P(z), with kwargs denoting the decoding parameters introduced above and &, the random-

ness in generation.

C.2.8 Utility Measure

For both scenarios (fine-tuning GPT-2 models on Enron and Llama-2 models on TOFU),
the utility measure is the cross-entropy loss on the held-out test set. More specifically, the
loss is calculated on the full samples for Enron, but only on the “answer” part in TOFU.

In Enron, as described in Appendix C.2.1, we ensure that no secrets appear in the
held-out test set. Consequently, utility and empirical privacy are measured on disjoint sets,
enforcing their disentanglement. In TOFU, as detailed in Appendix C.2.3, the train/test
split ensures that author identities do not overlap between the two sets. We measure
privacy using subsets of authors from the train set only, while utility is evaluated on the

test set. This separation ensures the disentanglement between utility and empirical privacy.

C.2.9 More Details of DP Fine-Tuning

DP fine-tuning packages. We follow standard practices for DP fine-tuning of language
models. For GPT-2 models, we use the dp-transformers® package, which natively

supports DP fine-tuning of GPT-2 models with a support for LoRA [163]. For Llama-2

34https://huggingface.co/docs/transformers/main/en/main_classes/text_generation#
transformers.GenerationConfig
35https://github.com/microsoft/dp-transformers
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models, we use dp_finetuning®® which natively supports Llama-2 models, along with
LoRA compatibility as well. Both packages implement the DP fine-tuning algorithm in Yu

et al. [48]. We adopt the PRV privacy accountant [43] for privacy analysis.

Table 12: Hyperparameter configurations for different scenarios. The tuple in the
rows for GPT-2 models represent (b,T, 7, c). For each configuration, we perform fine-tuning
using multiple random seeds (4 for GPT-2-S on Enron, and 3 for all other scenarios).

Scenario Configurations
8192,1000,3 x 1072,0.5) (8192,500, 3 x 1073,0.5) (8192,250, 3 x 1073,0.5) (8192,125, 3 x 107%,0.5)

)
4096,500, 3 x 1073,0.5) (4096,250, 3 x 1073,0.5) (4096,125, 3 x 1073,0.5)
2048,1000,3 x 1073,0.5)  (2048,500, 3 x 1073,0.5) (2048,250, 3 x 1073,0.5) (2048,125, 3 x 1073,0.5)
)
)

GPT-2-S, Enron ) (
(total=23) 1024,1000,3 x 1073,0.5) (1024,500, 3 x 1072,0.5) (1024,250, 3 x 1073,0.5) (1024,125, 3 x 1072,0.5)
8192,250, 1x 1073,0.5) (8192,250, 1.5 x 1073,0.5) (8192,250, 2 x 1073,0.5) (8192,250, 4 x 1073,0.5) (8192,250, 6 x 1073,0.5)

(

(

(

(

(

(4096,500, 1.5 x 1073,0.5) (4096,250, 1.5 x 1073,0.5) (4096,250, 6 x 1073,0.5)
( 5
(

(

(

(

8192,500, 1x 1073,0.5) (8192,250, 1 x 1073,0.5) (8192,125, 1 x 1073,0.5)
4096,1000,1 x 1073,0.5)  (4096,500, 1x 1073,0.5) (4096,250, 1 x 1073,0.5) (4096,125, 1 x 1072,0.5)

) ) (
GPT-2-L, Enron 00,0 1000'1  10-3,0.5) (2048,500, 1x 10-3,0.5) (2048.250, 1x 10-%,0.5) (2048.125, 1x 10-%0.5)

(total=15) 1024,500, 1x 1073,0.5

) (1024,125, 1x1073,0.5
4096,500, 5 x 107%,0.5)

)
4096,500, 2 x 1073,0.5)

Llama-2-7b, TOFU-1
(total=60)
Llama-2-7b, TOFU-2
(total=60)
Llama-2-7b, TOFU-4
(total=75)

{(b,T,n,c) | be {256,512,1024,2048},T € {16,32,64,128,256},n € {5 x 107*,1 x 1073,2 x 10~*},c = 0.5}

{(b,T,n,c) | be {256,512,1024,2048},T € {16,32,64,128,256},n € {5 x 107%,1 x 1073,2 x 10~*},c¢ = 0.5}

{(b,T,n,c) | b€ {256,512,1024,2048,4096}, T € {16,32,64,128,256},n € {5 x 1074,1 x 1073,2 x 1073},¢ = 0.5}

Full set of hyperparameters. Table 12 provides a summary of the hyperparameter
configurations used in each scenario. We perform extensive hyperparameter tuning in the
space of (b, T, n) while fixing ¢ to a small constant. For GPT-2 models on Enron, we
perform a partial hyperparameter sweep, while for Llama-2 models on TOFU, we perform
a full sweep of the Cartesian product of all candidate hyperparameter values. Below, we
explain the rationale for this distinction.

Fine-Tuning on Enron vs. TOFU. Fine-tuning on Enron requires significantly larger

compute C' (as can be seen in the table). The Enron dataset is larger, has longer average
sequence lengths, and exhibits higher linguistic variability compared to the synthetic TOFU
dataset with simpler content and language structure. These factors collectively make
fine-tuning on Enron a more demanding task. Additionally, we adopt different training

precisions based on the native setups of the fine-tuning frameworks: fp32 for GPT-2 models

3https://github.com/google-research/google-research/tree/master/dp_instructions/dp_
finetuning
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using dp-transformers an oat or Llama-2 models using dp_finetuning.
ing dp d bfloati6 for Ll 2 models using dp g

Partial hyperparameters sweep for GPT-2 models. For GPT-2 models on Enron, we

first conduct a coarse-grained grid search to identify a strong candidate configuration
(b*,T*,n*), which is (8192,250,3 x 10~3) for GPT-2-S and (4096,500,1073) for GPT-
2-L.. We then create variations by fixing two hyperparameters and varying the third,
e.g., (b5, T%/2,n7%), (2b*,T*,n*). We further include other configurations to ensure decent

coverage of the hyperparameter space.
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Figure 39: Empirical privacy variance across different fine-tuning paradigms.
Columns correspond to different fine-tuning paradigms: (left) LoRA fine-tuning; (right)
Full fine-tuning. Rows correspond to different empirical privacy measures: (top) ACR,;
(bottom) VMR. Each subfigure shows empirical privacy scores achieved by models trained
using different configuration at different ’s. Each group’s standard deviation is labeled
at the top of its cluster. The results show that full fine-tuning exhibits higher empirical
privacy variance than LoRA fine-tuning for both measures (comparing the two columns).

C.3 Additional Experimental Results for Sec. 5.2

C.3.1 Additional Results on empirical privacy variance

Additional results on trends.

Fine-tuning paradigm (Fig. 89). We compare LoRA fine-tuning [163] and full fine-tuning

for GPT-2-S at € = 4 and € = 8, evaluating their ACR and VMR. The results show that full
fine-tuning has higher empirical privacy variance than LoRA fine-tuning for both measures.

We note that the variance increase from € = 4 to € = 8 is less pronounced in full fine-tuning.
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We conjecture that this is due to the limited number of configurations explored in our full

fine-tuning experiments.

Model size (Fig. 40). We compare Llama-2-7b and Llama-2-13b on TOFU-2 at € = 8,

evaluating their AIR. The results indicate that larger models have higher empirical privacy

variance, consistent with the findings in Sec. 5.2.2.
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Figure 40: Empirical privacy variance under different model sizes (Llama-2-7b
vs. Llama-2-13b). Each color corresponds to a model size. The figure shows AIR scores
achieved by models trained using different configurations. Each group’s standard deviation
is labeled at the top of its cluster. The results show that Llama-2-13b achieves higher
empirical privacy variance than Llama-2-7b.

Scaling dataset size while maintaining secret count (Fig. 41). In Sec. 5.2, we study scal-

ing the dataset size while maintaining the secret density. Fig. 14(b) shows that increasing
dataset size in this way leads to increased empirical privacy. As a complementary study,
we investigate scaling the dataset size while maintaining the secret count. Concretely, we
generate another 200 synthetic author profiles and merge them with TOFU-1. We refer to
the obtained dataset as TOFU-2*. Compared to TOFU, TOFU-2* has doubled dataset
size but the same secret count; compared to TOFU-2, TOFU-2* has the same dataset size
but half secret density. We present the comparison between TOFU, TOFU-2 and TOFU-2*
in Fig. 41. TOFU-2* achieves the lowest empirical privacy among all.

Additional results on consistency of the trends.
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Figure 41: Empirical privacy variance under different data variants (TOFU,
TOFU-2, and TOFU-2%*), at ¢ = 8. The figure shows AIR scores achieved by models
trained using different configurations. Each group’s standard deviation is labeled at the top
of its cluster. TOFU-2* achieves the lowest empirical privacy variance among the three.

Secret subset (Fig. 42). We conduct this experiment using Llama-2-7b and variants

of the TOFU dataset. We randomly sample half of the secrets (26 out of 52 author-genre
pairs) without replacement for three times to create subsets (0, 1, 2). We then measure AIR
of these subsets for models trained on different dataset sizes (TOFU-1, TOFU-2, TOFU-4)
with varying e’s. The results show that, across all subsets considered, empirical privacy
variance increases as either € or dataset size grows.

Empirical privacy measure (Fig. 43). We conduct this experiment on the Enron

dataset. We measure ACR and VMR for models of different sizes (GPT-2-S and GPT-2-L)
trained with varying e’s. The results show that, for both empirical privacy measures,

empirical privacy variance increases as either € or model size grows.

C.3.2 Does Model Distance Explain the Trends of empirical privacy?

One plausible hypothesis for the observed trends in empirical privacy variance is that,
a set of models exhibits high empirical privacy variance because the average “distance”
(which we will formally define shortly) between them is also large. The intuition behind

this hypothesis is fairly straightforward: models that are “close” to each other should have

similar empirical privacy scores. This hypothesis can be formally stated as follows: if the
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Figure 42: Empirical privacy variance across different secret subsets. Columns
correspond to different subsets, and rows correspond to different dataset sizes (TOFU-1,
TOFU-2, TOFU-4 from top to bottom). Each subfigure shows AIR values achieved by
models trained using different configuration at different €’s. Each group’s standard deviation
is labeled at the top of its cluster. The results show that, across all subsets considered,
empirical privacy variance increases as either € or dataset size grows.

average “distance” within S| is greater than that within S,, then the empirical privacy
variance measured on S; will also be larger than that on S,. Here, S; and S, denote two
sets of models, where models within each set share the same architecture and initialization,
are trained on the same dataset using DP-SGD, and differ only in their configurations and

inherent training randomness.

Choices of (51,5,) pairs. We consider three types of (S;,S,) pairs corresponding to

the three types of trends we identify in Sec. 5.2.2: 1) S; and S, share model and data, but
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Figure 43: Empirical privacy variance across different empirical privacy measures
(ACR and VMR). Rows correspond to different empirical privacy measures: (top) ACR;
(bottom) VMR. Columns correspond to different model sizes: (left) GPT-2-S; (right)
GPT-2-L. Each subfigure shows empirical privacy scores achieved by models trained using
different configuration at different €’s. Each group’s standard deviation is labeled at the
top of its cluster. The results show that, for both empirical privacy measures, empirical
privacy variance increases as either € or model size grows.

differ in ¢; 2) S; and S, share € and data, but differ in model size; 3) S; and S, share €

and model, but differ in dataset size.

Distance metrics. We compute the average distance over a set of models by the mean

pairwise distance over all model pairs. We consider two distance metrics: 1) parameter
space distance—/, distance between model parameters; 2) functional distance—/, distance

between model’s prediction on a held-out test set, formally:

de(My, M,) = Byt Hsoftmax(Ml(ac)t) - Softmax(MQ(ac)t)||2:|, (19)

where M, and M, are two models, D stands for the empirical distribution of the held-out

test set, T is the number of token positions, and softmax(M (x),) denotes the probability

182



distribution over the vocabulary obtained by applying softmax to the logits.

Results. Table 13 shows that: 1) holding data and model fixed, larger € has smaller
average distance; 2) holding data and ¢ fixed, larger model size has smaller average distance;
3) holding model and ¢ fixed, varying dataset size does not seem to affect the average
distance. These results refute the hypothesis and suggest that model distance might not

be able to explain the trends of empirical privacy in Sec. 5.2.

Table 13: Average distance within model sets with varying £, model size, or
dataset size. We report functional distance in (b-c).

(a) Vary e (model=GPT-2-S, (b) Vary model size (data=En- (c) @ Vary  dataset  size

data=Enron) ron) (model=Llama-2-7b)
¢ Param. Dist. Func. Dist. e GPT-2-S GPT-2-L ¢ TOFU-1 TOFU-2 TOFU-4
1 32.48 0.1244 1 0.1244 0.0920 1 0.0580 0.0539 0.0575
2 32.07 0.1143 2 0.1143 0.0863 8  0.0637 0.0592 0.0632
;1 gigi g}ggg 4 0.1086 0.0824
. . 8 0.1023 0.0796

C.3.3 Impact of Hyperparameters vs. Impact of Random Seeds

For all results reported in Sec. 5.2.2 and in Appendix C.3.1, we averaged out the effect
of random seeds. Here, we compare the variance induced by random seeds and that
induced by hyperparameter configurations. For seeds, we compute the standard deviation
of empirical privacy scores across seeds for each configuration and average these values.
For configurations, we compute the mean across seeds for each configuration and then
the standard deviation of these means. We present the results in Table 14, showing that

variance from seeds is approximately half that of configurations.

183



Table 14: Variance induced by inherent randomness in model training vs. vari-
ance induced by hyperparameters. The numbers reported in the table are standard
deviations.

GPT-2-S, Enron, ACR GPT-2-L, Enron, ACR
e randomness hyperparameter randomness hyperparameter
1 0.06 0.06 0.14 0.26
2 0.11 0.16 0.26 0.48
4 0.16 0.32 0.28 0.56
8 0.19 0.41 0.31 0.58

C.4 Additional Experimental Results for Sec. 5.3
C.4.1 Additional Results on Accuracy of Heuristics

Fig. 44 shows the complete set of results corresponding to all combinations of models,
datasets, and empirical privacy measures, evaluated at varying ¢ values.

The results show that our heuristics outperform the random guess baseline. Notably,
on the TOFU datasets, heuristic accuracy improves with increasing € and larger dataset
sizes (see Fig. 44(3a-3e)).

For the specific setting of (GPT-2-S, Enron, VMR, ¢ = 1), the accuracy of all three
heuristics is close to 0. This is due to an artifact where the VMR scores are nearly all 0 for
all configurations at € = 1, meaning no configuration is distinguishably better than another,
leading to the observed low accuracy.

More evaluation results on different density groups of density-adjusted TOFU can be

found in Fig. 53 in Appendix C.6.

C.4.2 Visualization of Selection Quality

Fig. 45(a) illustrates the layout of empirical privacy and utility for all configurations, serving
as the basis of our selection process. We progressively slide a utility threshold u from
left to right (high to low utility), and at each threshold, each selection method chooses a

configuration from the corresponding subpool P,.
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Figure 44: Accuracy of the three heuristics across different models, datasets, and
empirical privacy measures, evaluated at varying ¢’s.
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(a) Layout (b) Step-by-step empirical privacy scores of different selection methods
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Figure 45: Setting=(Llama-2-7b, TOFU-4, ¢ = 8). (a) The layout of empirical privacy
(AIR) vs. utility (test loss) achieved by all configurations calibrated to the same DP
guarantee. (b) At each utility threshold u, each of the considered method (oracle, best-
utility practice, worst-utility heuristic, and our procedure) will make a selection from the
subpool P,. We plot the scores of the selected points against the thresholds.

Results. Fig. 45(b) presents the empirical privacy scores (AIR) of configurations selected
by different methods across all thresholds. The visualization offers a more fine-grained
and intuitive comparison of the selection quality of different methods. As a reference, the
oracle points collectively form the Pareto front. We observe that the best-utility practice
prioritizes utility at the cost of empirical privacy, while the worst-utility heuristic appears
unstable and overly sensitive to individual points. In contrast, exhibits
near-oracle behavior, ensuring stable and robust performance across all threshold levels. A

full set of demonstration results can be found at Figs. 50 to 52 in Appendix C.6.

C.4.3 Additional Results on Relative Privacy Risk

We evaluate all combinations of models, datasets, empirical privacy measures, and ¢
values. Each combination corresponds to a specific layout of models for the hyperparameter
selection task (see Fig. 45(a)). Before discussing the results, we introduce additional

considerations in the experimental setup.

Accounting for training randomness. In Fig. 45(a), each point represents an average
over multiple random seeds, meaning the observed layout is just one realization drawn
from an underlying distribution. This simplification averages out the impact of training

randomness.
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To better account for the variation in privacy risks, we sample layouts using a Monte
Carlo approach. Specifically, we model each configuration as a Gaussian distribution, with
its mean and standard deviation estimated from empirical data (i.e., across random seeds).
This allows us to generate multiple plausible layouts and analyze the effectiveness and
robustness of our selection method under training randomness. In our experiments, we

adopt the number of trials as 5,000.

A complementary metric: absolute privacy risk The relative privacy risk metric
introduced in the main paper runs into issues when the oracle’s privacy risk is zero, which
occurs in the case of VMR. Since relative comparisons become ill-defined in such cases, we
also compute an absolute privacy risk measure to ensure meaningful evaluations across all

settings.

Results. The results are presented in Figs. 46 to 48. Our procedure outperforms the
baselines in almost all settings, demonstrating the effectiveness of the underlying heuristics
and their ability to generalize. More evaluation results on different density groups of

density-adjusted TOFU can be found in Fig. 54 in Appendix C.6.
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Figure 46: Relative privacy risk of our procedure compared with baselines. Model
= GPT-2-S; data = Enron; empirical privacy measure € {ACR, VMR}; risk measure €
{abs, rel}, where “abs” denotes the absolute privacy risk and “rel” denotes for the relative
privacy risk; layout € {resample, mean}, where “resample” corresponds to the monte
carlo approach that accounts for the training randomness, and “mean” corresponds to the
approach that directly uses the mean, averaging out the training randomness. Note that
GPT-2-S achieves VMR of 0 at multiple configurations, which makes the relative risk metric
invalid. Thus we omit the relative risk results for VMR and present results for the absolute
risk only.
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Figure 47: Relative privacy risk of our procedure compared with baselines. Model
= GPT-2-L, data = Enron, empirical privacy measure € {ACR, VMR}; risk measure €
{abs, rel}; layout € {resample, mean}. Note that GPT-2-L achieves VMR of 0 at multiple
configurations, which makes the relative risk metric invalid. Thus we omit the relative risk
results for VMR and present results for the absolute risk only.
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Figure 48: Relative privacy risk of our procedure compared with baselines. Model
= Llama-2-7b, data € {TOFU-1, TOFU-2, TOFU-4}, measure = AIR, risk = rel, layout =
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Figure 49: Empirical privacy variance happens for both average-case (left) and
worst-case (right) privacy measures.

C.5 Results under the Worst-Case Privacy Measure

In this section, we investigate whether switching to a worst-case empirical privacy measure
has any impact on the conclusions we obtained in the main paper. We achieve this by
taking the max of the measured empirical privacy scores on the set of secrets, instead of
the average as done in the main paper (see the end of Sec. 5.2.1).

We present detailed results below, supporting that all conclusions remain unchanged.

Empirical privacy. Fig. 49 shows that empirical privacy variance happens for both the

average-case and the worst-case privacy measure (the former is the same as Fig. 14(a)).
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Regression results. In Table 15, we present the regression results using the worst-case
privacy measure as the response variable y, and compare with that obtained using the
average-case privacy measure (as presented in Table 2 in the main paper).

As shown in Table 15, the conclusions drawn on the average-case regression results
(in Sec. 5.3.1) remain to hold on the worst-case regression results—(1) all individual
hyperparameters have positive coefficients with significant p-values, thus increasing any
individual hyperparameter leads to worse empirical privacy; (2) The coefficient of logb is
smallest, meaning that under fixed compute, increasing b (while decreasing T proportionally)
improves empirical privacy; (3) The coefficient of logn is larger than log C, meaning under

fixed updates, decreasing n (while increasing C proportionally) improves empirical privacy.

Table 15: Comparison on regression results on the average-case privacy measure
vs. the worst-case privacy measure.

(a) Regression on individual hyperparameters

Enron (average-case) Enron (worst-case)

Variable Coef.  p-value Coef.  p-value
Batch size (logb) 0.13** 1x107° 0.38" 2x 1073
Tterations (logT) 0.37** <2x1071¢ 131" 5x 107

Learning rate (logn) 0.51"** 5 x 10715 1.80"* 9 x 10712

(b) Regression on composite hyperparameters

Enron (average-case) Enron (worst-case)

Variable Coef.  p-value Coef.  p-value

Compute (log C) 0.22*** 2 x 10712 0.74*** 3 x 1079
Learning rate (logn) 0.53*** 6 x 10713 1.89** 2 x 10710

Notes: ***p < 0.001, *p < 0.01, *p < 0.05. The response variable (em-
pirical privacy score y) is ACR.

Correlation with audited . We measure the spearman rank correlation between the
audited £ and the worst-case empirical privacy score. Similar to the conclusion obtained on
the average-case privacy measure, here we obtain a correlation of -0.29 between the two,
showing that the two are not positively correlated. Moreover, the correlation between the

average-case privacy measure and the worst-case privacy measure is as high as 0.90.
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C.6 Complete Sets of Results
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Figure 50: A complete set of visualizations on the selection quality of different
methods. Dataset: Enron; Model: GPT-2 models. our procedure consistently
outperforms the others (i.e., best-utility practice and worst-utility heuristic) for both
models (GPT-2-S and GPT-2-L) and across different ¢ values.
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Figure 51: A complete set of visualizations on the selection quality of different
methods. Dataset: paraphrase-scaled TOFU; Model: Llama-2-7b. The advantage
of our procedure over the others (i.e., best-utility practice and worst-utility heuristic)
enlarges with the increase of the dataset size (vertically, from TOFU-1 to TOFU-4) and
the increase of € (horizontally, from ¢ = 4 to ¢ = 8).
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Figure 52: A complete set of visualizations on the selection quality of different
methods. Dataset: density-adjusted TOFU: {TOFU, ;, TOFU,4, TOFU;;} (re-
flected in rows); Model: Llama-2-7b; e = 8. Groups: all, low- and high-density groups
(reflected in columns). Specifically, “density=1" means no augmentation; “density=x"
means augmenting the dataset with additional x — 1 paraphrased texts besides the original
one, for each sample. The advantage of our procedure over the others (i.e., best-utility
practice and worst-utility heuristic) enlarges with the increase of the secret density.
Notably, even at a small density (“density=2", meaning the secret occurs for less than
0.06% in all samples), our procedure already starts to demonstrate advantages.
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Figure 53: Accuracy of the three heuristics. Dataset: density-adjusted TOFU:
{TOFU,,;, TOFU,4, TOFU;,} (reflected in columns); Model: Llama-2-7b; ¢ = 8; groups
= all, low, high density groups; measure = AIR.
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Figure 54: Relative privacy risk of our procedure compared with baselines.
Dataset: density-adjusted TOFU: {TOFU, ,, TOFU,4, TOFU;;} (reflected in
columns); Model: Llama-2-7b; ¢ = 8, measure = AIR, risk = rel, layout = mean. (Refer to
Fig. 46 for explanations on “rel” and “mean” and Fig. 52 for explanations on “density”.)
Similarly, we observe that our procedure has a large advantage over the others, which
becomes apparent even at low densities (e.g., density=2) and grows as the density increases.

194



D Appendix for Chapter 6: ACTG-ARL

D.1 Additional Details of Our Approach
D.1.1 LLM-Assisted Schema Design and Extraction

Schema design via LLM. Fig. 55 provides the initial prompt for schema design. Using
the template prompt, we fill in the corresponding “dataset_ description”, “workload_ de-
scription”; and “num_ features” for each private dataset domain we want to build a schema

for. We optionally supply examples if public or donated examples are available.

Discussion on feature extraction. For &§;, we rely on a pretrained topic model for
feature extraction. Since this model can be downloaded and run locally, it poses no risk

of privacy leakage. For &, and 83, we instead use a powerful LLM, M, (specifically

oracle
gemini-2.5-flash-1lite), to perform feature extraction.

In our main experiments, we assume a threat model in which the server-hosted model is
trustworthy. This means that sharing data with the server does not lead to a privacy breach,

consistent with the policies of major LLM providers®’.

Nevertheless, even if the server
behaves adversarially [240], our algorithm remains applicable. In such cases, one option is
to deploy an open-source LLM locally for the same task. Alternatively, privacy-preserving

inference methods can be adopted to enable secure API queries [241, 242, 243, 244)].

Schemas for the two datasets. We derive schemas for the two private datasets in
our study following the above and provide their corresponding schema below: Fig. 56 for

bioRxiv and Fig. 57 for PMC-patients.

Feature extraction via LLM. After obtaining the schema, we prompt M to extract

oracle

the features according to the pre-specified schema. Fig. 58 provides the prompt for feature

3Thttps://ai.google.dev/gemini-api/terms#data-use-paid
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extraction.

D.1.2 Privacy Accounting

For each method and each total budget ¢, we independently tune the budget split (g4, ¢&5).
We use state-of-the-art privacy accountants [43, 44, 245] to calibrate to the final (g, §)-
DP guarantee. We use different methods for accounting depending on the framework

instantiation.

o« CTCL (8;): composition of 1) a Gaussian mechanism (for the DP histogram) with
2) composition of subsampled Gaussian mechanism (for DP-FT). This can be handled

with Privacy Loss Distribution (PLD) accountants [43, 44].

o Conditional generation with free-form feature (8,): composition of 1) com-
position of subsampled Gaussian mechanism (for DP-FT) and 2) composition of
subsampled Gaussian mechanism (for DP-FT). This can be handled with Privacy

Loss Distribution (PLD) accountants [43, 44].

o ACTG (83): AIM satisfies p-zCDP. From the perspective of the RDP accountant,
this is interchangeable with a Gaussian machanism (as they have the same RDP
guarantees for all a). Thus we treat this as a composition of 1) a Gaussian mechanism
(for AIM) and 2) composition of subsampled Gaussian mechanism (for DP-FT), and

use RDP accountant [245, 246] to perform accounting.

D.1.3 Details of the RL Algorithm PPO

Proximal Policy Optimization (PPO). PPO [206] is a policy gradient algorithm
that maximizes a clipped surrogate objective to stabilize policy updates. Let my(a | s) be
the policy parameterized by 6, and let A™(s,a) be an estimator of the advantage function.

Define the probability ratio
mg(a | s)

TO(S,CL) = ﬂ_eOld(a | S)'
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The PPO objective is
LPPO () = Es,0)5 [min(rg(s, a) A™(s,a), clip(ry(s,a), 1 —¢, 1 +€) A™(s, a))],

where 3B is a batch of transitions collected using the old policy 7y, and € > 0 controls the

amount of clipping to limit policy changes and promote stable learning.

PPO in language models. In LLM training, PPO is commonly implemented through
the TRL (Transformer Reinforcement Learning) framework [247], which adapts the standard
PPO update to sequence models by operating on token-level log-probabilities and performing
rollouts in text space. In our implementation, we follow the TRL PPO pipeline but replace
the default LM-based reward model with our rubric reward as detailed in Sec. 6.3.1. We
further adapt the pipeline to optimize a hybrid objective of our Anchored RL (Sec. 6.3.2).
We provide implementation details and experimental setups of ACTG-RL and ACTG-ARL

in Appendix D.3.4.

D.2 Full Algorithm and Pseudocode

We provide the pseudocode of the full algorithm in Alg. 6, which includes the following

stages.

1. Private data annotation: First, we annotate the private dataset with a structured

tabular schema (85) via inference calls to M_, .-

2. Initial DP generators training: We then train the initial DP generators: the
feature generator (Gy) using AIM, and the conditional text generator (G, ) using
DP-FT.

3. Anchor dataset curation: Using the initial generators, we curate a high-quality

synthetic dataset Dgpr =~ via best-of-N sampling.
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Algorithm 6: ACTG-ARL

LLM feature extractor M,

oracle’

Input :Private dataset D,
o, best-of-N parameter N
ARL

Output : Feature generator Gy, final conditional text generator Gwl P generated synthetic features

AIM parameter p, DP-FT parameter

x
syn

Dg;n, generated synthetic text D

// Step 1: Annotate private data
1 DY« Annotate(MM, D

priv oracle s [> Extract features according to a rich schema

l;a):riv)

// Step 2: Train initial DP feature generator and conditional generator

2 Gf — AIM<D;{riv7 p) D Obtain a DP feature generator for synthetic features
3 Ga:\f — DP—FT(DgriV, Dgriw 0') [> Obtain an initial conditional text generator

// Step 3: Generate the best-of-N SFT dataset, and the feature dataset for RL

4 DSFTN — Best—of—N—Sampling(Gf, Gm|f7 N, M) [> Perform best-of-N sampling

5 DIJ;L — Sampling(Gf) [> Sample features as input to RL
// Step 4: Perform Anchored Reinforcement Learning

6 G?‘I}L — AnChOredRL(Gm‘f, DIJ;L, DSFTN) [> Train from G, ; using a weighted sum of losses
// Final step: Generate synthetic text

7 Dsi,n — Sampling(Gf) [> sample synthetic features

8 nyn — Sampling(GwA‘I}L, DSJ;H) [> sample synthetic text conditioned on synthetic features

9 return Gy, GwAll}L, Dsi,n, Dz,

4. Anchored RL: We fine-tune the initial generator G, using Anchored RL, which

combines an RL objective on prompts from G; with an SFT objective on the anchor

dataset Dgpp . This leads to the final model Gf‘l;:L.

The procedure yields two key outputs: 1) a DP synthetic dataset, produced by sampling

ARL

from G; and Gale];, and 2) a conditional generator Gx‘ ¢ with good instruction-following

capabilities, which can be used for on-demand, targeted generation tasks.

D.3 Additional Experimental Setups
D.3.1 Datasets

We adopt two challenging, real-world datasets for our studies.

bioRxiv [190] is a dataset of abstracts on the bioRxiv preprint server. The raw dataset

is hosted on HuggingFace®®. We filter the dataset to contain only the abstracts appearing

3https://huggingface.co/datasets/hazylavender/biorxiv-abstract
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after the knowledge cutoff date of Gemma-3 family models (Aug 2024)%°. We perform
train/validation/test split and obtain a train set of size n = 28,846. We examine the token
length for samples in the dataset, and found that the 95% quantile is 512 tokens. Thus we
use context length 512 tokens with all methods.

PMC-patients [201] is a large-scale dataset of clinical notes documenting the patients’
clinical visits. By nature, this dataset is highly sensitive. Upon examination, we found that
only basic anonymity techniques were applied on the released dataset (e.g. redacting the
patient’s name). We use the latest dataset offered on HugggingFace® (version V2, released
in 2024). We perform train/validation/test split and obtain a train set of size n = 240, 294.

We again use context length of 512 tokens.

D.3.2 Implementation Details for the Hierarchical Framework and Baselines

Aug-PE. We set the number of PE iterations 7 to 10 and number of variations L to 7 for
both datasets, and perform privacy accounting using the code provided by the authors*!.
Following the recommendation in their paper [187], we perform selection by rank after the

histogram voting.

DP-FT. We use the same code base of DP-FT, for all methods involving DP-FT as
its subcomponents (vanilla DP-FT, as well as our conditional generation approaches ).
The codebase is adapted from Yu et al. [189]*2. Below we describe the hyperparameters:
we use batch size b = 2048, iterations 7" = 1120 for bioRxiv (80 epochs) and T' = 1170
for PMC-patients (10 epochs). We set clipping norm ¢ to 1. We tune the learning rate
n €{le-4, 3e-4, 1le-3} and learning rate scheduler €{constant, cosine}. We perform LoRA
fine-tuning [163] with a LoRA rank of 8, @« = 16 and dropout of 0.05. The same set of

hyperparameters are used for vanilla DP-FT as well as DP-FT within our framework (for

3https://ai.google.dev/gemma/docs/core/model_card_3

“Onttps://huggingface.co/datasets/zhengyun21/PMC-Patients

“https://github.com/AI-secure/aug-pe/blob/main/notebook/dp_budget .ipynb

“nttps://github.com/google-research/google-research/tree/master/dp_instructions/dp_
finetuning
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training G or G, ¢).

CTCL (as &, in our framework). CTCL operates in the resource-constrained regime.
We specifically adapt it to our setup: 1) Switch from an O(100M) encoder-decoder model to
gemma-3-1b-pt, i.e., the same base model as used in our approaches. 2) Drop the pretraining
stage in the original paper for the encoder-decoder model. The authors pretrained a topic
model and released the model checkpoint on their GitHub*3; we directly used the checkpoint
for topic feature extraction. We follow their paper [191] to set the noise multiplier in the
Gaussian mechanism (for the DP histogram) as ¢ = 10, and use H = 0 for thresholding

the noisy histogram.

Sampling from a trained LLM. We perform nucleus decoding [248] to sample from
trained LLMs and adopt the following hyper-paramters: temperature 7' = 1.0, top-p = 0.95,
top-k = 0. We sample N, = 5,000 for all methods except for Aug-PE where we use
Ny = 2,000 following Xie et al. [187]*.

D.3.3 A Comprehensive Evaluation Suite

MAUVE. We follow Xie et al. [187] and Tan et al. [191] and use MAUVE to measure

textual alignment. We use the code provided by Pillutla et al. [205]%5.

o Embedding model: We identify several issues with the usage of embedding models in
the current literature and provide detailed discussions in Appendix D.4.1. We choose
specialized sentence embedding models that are suitable for each dataset. For bioRxiv,
we choose SPECTER2 [249]*® which is finetuned on abstracts of scientific papers. For

PMC-patients, we adopt S-PubMedBert-MS-MARCO [250]*” which is finetuned on full-

“3https://github.com/tanyuqian/synthetic-private-data

4This is due to the high cost of sampling in Aug-PE: T iterations where Ngm - (L — 1) samples are
generated in each iteration, plus N, - L samples generated in the first iteration.

“https://github.com/krishnap25/mauve

4nttps://huggingface.co/allenai/specter2

“"https://huggingface.co/pritamdeka/S-PubMedBert-MS-MARCO
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text PubMed articles. Both embedding models have context length (max_seq_length)

of 512, same as the context length of the models we fine-tune,

o Number of clusters: We follow the recommendation of the authors*® to use 1/10 of the
synthetic data size as the number of clusters, i.e., 500 for evaluating all other methods,
and 200 for evaluating Aug-PE generated samples. We additionally comment that
when evaluating the same dataset, using a smaller number of clusters will lead to a

higher MAUVE score; this is because the resulting cluster is coarser.

Classification F1. We craft a classification task to measure the utility of the synthetic

data in the following way. We introduce a new attribute, and then use M, to annotate

racle
both the real private test set and the generated data. After preparing the classification
labels, we train on the synthetic data, and test on real data; this follows the standard

evaluation approach considered in Yue et al. [185], Xie et al. [187], and Tan et al. [191].

o Attribute and labels: For bioRxiv, the new attribute is “research domain” with 8
meta-categories: {Biochemistry & Molecular Biology, Cell & Developmental Biology,
Physiology & Immunology, Neuroscience & Cognition, Microbiology, Ecology &

Evolution, Applied & Medical Biology, Computational Biology & Bioinformatics}.

o Model: We finetune a SciBERT model [251]%° for the classification task. We perform

full fine-tuning.

o Metric: We use macro-F1 (unweighted average across classes), due to the class

imbalance naturally present in the dataset (see Fig. 59).

Next token prediction (NTP) accuracy. We fine-tune a small LM on the synthetic
data, and test on real private data. We follow the literature [187, 191] to fine-tune

BERT-small and use the same set of standard hyperparameters.

“Bhttps://krishnap25.github. io/mauve/
“nttps://huggingface.co/allenai/scibert_scivocab_uncased
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Attribute distribution matching. We compute Jensen-Shannon distance for each
attribute separately and average over the attributes. The obtained score represents attribute

distribution matching.

o Jensen-Shannon divergence (JSD). Given two probability distributions P and @

defined over the same domain, the Jensen-Shannon divergence (JSD) is defined as

JSD(P || Q) = 3 KL(P || M) + 3 KL(Q || M), M =3(P+Q),

where KL(P || Q) = > P(z)log gg; denotes the Kullback-Leibler divergence. JSD

is a smoothed version of KL that can handle potential support mismatch.

e Jensen-Shannon distance is given by the square root of the Jensen-Shannon divergence:

dys(P, Q) == ISD(P || Q).

This metric is symmetric, bounded in [0, 1], and widely used to quantify similarity

between probability distributions.

D.3.4 Implementation Details for ACTG-RL and ACTG-ARL

RL specific setups. We adopt TRL® as the RL fine-tuning framework and use the
PPO objective (supported in PPOTrainer). We adapt the codebase from Singhal et al.
[252]5! which provides an interface supporting different types of reward signals. For our
ACTG-RL and ACTG-ARL, we implement the reward signal as the score from the LLM
M

oracle grading on the rubric, and integrate it into the RL fine-tuning pipeline.

Training hyperparameters. We use a rollout buffer size of 512, batch size of 512 and

ppo epochs of 4 (meaning we loop over the same rollout buffer for 4 times). We set the

Ohttps://huggingface.co/docs/trl/en/index
*lhttps://github.com/PrasannS/rlhf-length-biases
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learning rate n = 5 x 107% and train for 1000 rounds in all. We set the initial KL coefficient
to 0.2. For ACTG-ARL specifically, we introduce ~, a mixing coefficient for the RL and SFT
objective. We adopt a linear decay schedule for v, staring from a bigger v for stabilizing the
anchor and gradually decreasing it to allow for steady improvement in instruction following.
For bioRxiv, we use a start value of 2 and ending value of 0.5. For PMC-patients, we use a

start value of 0.5 and ending value of 0.2.

D.4 Additional Experimental Results
D.4.1 Issues with MAUVE Evaluation in the Literature

We highlight several critical issues with MAUVE evaluation in the literature [187, 191],

which has gone unnoticed.

Limited context length. We report the default context length of common sequence
embedding models (adopted in Xie et al. [187]) in Table 16. Note that all of the models have
rather short context length (< 512). Because text beyond max_seq_length is truncated,
these models can only evaluate quality with respect to a short prefix of the synthetic
text. As a result, conclusions drawn from such biased evaluations may be significantly
undermined.

Table 16: Default maximum sequence length for common sequence embedding models.

Embedding models in Default context length

Xie et al. [187] max_seq_length
sentence-t5-x1 256
sentence-t5-base 256
stsb-roberta-base-v2 75
all-MiniLM-L6-v2 256

paraphrase-MinilLM-L6-v2 128

Capability of the embedding model. We compute the MAUVE score of the same

synthetic dataset w.r.t. embeddings extracted by different sequence embedding models. As
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shown in Fig. 60, weaker embedding models (stsb-roberta-base-v2, all-MiniLM-L6-v2)
can inflate the MAUVE score, while a stronger embedding model (Qwen3-Embedding-

4B [253]) is more capable of assessing the quality of the synthetic data.

D.4.2 Baseline of Single-Stage Conditional Text Generation

A single-stage conditional generation approach. One straightforward approach that
incorporates feature learning into text generation is to append features in front of text.
Fig. 61 presents a template for bioRxiv. During learning, the model learns to generate the
concatenation of feature and text following the template. During generation, we sample

outputs from the model, and then discard the feature part and retain only the text part.

Experimental results. We compare the single-stage conditional generation approach
with two approaches: 1) the baseline DP-FT—they are both single-stage approaches but
differ in the conditioning part; 2) the two-stage conditional generation approach as we
propose in Sec. 6.2.1—they both leverage conditioning but differ in the pipeline composition
(single-stage vs. two-stage).

We conduct the experiments on bioRxiv and focus on 8,. Results are presented in
Fig. 62. First, the single-stage conditioning approach outperforms the baseline DP-FT
at ¢ = 1,4, meaning that conditioning is beneficial for DP text synthesis. Second, the
two-stage conditional generation approach outperforms the single-stage one in both MAUVE
and attribute distribution matching (left and middle). This demonstrates the superiority
of the two-stage conditioning generation framework; even though the two-stage approach
incurs privacy cost at both stages, the advantage of a better learning paradigm compensates
for this downside. We conduct another sanity check to showcase the benefit of two-stage
sequential conditional generation: we compute the MAUVE of features and show that the
synthetic features produced by the two-stage approach is higher than that produced by

the single-stage approach (Fig. 62(right)). This means the single-stage approach can first
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produce better feature and then better text conditioned on the better feature.

D.4.3 Impact of Schema Richness

A simpler schema. For the bioRxiv dataset, we consider an alternative simpler schema
é’; Unlike the &5 schema (Fig. 56) which consists of eight fields that need to be extracted

by M,

oracles the simpler S:; schema contains only three ground-truth fields that are directly

available or derivable from the dataset: title, category (the original data columns), and

token_count (computed from the abstract). We present this schema in Fig. 63.

Instantiation of G; and G, ;. Since S; contains textual features (e.g., title) that AIM

cannot process, we adopt DP-FT as the feature generator G;. For the conditional generator

G

»|f» Wwe employ the same DP-FT training procedure used for &3, learning on the paired

(feature, text) set.

Results. Fig. 64 presents the end-to-end results on bioRxiv, where we add the new (S:;
(simple schema), as well as 85 used with DP-FT for feature generation for a fair comparison.

First, we compare Sé to the baselines. It significantly outperforms both vanilla DP-FT
and CTCL. It also shows an advantage over the &, (free-form) approach, indicating that
even this simple schema provides a more effective conditioning signal than unstructured sum-
maries.

Next, we directly assess the impact of schema richness by comparing «Sé (simple schema)
with the 83 (DP-FT+DP-FT) variant. The richer, 8-field 853 schema outperforms & in
both MAUVE and feature distribution matching, confirming that a more comprehensive

feature set is beneficial.
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D.4.4 Experiments on a Larger Model gemma-3-4b-pt

In the main paper, we conducted systematic ablations using a single model, gemma-3-1b-pt.
Here, we extend the evaluation to a larger model, gemma-3-4b-pt®? , and show that the
performance gains of ACTG persist at this larger scale.

Fig. 65 compares ACTG with the baselines (DP-FT and CTCL). The larger model
improves the absolute performance of all methods, giving higher MAUVE scores and better
distributional alignment compared to Fig. 24. ACTG nevertheless maintains a clear and

substantial advantage over the baselines.

2https://huggingface.co/google/gemma-3-4b-pt
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D.4.5 Robustness to Oracle Choice

Setup. To assess whether ACTG depends on a specific proprietary oracle, we replace
Gemini-2.5-flash-1ite with a locally deployed open-source model, Qwen2.5-32B-Instruct®?,
using the same schema schema 85 (Fig. 56) with the same prompt template (Fig. 58) for

feature extraction.

Feature-level comparison. We compute the agreement rate, defined as the ratio of
matched fields per sample averaged across the dataset. The extracted features from Qwen
and Gemini achieve an agreement rate of 0.69. As a reference, two independent Gemini
runs achieve an agreement of 0.84. Because each field contains on average ~13 categorical
options and feature annotation could be inherently ambiguous, we do not expect perfect
agreement. More importantly, an agreement of 0.69 already indicates that Qwen captures
the core underlying semantics of these fields. This suggests that the extracted features are
sufficiently aligned for our use of conditioning—we confirm this with our end-to-end results

below.

End-to-end results. We further run the full ACTG pipeline on Qwen-extracted features
and present the comparison with the results on Gemini-based pipeline in Fig. 66. The
synthetic data produced by the Qwen-based pipeline attains nearly identical MAUVE
scores and only minor degradation in feature-distribution matching (due to discrepancy in
extracted feature distribution in training data).

These results show that ACTG is robust to the choice of feature extractor and can be

effectively used with reasonably capable open-source models.

D.4.6 Significance of Results

We perform three independent runs with different random seeds for the downstream

evaluation (classification F1) on bioRxiv. We report the mean and standard deviation for

https://huggingface.co/Qwen/Qwen2.5-32B- Instruct
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these runs in Fig. 67.

As the results in Fig. 67 show, the variance across runs is low for all methods. More
importantly, the performance gap between ACTG and the baselines is substantially larger
than the standard deviation. This analysis confirms that our reported gains on downstream

tasks are robust and statistically significant.

D.4.7 Limitations of Direct Prompting as the Conditional Generator

Low MAUVE score. Fig. 68 shows that the MAUVE score of the direct prompting
approach is extremely low. This is understandable as this approach does not have any

access to the private text information, thus the poor textual alignment.

Inherent bias and distribution mismatch. Fig. 69-(left) shows that the oracle tends
to overemphasize certain categories (e.g., Cell Biology), generating disproportionately
more samples in these bins. Additionally, Fig. 69-(right) illustrates its inability to handle
ambiguous or underspecified cases, leading to systematic errors when the input falls into
categories such as “Other” or “Not Specified”. These limitations stem from the fact that
direct prompting has no means to calibrate feature distributions, as it handles each input
feature independently. In contrast, our conditional generator obtained via DP-FT explicitly

learns the mapping, enabling better attribute distribution matching.

D.4.8 Aug-PE on PMC-Patients

Aug-PE fails to produce meaningful results on PMC-patients. Even in the non-private
setting, it achieves a MAUVE score below 0.05, attribute distribution matching d{s higher
than 0.2, and NTP accuracy of 0.32. Across all metrics, its performance lags far behind
other methods. These negative results are likely caused by the large distribution shift

between the PMC-patients dataset and the public corpus of pretraining.
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D.4.9 Aug-PE with a More Powerful Proprietary Model

To further analyze the Aug-PE baseline, we perform an additional experiment with another
powerful, state-of-the-art model, Gemini-2.5-flash-1ite. Fig. 70 plots the performance
of the model, compared with Qwen2.5-7B-Instruct across 10 PE iterations.

The results are striking: Aug-PE with Qwen2.5-7B-Instruct consistently and signif-
icantly outperforms Aug-PE with Gemini-2.5-flash-1lite at both privacy levels. This
finding strongly indicates that: the performance of PE is less dependent on the model’s raw
general-purpose capability and far more dependent on how well its initial “out-of-the-box”
generations align with the private target distribution. As the figure shows, Qwen’s initial
population (iteration 0) is substantially better aligned with the private data, providing a
strong starting point. Gemini, despite its capabilities, starts with a poorer alignment, and
the PE process fails to close this significant gap. This confirms that simply using a “more
powerful” model does not guarantee better PE performance; initial domain alignment is

the critical factor.

D.4.10 Failure Mode of CTCL

Domain mismatch in topic extraction. CTCL relies on a pretrained topic model
trained on general-domain corpora (specifically, Wikipedia). Such models can perform
poorly when applied to narrow, domain-specific datasets, such as clinical notes (e.g., PMC-
patients in our study). As illustrated in Fig. 71, a dental case is associated with unrelated
keywords like “fossil” and “paleontology”. Although these associations may arise from
shared biological or anatomical terminology, they clearly fail to capture the intended
clinical meaning. This mismatch underscores the sensitivity of topic-based extraction to

distribution shift and its limited effectiveness in specialized domains.

Sparse DP histogram. When the number of samples is small relative to the number of

topic bins (as in our bioRxiv dataset, where the dataset size is N = 28,846 but the number
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of topics is 1,827), many bins can be empty. As all bins receive DP noise, when using a
clipping threshold of zero (as in Tan et al. [191]), the noise can dominate. Consequently,
as shown in Fig. 72, the DP histogram deviates significantly from the real distribution.
This distortion harms both the fidelity and utility of synthetic text as reflected in Fig. 24

in Sec. 6.2.

D.4.11 Topic Distribution Matching

We further evaluate whether synthetic data preserves the topic distribution of the private
dataset. We train a topic model using FASTopic [254]% with Nopics — 00 on the private
training set, ensuring that the model captures domain-specific topic structure. The trained
model is then applied to both the private test set and the synthetic datasets to obtain their
corresponding topic distributions. We then compute the Jensen-Shannon distance (d;%pic)
between the two distributions.® As shown in Fig. 73, the benefits of attribute conditioning

carry over to topic distribution alignment, with ACTG showing the closest match to the

private data.

D.4.12 Using IT Model for Conditional Generation

We additionally experimented with using the instruction-tuned (IT) model gemma-3-1b-it
as the base model for performing DP-FT to train G, instead of the pretrained (PT)
model gemma-3-1b-pt which we have been using throughout the main paper. The intuition
is that an I'T model may already have stronger instruction-following ability, and thus can
potentially achieve higher IFAcc even under DP. The below results are obtained at ¢ = 1

on bioRxiv.

Shttps://github.com/bobxwu/FASTopic

%Unlike the pre-trained topic model in Tan et al. [191] which was trained on general-domain corpora
(Wikipedia), the FASTopic model here is trained directly on the private training set, providing the most
faithful characterization of the private data, which is critical for this evaluation.
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Overall comparison. Table 17 provides a quantitative comparison across multiple
metrics. We found that the IT model performs poorer than the PT model across all metrics.

We believe this stems from the following factors:

e Objective mismatch. IT models are tuned for instruction following rather than next-
token modeling (as performed in DP-FT). Starting from an IT checkpoint gives higher
perplexity on the target corpus and less headroom to improve under DP noise. We
validate this in Fig. 74, showing that the IT model starts with a higher loss and

plateaus at a much worse value than PT.

e Generic helpfulness vs. domain alignment. I'T tuning bakes in a generic “helpful”
style on public data. While this improves general instruction following on simple
day-to-day tasks, it does not translate into better alignment with input features in

our setting, which requires domain-specific knowledge.

Table 17: Comparison of gemma-3-1b-pt and gemma-3-1b-it as base models for performing
DP-FT for conditional text generation.

gemma-3-1b-pt gemma-3-1b-it

MAUVE 0.775 0.419
IFAcc 0.534 0.503
d 0.087 0.111
Classification F1 0.726 0.716
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D.4.13 Example of Reward Hacking

Fig. 75 illustrates why the generated text in Fig. 26(c) receives a perfect score of 8/8 from
M

oracle*

Although the output is a very short TL;DR-style sentence, it explicitly satisfies
every input field: the abstract mentions the correct research area, organism, data type,
and focus scale, while also matching the expected approach, sample size, and research
goal. Because each criterion is checked independently, the text achieves full credit despite
lacking the length, detail, and stylistic fidelity of a proper scientific abstract. This example
highlights how RL training can exploit the rubric reward, producing degenerate outputs

that maximize score without preserving textual quality.

D.4.14 Analysis on Best-of-N Data

Fig. 76-(left) shows the maximum score difference across candidates for each prompt.
Most prompts exhibit large variation, confirming that best-of-N has substantial room to
improve over random sampling by consistently selecting the strongest candidate. Fig. 76-
(right) reports per-rank IFAcc. The highest-ranked candidate (rank 1) achieves an average
accuracy above 0.7, which is significantly higher than random samples. Together, these
results validate best-of-INV sampling as an effective way to distill a cleaner and higher-quality

dataset without additional privacy cost.
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D.4.15 Additional Ablations on Anchored RL

We further ablate the Anchored RL approach to disentangle the benefits of different
design choices. In addition to ACTG-(A)RL, we introduce ACTG-SFT, where the
conditional generator is fine-tuned directly on the anchor dataset (Dgpr, or DSFTy)
without reinforcement learning. This setup allows us to isolate the contribution of RL

versus the quality of the anchor data itself.

RL vs. SFT. Fig. 77 shows that the ARL variants (orange) consistently outperform
their SF'T counterparts (green) in terms of IFAcc. This highlights the added value of
reinforcement learning on anchored data: beyond what supervised fine-tuning alone can

capture, RL further boosts fine-grained control.

Best-of-N sampling. Comparing the dark versus light hues, we see that models trained
on Dgpr  substantially outperform those trained on Dgpr . This confirms the importance
of best-of-N sampling: using higher-quality anchors provides a much stronger training

signal.

D.4.16 Utility Evaluation of Synthetic Data Produced by ACTG-ARL

Besides the evaluation of MAUVE and attribute distribution matching presented in Fig. 27
in Sec. 6.3.3, we additionally perform utility evaluation. Result in Fig. 78 shows that

ACTG-ARL can further improve the utility of the generated synthetic data.
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I would like to extract structured features from unstructured data. Your task is to
analyze the dataset description and provided examples to define a set of representative
categorical features.

# Dataset Description

{data_description}

# Primary Goal

The extracted features should be optimized to be as useful as possible for the following
workload: {workload_description}

# Core Task

Generate a set of {num_features} categorical features that provide a rich summary of
the underlying text.

# Feature Requirements:

1. **Feature Diversity**: The feature set should be comprehensive. Strive to include
a mix of general-purpose features and domain-specific features.

2. ¥*Orthogonality**: Prioritize features that are orthogonal / independent, unless
they are intentionally hierarchical.

3. **Values**: Each feature must have a fixed set of at most 50 explicitly enumerated
possible values. These values must be representative of the target data.

4. **Hierarchical Features**: Conditional features are permitted. If a feature’s
relevance depends on the value of another, its value should be "Not Applicable”
when the condition is not met.

# Output Format:
Provide your response as a numbered list. For each feature, you MUST include its
name, possible values, a description, and a rationale for its inclusion.

1. **Feature Name**:

o **Pogsible Values**: ...

o **Description**: A brief, clear explanation of what the feature captures.

o **Rationale**: A justification for why this feature is useful.

# Examples:
{_formatted_examples}

Figure 55: A detailed prompt for schema identification. We fill in {data_description},
{workload_description}, {num_features} for each dataset based on general knowledge
of the dataset domain. For {_formatted_examples}, this field is optional and we supply
a few examples publicly available in the general domain.
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{

"primary_research_area": "< Biochemistry | Bioinformatics | Biophysics | Cancer
Biology | Cell Biology | Clinical Trials | Developmental Biology | Ecology | Epidemiology
| Evolutionary Biology | Genetics | Genomics | Immunology | Microbiology | Molecular
Biology | Neuroscience | Paleontology | Pathology | Pharmacology and Toxicology |
Physiology | Plant Biology | Public Health | Scientific Communication and Education
|Structural Biology | Synthetic Biology | Systems Biology | Zoology | Other>", //
Categorizes the abstract into its main biological discipline.

"model_organism": "< Human | Mouse/Rat | Zebrafish | Drosophila melanogaster
| Caenorhabditis elegans | Saccharomyces cerevisiae | Escherichia coli | Arabidopsis
thaliana | Plant | Cell Culture | In Silico / Computational | Other Mammal | Other
Vertebrate | Other Invertebrate | Other Microbe | Not Applicable / Review | Other >”,
// Identifies the primary biological model used in the research.

"experimental_approach": "< Wet Lab Experimentation | Computational / In
Silico Analysis | Clinical Study | Field Study / Observation | Case Study / Case Review
| Review / Meta-analysis | New Method Development | Theoretical Modeling | Other
>"_ // Describes the main methodology used to conduct the study.

"dominant_data_type": "< Genomic | Transcriptomic | Proteomic | Metabolomic |
Imaging | Structural | Phenotypic / Behavioral | Ecological / Environmental | Clinical /
Patient Data | Simulation / Model Output | Multi-omics | Other >", // Specifies the
primary type of data generated or analyzed in the paper.

"research_focus_scale": "<Molecular|Cellular|Circuit / Network|Tissue / Or-
gan|Organismal|Population|Ecosystem|Multi-scale|Other>”, // Categorizes the biological
level of organization the study focuses on.

"disease_mention": "< Cancer | Neurodegenerative Disease | Infectious Disease |
Metabolic Disease | Cardiovascular Disease | Autoimmune / Inflammatory Disease |
Psychiatric / Neurological Disorder | Genetic Disorder | No Specific Disease Mentioned
| Other >”, // Identifies whether the abstract explicitly names a disease or a major disease
category.

"sample_size": "< Single Subject / Case Study | Small Cohort (<50 subjects) |
Medium Cohort (50-1000 subjects) | Large Cohort / Population-scale (>1000 subjects)
| Relies on Cell/Animal Replicates | Not Specified / Not Applicable >”, // Estimates
the scale of the study based on mentions of sample or cohort size.

"research_goal": "< Investigating a mechanism | Characterizing a system/molecule
| Developing a method/tool | Identifying novel elements | Testing a hypothesis | Quanti-
fying a parameter | Evaluating/Comparing approaches | Other >” // Categorizes the
study’s primary objective based on its framing.

}

Figure 56: Schema for the bioRxiv dataset
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{

"medical_specialty": "< Cardiology | Dermatology | Dentistry & Oral Surgery
| Endocrinology | Gastroenterology | Hematology | Infectious Disease | Nephrology
| Neurology | Obstetrics & Gynecology | Oncology | Ophthalmology | Orthopedics
| Otolaryngology (ENT) | Pediatrics | Psychiatry | Pulmonology | Rheumatology |
Surgery | Urology | Other >”, // The primary medical discipline. Map sub-specialties (e.g.,
Neurosurgery) to their primary field.

"clinical_focus": "< Diagnostic Evaluation | Therapeutic Intervention | Monitor-
ing & Follow-up | Adverse Event >”, // The narrative’s primary purpose (e.g., diagnosis,
intervention, monitoring).

"patient_age_group": "< Neonate (0-28 days) | Pediatric (29 days-12 years) |
Adolescent (13-17 years) | Adult (18-64 years) | Geriatric (65+ years) >”, // The
patient’s specific age category.

"condition_chronicity": ”< Acute | Chronic | Acute-on-Chronic | Recurrent /
Relapsing | Congenital >”, // The temporal nature and pattern of the patient’s primary
condition.

"narrative_structure": "< Chronological History | Problem-Oriented Summary |
Procedural Report | Other >”, // The organizational style and flow of the clinical summary.

"primary_intervention_type": "< Pharmacological | Surgical / Procedural | Sup-
portive & Conservative Care | Not Applicable >”, // The primary therapeutic or manage-
ment action described (excluding diagnostic tests).

"diagnostic_certainty": "< Confirmed Diagnosis | Provisional Diagnosis | Differ-
ential Diagnosis | Not Applicable>”, // The level of diagnostic confidence expressed within
the narrative.

"patient_outcome": "< Resolved | Improved | Stable / Unchanged | Deteriorated |
Deceased | Referred / Transferred | In-Progress / Unknown >” // The patient’s clinical
status or disposition at the end of the report.

}

Figure 57: Schema for the PMC-patients dataset
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You are an expert biomedical information extraction assistant. Your task is to carefully
read a scientific abstract from bioRxiv and extract the specified features according to
the schema provided.

Output exactly one JSON object with no extra text or explanations.

**CRITICAL INSTRUCTION 1:** For any field in the JSON schema that lists
specific options (e.g., ?<Optionl|Option2|...>”), you MUST select one of the provided
options exactly as it is written. Do not invent, alter, or combine options. Failure to use
an exact option from the list will be considered an error.

**CRITICAL INSTRUCTION 2:** Ensure the value chosen for a field is
appropriate for that field’s specific definition. Do not use an option from one field (e.g.,
'Cellular’ from ‘research_focus_ scale‘) as the value for another field.

Use this schemas:

Wes

json

{schema}
(134

** Abstract to analyze:**
{abstract_text}

**Your output (JSON only):**

Figure 58: Prompt for feature extraction on the bioRxiv dataset, where {schema} is
substituted with the content in Fig. 56 and {abstract_text} is the private text to be
annotated.

Physiology & Immunclogy

Cell & Developmental Biclogy
Microbiclogy

Ecology & Evoluticn

Biochemistry & Molecular Biology
Applied & Medical Biology
Computaticnal Biology & Bioinformatics

Meuroscience & Cognition
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Figure 59: Histogram of labels of the “research domain” attribute in bioRxiv.
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0.430

MAUNVE Score

0.0

&
Seguence embedding model

Figure 60: MAUVE score of the same synthetic dataset evaluated by different sequence
embedding models.

##### SUMMARY ##¢##

{summary}

####4 ABSTRACT ###+#
{abstract}

Figure 61: A template for concatenating feature and text for bioRxiv.

[ vanilla DP-FT [ S; (free-form, two-stage) I S, (free-form, single-stage)

MAUVE ( 1) MAUVE of features ( 1)

0.9

0.9

0.8

0.7
1 4 0

€

Figure 62: Comparisons of the single-stage conditional text generation with the baseline
DP-FT and the two-stage conditional generation (our proposed framework). The left and
middle figures show the comparison on MAUVE and attribute distribution matching. The
right figure specifically shows the MAUVE of the synthetic features, comparing the single-

and two-stage approaches.
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{

"title": ”String”, // Title of the paper.

"category": ”< bioengineering | cell biology | bioinformatics | synthetic biology |
ecology | immunology | plant biology | cancer biology | developmental biology | microbi-
ology | biophysics | genomics | biochemistry | evolutionary biology | pharmacology and
toxicology | molecular biology | scientific communication and education | neuroscience
| genetics | systems biology | physiology | zoology | animal behavior and cognition |
pathology | paleontology >”, // Category of the paper.

"token_count": "Integer”, // Number of tokens in the abstract.

}

Figure 63: A simpler 3-field schema 85 for the bioRxiv dataset

[ vanilla DP-FT = S; (free-form) 1 Ss (schema, DP-FT+DP-FT)
I S (topic, CTCL) [ S5 (simple schema, DP-FT+DP-FT) [ Ss (schema, ACTG)

MAUVE (1) dt (4
0.20- s (1)
0.8
0.151
0.7 1 0.10-
06 0.051
0.00-

€ €

Figure 64: Impact of schema richness. We compare the simple 3-field schema (é’é)
against baselines (DP-FT, CTCL), the free-form feature (8,), the rich 8-field §5 schema with
a DP-FT feature generator, and the full ACTG (85 with AIM). Results show that a richer
schema outperforms a simple one, while the simpler one already offers clear advantages
over the baselines.
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3 DP-FT 3 S, (topic, CTCL) 1 Ss3(schema, ACTG)

f
0. MAUVE (1) ds (L)
0.10-
0.05-
- 0.00- -
1 1

€ 3

Figure 65: Comparison of our ACTG with baselines (DP-FT, CTCL) on a larger
model gemma-3-4b-pt on bioRxiv, demonstrating its persistent performance advantage at
scale.

3 Ss (schema-Qwen, ACTG) 1 Ss3(schema-Gemini, ACTG)

0.650- MAUVE ( 1) 020, df (L)
0.8251 0.151
0.800- 0.107
0.775-.—\ Z'ZZ:
1
3 13

Figure 66: End-to-end comparison of ACTG using features extracted by Qwen2.5-
32B-Instruct and Gemini-2.5-flash-lite. Dataset: bioRxiv. The Qwen-based pipeline
achieves synthetic text quality that closely matches the Gemini-based pipeline, demonstrat-
ing robustness to the choice of feature extractor.
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3 vanilla DP-FT
[ S, (topic, CTCL)

0.80 1

0.75+

0.70+

0.65-

/= S, (free-form) - real
[ Ss(schema, ACTG)

Classification F1 ( T)

€

Figure 67: Mean and standard deviation (black error bars) for the downstream
evaluation (classification F1 for bioRxiv) over three independent runs. The small variance
and clear separation between ACTG and the baselines demonstrate the statistical signifi-

cance of our gains.

0.75+

0.50

0.251

0.00

MAUVE ( 1)

1 Gy=DP-FT
1 Gxr=prompting

Figure 68: MAUVE scores achieved by different conditional generation approaches.
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Figure 69: (Left) M_, .. favors concept related to Cell Biology and generates dispropor-
tionally more samples categorized to it. (Right) M__ . fails to appropriately handle input

of “Other” / “Not Specified”.

—e— Qwen2.5-7B-Instruct (eps=4)
0.5 -= Qwen2.5-7B-Instruct (eps=1)
—e— Gemini-2.5-flash-lite (eps=4)
-#- Gemini-2.5-flash-lite (eps=1)

0o 1 2 3 4 5 6 7 8 9 10
PE lteration

Figure 70: Performance of Aug-PE using two different models: Qwen2.5-7B-
Instruct and Gemini-2.5-flash-lite. Dataset: bioRxiv. The gap highlights that PE’s
effectiveness critically depends on the alignment of the model’s initial population with the

target domain, not just its general capability.
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Example Text: ’A 9-year-old healthy female child reported to our Outpatient
Department with the chief complaint of swelling in the mandible for the past 6 months.
As per the history, the swelling was painless and gradually increased to the present size.
The patient underwent extraction of the left primary mandibular in the first molar
for the same reason without any associated trauma, pain, or fever. Medical history
was nonsignificant, with no history of systemic illness or long-term medication. On
extraoral examination, there were no signs or symptoms. Intraorally, a diffuse swelling
extending buccally from the distal of the primary mandibular left primary canine to
the distal of the primary mandibular second primary molar ... (further text omitted)

Keywords associated with the predicted topic: ’fossil, paleontology, dinosaur,
fossils, jurassic, phylogeny, cretaceous, phylogenetic, dinosaurs, prehistoric’

Figure 71: Example of spurious topic associations in CTCL. A clinical note for a dental
visit is linked to keywords such as “fossil”.
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Figure 72: Comparison of topic histograms (top 10 topics, obtained on bioRxiv) of real
data, non-DP samples, and DP samples. The non-DP histogram closely follows the real
distribution, while the DP histogram diverges significantly due to noise amplification on
sparse bins.
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[ vanilla DP-FT [ S; (topic, CTCL) [ S (free-form) [ S3 (schema, ACTG)
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0.05

0.00

€

Figure 73: ACTG achieves the best topic distribution matching on bioRxiv.
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Figure 74: Evaluation loss during DP-FT on gemma-3-1b-pt and gemma-3-1b-it.
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e primary_research_area: “Neuroscience” v' — The abstract mentions “synaptic
plasticity” and “spatial memory formation,” which are core topics in the field
of neuroscience.

e model_organism: “Drosophila melanogaster” v — The abstract explicitly names
the model organism, “Drosophila.”

o experimental_approach: “Wet Lab Experimentation” v — The phrase “We
experimentally evaluated” directly reflects a hands-on, experimental approach
consistent with wet lab work.

o dominant_data_type: “Phenotypic / Behavioral” v' — “Spatial memory for-
mation” is a behavioral or phenotypic trait that is observed and measured in an
organism.

e research_focus_scale: “Cellular” v — “Synaptic plasticity” refers to the
ability of synapses (the junctions between nerve cells) to strengthen or weaken over
time, which is a phenomenon studied at the cellular level.

e disease_mention: “No Specific Disease Mentioned” v/ — The abstract focuses on
fundamental biological processes and does not mention any specific disease.

o sample_size: “Relies on Cell/Animal Replicates” v' — The study of “Drosophila”
confirms the use of an animal model, which inherently relies on replicates for
experimental validity.

o research_goal: “Investigating a mechanism” v — The sentence structure, “eval-
uated whether [process A] is preserved by modulating [process B|,” describes
an investigation into the relationship between two processes, which is a form of
investigating a mechanism.

Figure 75: Detailed breakdown of why the TL;DR-style generation in Fig. 26(c) receives a
perfect score.
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Figure 76: Analysis of best-of-IV sampling. (Left) Distribution of max score difference per
prompt, showing substantial room that best-of-N can exploit. (Right) Per-rank IFAcc,
demonstrating that higher-ranked candidates can be significantly better than random
samples.

Bl ACTG mm ACTG-SFT, B ACTG-ARL;
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Figure 77: Ablation studies on Anchored RL, where we vary training data and training ap-
proaches.
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Figure 78: Utility evaluation of synthetic data produced by ACTG vs ACTG-ARL. Dataset:
bioRxiv. We use the same Y-scale as in Fig. 24.
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